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Chapter1Introduction1.1WhatistheLibTomCrypt?LibTomCryptisaportableISOCcryptographiclibrarymeanttobeatoolsetforcryptographerswhoaredesigningcryptosystems.Itsupportssymmetricciphers,one-wayhashes,pseudo-randomnumbergenerators,publickeycryptography(viaPKCS#1RSA,DHorECCDH),andaplethoraofsupportroutines.Thelibrarywasdesignedsuchthatnewciphers/hashes/PRNGscanbeaddedatrun-timeandtheexistingAPI(andhelperAPIfunctions)areabletousethenewdesignsautomatically.Thereexistsself-checkfunctionsforeachblockcipherandhashfunctiontoensurethattheycompileandexecutetothepublisheddesignspecifications.Thelibraryalsoperformsextensiveparametererrorcheckingtopreventanynumberofrun-timeexploitsorerrors.1.1.1WhatthelibraryISfor?Thelibraryservesasatoolkitfordeveloperswhohavetosolvecryptographicproblems.OutoftheboxLibTomCryptdoesnotprocessSSLorOpenPGPmessages,itdoesn’treadX.509certificates,orwritePEMencodeddata.Itdoes,however,provideallofthetoolsrequiredtobuildsuchfunctionality.LibTomCryptwasdesignedtobeaflexiblelibrarythatwasnottiedtoanyparticularcryptographicproblem.1.2WhydidIwriteit?Youmaybewondering,Tom,whydidyouwriteacryptolibrary.Ialreadyhaveone.Wellthereasonfallsintotwocategories:1.Iamtoolazytofigureoutsomeoneelse’sAPI.I’dratherinventmyownsimplerAPIandusethat.2.Itwas(stillis)goodcodingpractice.TheideaisthatIamnotstrivingtoreplaceOpenSSLorCrypto++orCryptliboretc.I’mtryingtowritemyowncryptolibraryandhopefullyalongthewayotherswillappreciatethework.1



2www.libtom.orgWiththislibraryallcorefunctions(ciphers,hashes,prngs,andbignum)havethesameprototypedefinition.Theyallloadandstoredatainaformatindependentoftheplatform.ThismeansifyouencryptwithBlowfishonaPPCitshoulddecryptonanx86withzeroproblems.TheconsistentAPIalsomeansthatifyoulearnhowtouseBlowfishwiththelibraryyouknowhowtouseSafer+,RC6,orSerpentaswell.Withallofthecorefunctionstherearecentraldescriptortablesthatcanbeusedtomakeaprogramautomaticallypickbetweenciphers,hashesandPRNGsatrun-time.Thatmeansyourapplicationcansupportallciphers/hashes/prngs/bignumwithoutchangingthesourcecode.NotonlydidIstrivetomakeaconsistentandsimpleAPItoworkwithbutIalsoattemptedtomakethelibraryconfigurableintermsofitsbuildoptions.OutoftheboxthelibrarywillbuildwithanymodernversionofGCCwithouthavingtouseconfigurescripts.Thismeansthatthelibrarywillworkwithplatformswheredevelopmenttoolsmaybelimited(e.g.noautoconf).OntopofmakingthebuildsimpleandtheAPIapproachableI’vealsoattemptedforareasonablyhighlevelofrobustnessandefficiency.LibTomCrypttrapsandreturnsaseriesoferrorsrangingfrominvalidargumentstobufferoverflows/overruns.Itismostlythreadsafeandhasbeenclockedonvariousplatformswithcyclesperbytetimingsthatarecomparable(andoftenfavourable)tootherlibrariessuchasOpenSSLandCrypto++.1.2.1ModularTheLibTomCryptpackagehasalsobeenwrittentobeverymodular.Theblockciphers,one–wayhashes,pseudo–randomnumbergenerators(PRNG),andbignummathroutinesareallusedwithintheAPIthroughdescriptortableswhichareessentiallystructureswithpointerstofunctions.Whileyoucanstillcallparticularfunctionsdirectly(e.g.sha256process())thisdescriptorinterfaceallowsthedevelopertocustomizetheirusageofthelibrary.Forexample,considerahardwareplatformwithaspecializedRNGdevice.ObviouslyonewouldliketotapthatforthePRNGneedswithinthelibrary(e.g.makingaRSAkey).Allthedeveloperhastodoiswriteadescriptorandthefewsupportroutinesrequiredforthedevice.AfterthattherestoftheAPIcanmakeuseofitwithoutchange.SimilarlyimagineafewyearsdowntheroadwhenAES2(orwhatevertheycallit)hasbeeninvented.Itcanbeaddedtothelibraryandusedwithinapplicationswithzeromodificationstotheendapplicationsprovidedtheyarewrittenproperly.ThisflexibilitywithinthelibrarymeansitcanbeusedwithanycombinationofprimitivealgorithmsandunlikelibrarieslikeOpenSSLisnottiedtodirectroutines.Forinstance,inOpenSSLthereareCBCblockmoderoutinesforeverysinglecipher.Thatmeanseverytimeyouaddorremoveacipherfromthelibraryyouhavetoupdatetheassociatedsupportcodeaswell.InLibTomCrypttheassociatedcode(chainingmodesinthiscase)arenotdirectlytiedtotheciphers.Thatisanewciphercanbeaddedtothelibrarybysimplyprovidingthekeysetup,ECBdecryptandencryptandtestvectorroutines.Afterthatallfivechainingmoderoutinescanmakeuseofthecipherrightaway.1.3LicenseTheprojectisherebyreleasedaspublicdomain.



1.4PatentDisclosure31.4PatentDisclosureTheauthor(TomStDenis)isnotapatentlawyersothissectionisnottobetreatedaslegaladvice.Tothebestoftheauthor’sknowledgetheonlypatentrelatedissueswithinthelibraryaretheRC5andRC6symmetricblockciphers.Theycanberemovedfromabuildbysimplycommentingoutthetwoappropriatelinesintomcryptcustom.h.Therestoftheciphersandhashesarepatentfreeorunderpatentsthathavesinceexpired.TheRC2andRC4symmetricciphersarenotunderpatentsbutareundertrademarkregulations.Thismeansyoucanusetheciphersyoujustcan’tadvertisethatyouaredoingso.1.5ThanksIwouldliketogivethankstothefollowingpeople(innoparticularorder)forhelpingmedevelopthisprojectfromearlyon:1.RichardvandeLaarschot2.RichardHeathfield3.AjayK.Agrawal4.BrianGladman5.SvanteSeleborg6.ClayCulver7.JasonKlapste8.DobesVandermeer9.DanielRichards10.WayneScott11.AndrewTyler12.SkySchulz13.ChristopherImesTherehavebeenquiteafewotherpeopleaswell.Pleasecheckthechangelogtoseewhoelsehascontributedfromtimetotime.
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Chapter2TheApplicationProgrammingInterface(API)2.1IntroductionIngeneraltheAPIisverysimpletomemorizeanduse.Mostofthefunctionsreturneithervoidorint.FunctionsthatreturnintwillreturnCRYPTOKifthefunctionwassuccessful,oroneofthemanyerrorcodesifitfailed.Certainfunctionsthatreturnintwillreturn−1toindicateanerror.Thesefunctionswillbeexplicitlycommentedupon.WhenafunctiondoesreturnaCRYPTerrorcodeitcanbetranslatedintoastringwithconstchar*error_to_string(interr);Anexampleofhandlinganerroris:voidsomefunc(void){interr;/*callacryptographicfunction*/if((err=some_crypto_function(...))!=CRYPT_OK){printf("Acryptoerroroccurred,%s\n",error_to_string(err));/*performerrorhandling*/}/*continueonifnoerroroccurred*/}Thereisnoinitializationroutineforthelibraryandforthemostpartthecodeisthreadsafe.Theonlythreadrelatedissueisifyouusethesamesymmetriccipher,hashorpublickeystatedatainmultiplethreads.Normallythatisnotanissue.ToincludetheprototypesforLibTomCrypt.aintoyourownprogramsimplyincludetomcrypt.hlikeso:#include<tomcrypt.h>intmain(void){5



6www.libtom.orgreturn0;}Theheaderfiletomcrypt.halsoincludesstdio.h,string.h,stdlib.h,time.handctype.h.2.2MacrosThereareafewhelpermacrostomakethecodingprocessabiteasier.Thefirstsetarerelatedtoloadingandstoring32/64-bitwordsinlittle/bigendianformat.Themacrosare:



2.3FunctionswithVariableLengthOutput7STORE32L(x,y)unsignedlongx,unsignedchar*yx→y[0...3]STORE64L(x,y)unsignedlonglongx,unsignedchar*yx→y[0...7]LOAD32L(x,y)unsignedlongx,unsignedchar*yy[0...3]→xLOAD64L(x,y)unsignedlonglongx,unsignedchar*yy[0...7]→xSTORE32H(x,y)unsignedlongx,unsignedchar*yx→y[3...0]STORE64H(x,y)unsignedlonglongx,unsignedchar*yx→y[7...0]LOAD32H(x,y)unsignedlongx,unsignedchar*yy[3...0]→xLOAD64H(x,y)unsignedlonglongx,unsignedchar*yy[7...0]→xBSWAP(x)unsignedlongxSwapbytesFigure2.1:LoadAndStoreMacrosThereare32and64-bitcyclicrotationsaswell:ROL(x,y)unsignedlongx,unsignedlongyx<<y,0≤y≤31ROLc(x,y)unsignedlongx,constunsignedlongyx<<y,0≤y≤31ROR(x,y)unsignedlongx,unsignedlongyx>>y,0≤y≤31RORc(x,y)unsignedlongx,constunsignedlongyx>>y,0≤y≤31ROL64(x,y)unsignedlongx,unsignedlongyx<<y,0≤y≤63ROL64c(x,y)unsignedlongx,constunsignedlongyx<<y,0≤y≤63ROR64(x,y)unsignedlongx,unsignedlongyx>>y,0≤y≤63ROR64c(x,y)unsignedlongx,constunsignedlongyx>>y,0≤y≤63Figure2.2:RotateMacros2.3FunctionswithVariableLengthOutputCertainfunctionssuchas(forexample)rsaexport()giveanoutputthatisvariablelength.Topreventbufferoverflowsyoumustpassitthelengthofthebufferwheretheoutputwillbestored.Forexample:#include<tomcrypt.h>intmain(void){rsa_keykey;unsignedcharbuffer[1024];unsignedlongx;interr;/*...MakeuptheRSAkeysomehow...*//*letsexportthekey,setxtothesizeofthe*outputbuffer*/x=sizeof(buffer);if((err=rsa_export(buffer,&x,PK_PUBLIC,&key))!=CRYPT_OK){printf("Exporterror:%s\n",error_to_string(err));return-1;



8www.libtom.org}/*ifrsa_export()wassuccessfulthenxwillhave*thesizeoftheoutput*/printf("RSAexportedkeytakes%dbytes\n",x);/*...dosomethingwiththebuffer*/return0;}IntheaboveexampleifthesizeoftheRSApublickeywasmorethan1024bytesthisfunctionwouldreturnanerrorcodeindicatingabufferoverflowwouldhaveoccurred.Ifthefunctionsucceeds,itstoresthelengthoftheoutputbackintoxsothatthecallingapplicationwillknowhowmanybyteswereused.Asofv1.13,mostfunctionswillupdateyourlengthonfailuretoindicatethesizerequiredbythefunction.Notallfunctionssupportthissopleasecheckthesourcebeforeyourelyonitdoingthat.2.4FunctionsthatneedaPRNGCertainfunctionssuchasrsamakekey()requireaPseudoRandomNumberGenerator(PRNG).ThesefunctionsdonotsetupthePRNGthemselvessoitistheresponsibilityofthecallingfunctiontoinitializethePRNGbeforecallingthem.CertainPRNGalgorithmsdonotrequireaprngstateargument(sprngforexample).TheprngstateargumentmaybepassedasNULLinsuchsituations.#include<tomcrypt.h>intmain(void){rsa_keykey;interr;/*registerthesystemRNG*/register_prng(&sprng_desc)/*makea1024-bitRSAkeywiththesystemRNG*/if((err=rsa_make_key(NULL,find_prng("sprng"),1024/8,65537,&key))!=CRYPT_OK){printf("make_keyerror:%s\n",error_to_string(err));return-1;}/*usethekey...*/return0;}



2.5FunctionsthatuseArraysofOctets92.5FunctionsthatuseArraysofOctetsMostfunctionsrequireinputsthatarearraysofthedatatypeunsignedchar.Whetheritisasymmetrickey,IVforachainingmodeorpublickeypacketitisassumedthatregardlessoftheactualsizeofunsignedcharonlythelowereightbitscontaindata.Forexample,ifyouwanttopassa256bitkeytoasymmetriccipherssetuproutine,youmustpassin(apointerto)anarrayof32unsignedcharvariables.Certainroutines(suchasSAFER+)takespecialcaretoworkproperlyonplatformswhereanunsignedcharisnoteightbits.Forthepurposesofthislibrary,thetermbytewillrefertoanoctetoreightbitword.Typicallyanarrayoftypebytewillbesynonymouswithanarrayoftypeunsignedchar.
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Chapter3SymmetricBlockCiphers3.1CoreFunctionsLibTomCryptprovidesseveralblockcipherswithanECBblockmodeinterface.ItisimportanttofirstnotethatyoushouldneverusetheECBmodesdirectlytoencryptdata.InsteadyoushouldusetheECBfunctionstomakeachainingmode,oruseoneoftheprovidedchainingmodes.AlloftheciphersarewrittenasECBinterfacessinceitallowstherestoftheAPItogrowinamodularfashion.3.1.1KeySchedulingAllciphersstoretheirscheduledkeysinasingledatatypecalledsymmetrickey.Thisallowsallcipherstohavethesameprototypeandstoretheirkeysasnaturallyaspossible.Thisalsoremovestheneedfordynamicmemoryallocation,andallowsyoutoallocateafixedsizedbufferforstoringscheduledkeys.Allciphersmustprovidesixvisiblefunctionswhichare(giventhatXXXisthenameofthecipher)thefollowing:intXXX_setup(constunsignedchar*key,intkeylen,introunds,symmetric_key*skey);TheXXXsetup()routinewillsetuptheciphertobeusedwithagivennumberofroundsandagivenkeylength(inbytes).Thenumberofroundscanbesettozerotousethedefault,whichisgenerallyagoodidea.Ifthefunctionreturnssuccessfullythevariableskeywillhaveascheduledkeystoredinit.It’simportanttonotethatyoushouldonlyusedthisscheduledkeywiththeintendedcipher.Forexample,ifyoucallblowfishsetup()donotpassthescheduledkeyontorc5ecbencrypt().Allbuilt–insetupfunctionsdonotallocatememoryofftheheapsowhenyouaredonewithakeyyoucansimplydiscardit(e.g.theycanbeonthestack).However,tomaintainpropercodingpracticesyoushouldalwayscalltherespectiveXXXdone()function.Thisallowsforquickerportingtoapplicationswithexternallysuppliedplugins.11



12www.libtom.org3.1.2ECBEncryptionandDecryptionToencryptordecryptablockinECBmodetherearethesetwofunctionspercipher:intXXX_ecb_encrypt(constunsignedchar*pt,unsignedchar*ct,symmetric_key*skey);intXXX_ecb_decrypt(constunsignedchar*ct,unsignedchar*pt,symmetric_key*skey);Thesetwofunctionswillencryptordecrypt(respectively)asingleblockoftext1,storingtheresultinthectbuffer(ptresp.).Itispossiblethattheinputandoutputbufferarethesamebuffer.Fortheencryptfunctionpt2istheinputandct3istheoutput.Forthedecryptionfunctionit’stheopposite.TheybothreturnCRYPTOKonsuccess.Totestaparticularcipheragainsttestvectors4callthefollowingself-testfunction.3.1.3Self–TestingintXXX_test(void);ThisfunctionwillreturnCRYPTOKiftheciphermatchesthetestvectorsfromthedesignpublicationitisbasedupon.3.1.4KeySizingForeachcipherthereisafunctionwhichwillhelpfindadesiredkeysize.Itisspecifiedasfollows:intXXX_keysize(int*keysize);Essentially,itwillroundtheinputkeysizeinkeysizedowntothenextappropriatekeysize.ThisfunctionwillreturnCRYPTOKifthekeysizespecifiedisacceptable.Forexample:#include<tomcrypt.h>intmain(void){intkeysize,err;/*nowgivena20bytekeywhatkeysizedoesTwofishwanttouse?*/keysize=20;if((err=twofish_keysize(&keysize))!=CRYPT_OK){printf("Errorgettingkeysize:%s\n",error_to_string(err));return-1;}printf("Twofishsuggestedakeysizeof%d\n",keysize);return0;}1Thesizeofwhichdependsonwhichcipheryouareusing.2ptstandsforplaintext.3ctstandsforciphertext.4Aspublishedintheirdesignpapers.



3.1CoreFunctions13Thisshouldindicateakeysizeofsixteenbytesissuggestedbystoring16inkeysize.3.1.5CipherTerminationWhenyouarefinishedwithacipheryoucande–initializeitwiththedonefunction.voidXXX_done(symmetric_key*skey);ForthesoftwarebasedcipherswithinLibTomCrypt,thesefunctionswillnotdoanything.However,usersuppliedcipherdescriptorsmayrequiretobecalledforresourcemanagementpurposes.Tobecompliant,allfunctionswhichcallaciphersetupfunctionmustalsocalltherespectivecipherdonefunctionwhenfinished.3.1.6SimpleEncryptionDemonstrationAnexamplesnippetthatencodesablockwithBlowfishinECBmode.#include<tomcrypt.h>intmain(void){unsignedcharpt[8],ct[8],key[8];symmetric_keyskey;interr;/*...keyisloadedappropriatelyinkey...*//*...loadablockofplaintextinpt...*//*schedulethekey*/if((err=blowfish_setup(key,/*thekeywewilluse*/8,/*keyis8bytes(64-bits)long*/0,/*0==usedefault#ofrounds*/&skey)/*wheretoputthescheduledkey*/)!=CRYPT_OK){printf("Setuperror:%s\n",error_to_string(err));return-1;}/*encrypttheblock*/blowfish_ecb_encrypt(pt,/*encryptthis8-bytearray*/ct,/*storeencrypteddatahere*/&skey);/*ourpreviouslyscheduledkey*//*nowctholdstheencryptedversionofpt*//*decrypttheblock*/blowfish_ecb_decrypt(ct,/*decryptthis8-bytearray*/pt,/*storedecrypteddatahere*/&skey);/*ourpreviouslyscheduledkey*//*nowwehavedecryptedcttotheoriginalplaintextinpt*/



14www.libtom.org/*Terminatetheciphercontext*/blowfish_done(&skey);return0;}3.2KeySizesandNumberofRoundsAsageneralruleofthumb,donotusesymmetrickeysunder80bitsifyoucanhelpit.Onlyafewofthecipherssupportsmallerkeys(mainlyfortestvectorsanyways).Ideally,yourapplicationshouldbemakingatleast256bitkeys.Thisisnotbecauseyouaretobeparanoid.ItisbecauseifyourPRNGhasabiasofanysortthemorebitsthebetter.Forexample,ifyouhavePr[X=1]=12±γwhere|γ|>0thenthetotalamountofentropyinNbitsisN·−log2(12+|γ|).Soifγwere0.25(aseverebias)a256-bitstringwouldhaveabout106bitsofentropywhereasa128-bitstringwouldhaveonly53bitsofentropy.Thenumberofroundsofmostciphersisnotanoptionyoucanchange.OnlyRC5allowsyoutochangethenumberofrounds.Bypassingzeroasthenumberofroundsallcipherswillusetheirdefaultnumberofrounds.Generallytheciphersareconfiguredsuchthatthedefaultnumberofroundsprovideadequatesecurityforthegivenblockandkeysize.3.3TheCipherDescriptorsTofacilitateautomaticroutinesanarrayofcipherdescriptorsisprovidedinthearraycipherdescriptor.Anelementofthisarrayhasthefollowing(partial)format(SeeSection14.2):struct_cipher_descriptor{/**nameofcipher*/char*name;/**internalID*/unsignedcharID;/**minkeysize(octets)*/intmin_key_length,/**maxkeysize(octets)*/max_key_length,/**blocksize(octets)*/block_length,/**defaultnumberofrounds*/default_rounds;...<snip>...};



3.3TheCipherDescriptors15WherenameisthelowercaseASCIIversionofthename.Thefieldsminkeylengthandmaxkeylengtharetheminimumandmaximumkeysizesinbytes.Theblocklengthmemberistheblocksizeofthecipherinbytes.Asagoodruleofthumbitisassumedthattheciphersupportstheminandmaxkeylengthsbutnotalwayseverythinginbetween.Thedefaultroundsfieldisthedefaultnumberofroundsthatwillbeused.Foraplugintobecompliantitmustprovideatleasteachfunctionlistedbeforetheacceleratorsbegin.Acceleratorsareoptional,andifmissingwillbeemulatedinsoftware.Theremainingfieldsareallpointerstothecorefunctionsforeachcipher.TheendofthecipherdescriptorarrayismarkedwhennameequalsNULL.Asofthisreleasethecurrentcipherdescriptorselementsarethefollowing:NameDescriptorNameBlockSizeKeyRangeRoundsBlowfishblowfishdesc88...5616X-Teaxteadesc81632RC2rc2desc88...12816RC5-32/12/brc5desc88...12812...24RC6-32/20/brc6desc168...12820SAFER+saferpdesc1616,24,328,12,16AESaesdesc1616,24,3210,12,14aesencdesc1616,24,3210,12,14Twofishtwofishdesc1616,24,3216DESdesdesc88163DES(EDEmode)des3desc82416CAST5(CAST-128)cast5desc85...1612,16Noekeonnoekeondesc161616Skipjackskipjackdesc81032Anubisanubisdesc1616...4012...18Khazadkhazaddesc8168SEEDkseeddesc161616KASUMIkasumidesc8168Figure3.1:Built–InSoftwareCiphers



16www.libtom.org3.3.1Notes1.ForAES,(alsoknownasRijndael)therearefourdescriptorswhichcomplicateissuesalittle.Thedescriptorsrijndaeldescandrijndaelencdescprovidetheciphernamedrijndael.Thedescriptorsaesdescandaesencdescprovidetheciphernameaes.Functionallybothrijndaelandaesarethesamecipher.Theonlydifferenceiswhenyoucallfindcipher()youhavetopassthecorrectname.Thecipherdescriptorswithencinthemiddle(e.g.rijndaelencdesc)arerelatedtoanimplementationofRijndaelwithonlytheencryptionroutineandtables.Thedecryptionandself–testfunctionpointersofbothencryptonlydescriptorsaresettoNULLandshouldnotbecalled.Theencryptonlydescriptorsareusefulforapplicationsthatonlyusetheencryptionfunctionofthecipher.AlgorithmssuchasEAX,PMACandOMAConlyrequiretheencryptionfunction.SofarthisencryptonlyfunctionalityhasonlybeenimplementedforRijndaelasitmakesthemostsenseforthiscipher.2.NotethatforDESand3DEStheyuse8and24bytekeysbutonly7and21[respectively]bytesofthekeysareinfactusedforthepurposesofencryption.Mysuggestionisjusttouserandom8/24bytekeysinsteadoftryingtomakea8/24bytestringfromthereal7/21bytekey.3.NotethatTwofishhasadditionalconfigurationoptions(Figure3.2)thattakeplaceatbuildtime.Theseoptionsarefoundinthefiletomcryptcfg.h.ThefirstoptionisTWOFISHSMALLwhichwhendefinedwillforcetheTwofishcodetonotpre-computetheTwofishg(X)functionasasetoffour8×32s-boxes.Thismeansthatascheduledkeywillrequirelessrambuttheresultingcipherwillbeslower.ThesecondoptionisTWOFISHTABLESwhichwhendefinedwillforcetheTwofishcodetousepre-computedtablesforthetwos-boxesq0,q1aswellasthemultiplicationbythepolynomials5BandEFusedintheMDSmultiplication.Asaresultthecodeisfasterandslightlylarger.ThespeedincreaseisusefulwhenTWOFISHSMALLisdefinedsincethes-boxesandMDSmultiplyformtheheartoftheTwofishroundfunction.TWOFISHSMALLTWOFISHTABLESSpeedandMemory(perkey)undefinedundefinedVeryfast,4.2KBofram.undefineddefinedFasterkeysetup,largercode.definedundefinedVeryslow,0.2KBofram.defineddefinedFaster,0.2KBofram,largercode.Figure3.2:TwofishBuildOptionsToworkwiththecipherdescriptorarraythereisafunction:intfind_cipher(char*name)Whichwillsearchforagivennameinthearray.Itreturns−1ifthecipherisnotfound,otherwiseitreturnsthelocationinthearraywherethecipherwasfound.Forexample,toindirectlysetupBlowfishyoucanalsouse:#include<tomcrypt.h>intmain(void){unsignedcharkey[8];symmetric_keyskey;interr;/*youmustregisteracipherbeforeyouuseit*/



3.3TheCipherDescriptors17if(register_cipher(&blowfish_desc))==-1){printf("UnabletoregisterBlowfishcipher.");return-1;}/*genericcalltofunction(assumingthekey*inkey[]wasalreadysetup)*/if((err=cipher_descriptor[find_cipher("blowfish")].setup(key,8,0,&skey))!=CRYPT_OK){printf("ErrorsettingupBlowfish:%s\n",error_to_string(err));return-1;}/*...usecipher...*/}Agoodsafetywouldbetocheckthereturnvalueoffindcipher()beforeaccessingthedesiredfunction.Inordertouseacipherwiththedescriptortableyoumustregisteritfirstusing:intregister_cipher(conststruct_cipher_descriptor*cipher);Whichacceptsapointertoadescriptorandreturnstheindexintotheglobaldescriptortable.Ifanerroroccurssuchasthereisnomoreroom(itcanhave32ciphersatmost)itwillreturn-1.Ifyoutrytoaddthesameciphermorethanonceitwilljustreturntheindexofthefirstcopy.Toremoveaciphercall:intunregister_cipher(conststruct_cipher_descriptor*cipher);WhichreturnsCRYPTOKifitremovesthecipher,otherwiseitreturnsCRYPTERROR.#include<tomcrypt.h>intmain(void){interr;/*registerthecipher*/if(register_cipher(&rijndael_desc)==-1){printf("ErrorregisteringRijndael\n");return-1;}/*useRijndael*//*removeit*/if((err=unregister_cipher(&rijndael_desc))!=CRYPT_OK){printf("ErrorremovingRijndael:%s\n",error_to_string(err));return-1;}return0;}ThissnippetisasmallprogramthatregistersRijndael.



18www.libtom.org3.4SymmetricModesofOperations3.4.1BackgroundAtypicalsymmetricblockciphercanbeusedinchainingmodestoeffectivelyencryptmessageslargerthantheblocksizeofthecipher.Givenakeyk,aplaintextPandacipherEweshalldenotetheencryptionoftheblockPunderthekeykasEk(P).InsomemodesthereexistsaninitialvectordenotedasC−1.ECBModeECBorElectronicCodebookModeisthesimplestmethodtouse.Itisgivenas:Ci=Ek(Pi)(3.1)Thismodeisveryweaksinceitallowspeopletoswapblocksandperformreplayattacksifthesamekeyisusedmorethanonce.CBCModeCBCorCipherBlockChainingmodeisasimplemodedesignedtopreventtrivialformsofreplayandswapattacksonciphers.Itisgivenas:Ci=Ek(Pi⊕Ci−1)(3.2)Itisimportantthattheinitialvectorbeuniqueandpreferablyrandomforeachmessageencryptedunderthesamekey.CTRModeCTRorCounterModeisamodewhichonlyusestheencryptionfunctionofthecipher.GivenainitialvectorwhichistreatedasalargebinarycountertheCTRmodeisgivenas:C−1=C−1+1(mod2W)Ci=Pi⊕Ek(C−1)(3.3)WhereWisthesizeofablockinbits(e.g.64forBlowfish).Aslongastheinitialvectorisrandomforeachmessageencryptedunderthesamekeyreplayandswapattacksareinfeasible.CTRmodemaylooksimplebutitisassecureastheblockcipherisunderachosenplaintextattack(providedtheinitialvectorisunique).CFBModeCFBorCiphertextFeedbackModeisamodeakintoCBC.Itisgivenas:Ci=Pi⊕C−1C−1=Ek(Ci)(3.4)Notethatinthislibrarytheoutputfeedbackwidthisequaltothesizeoftheblockcipher.Thatisthismodeisusedtoencryptwholeblocksatatime.However,thelibrarywillbufferdataallowingtheusertoencryptordecryptpartialblockswithoutadelay.Whenthismodeisfirstsetupitwillinitiallyencrypttheinitialvectorasrequired.



3.4SymmetricModesofOperations19OFBModeOFBorOutputFeedbackModeisamodeakintoCBCaswell.Itisgivenas:C−1=Ek(C−1)Ci=Pi⊕C−1(3.5)LiketheCFBmodetheoutputwidthinCFBmodeisthesameasthewidthoftheblockcipher.OFBmodewillalsobuffertheoutputwhichwillallowyoutoencryptordecryptpartialblockswithoutdelay.3.4.2ChoiceofModeMypersonalpreferenceisfortheCTRmodesinceithasseveralkeybenefits:1.NoshortcycleswhichispossibleintheOFBandCFBmodes.2.Provablyassecureastheblockcipherbeingusedunderachosenplaintextattack.3.Technicallydoesnotrequirethedecryptionroutineofthecipher.4.Allowsrandomaccesstotheplaintext.5.Allowstheencryptionofblocksizesthatarenotequaltothesizeoftheblockcipher.TheCTR,CFBandOFBroutinesprovidedallowyoutoencryptblocksizesthatdifferfromtheciphersblocksize.Theyaccomplishthisbybufferingthedatarequiredtocompleteablock.Thisallowsyoutoencryptordecryptanysizeblockofmemorywitheitherofthethreemodes.TheECBandCBCmodesprocessblocksofthesamesizeasthecipheratatime.Therefore,theyarelessflexiblethantheothermodes.3.4.3CiphertextStealingCiphertextstealingisamethodofdealingwithmessagesinCBCmodewhicharenotamultipleoftheblocklength.ThisisaccomplishedbyencryptingthelastciphertextblockinECBmode,andXOR’ingtheoutputagainstthelastpartialblockofplaintext.LibTomCryptdoesnotsupportthismodedirectlybutitisfairlyeasytoemulatewithacalltothecipher’secbencrypt()callbackfunction.Themoresanewaytodealwithpartialblocksistopadthemwithzeroes,andthenuseCBCnormally.3.4.4InitializationThelibraryprovidessimplesupportroutinesforhandlingCBC,CTR,CFB,OFBandECBencodedmessages.AssumingthemodeyouwantisXXXthereisastructurecalledsymmetricXXXthatwillcontaintheinformationrequiredtousethatmode.Theyhaveidenticalsetuproutines(exceptCTRandECBmode):



20www.libtom.orgintXXX_start(intcipher,constunsignedchar*IV,constunsignedchar*key,intkeylen,intnum_rounds,symmetric_XXX*XXX);intctr_start(intcipher,constunsignedchar*IV,constunsignedchar*key,intkeylen,intnum_rounds,intctr_mode,symmetric_CTR*ctr);intecb_start(intcipher,constunsignedchar*key,intkeylen,intnum_rounds,symmetric_ECB*ecb);Ineachcase,cipheristheindexintothecipherdescriptorarrayofthecipheryouwanttouse.TheIVvalueistheinitializationvectortobeusedwiththecipher.YoumustfilltheIVyourselfanditisassumedtheyarethesamelengthastheblocksize5ofthecipheryouchoose.ItisimportantthattheIVberandomforeachuniquemessageyouwanttoencrypt.Theparameterskey,keylenandnumroundsarethesameasintheXXXsetup()functioncall.Thefinalparameterisapointertothestructureyouwanttoholdtheinformationforthemodeofoperation.TheroutinesreturnCRYPTOKifthecipherinitializedcorrectly,otherwise,theyreturnanerrorcode.CTRModeInthecaseofCTRmodethereisanadditionalparameterctrmodewhichspecifiesthemodethatthecounteristobeusedin.IfCTRCOUNTERLITTLEENDIANwasspecifiedthenthecounterwillbetreatedasalittleendianvalue.Otherwise,ifCTRCOUNTERBIGENDIANwasspecifiedthecounterwillbetreatedasabigendianvalue.Asofv1.15theRFC3686styleofincrementthenencryptisalsosupported.ByOR’ingLTCCTRRFC3686withtheCTRmodevalue,ctrstart()willincrementthecounterbeforeencryptingitforthefirsttime.AsofV1.17,thelibrarysupportsvariablelengthcountersforCTRmode.The(optional)counterlengthisspecifiedbyOR’ingtheoctetlengthofthecounteragainstthectrmodeparameter.Thedefault,zero,indicatesthatafullblocklengthcounterwillbeused.Thisalsoensuresbackwardscompatibilitywithsoftwarethatusesolderversionsofthelibrary.symmetric_CTRctr;interr;unsignedcharIV[16],key[16];5Inotherwordsthesizeofablockofplaintextforthecipher,e.g.8forDES,16forAES,etc.



3.4SymmetricModesofOperations21/*usea32-bitlittleendiancounter*/if((err=ctr_start(find_cipher("aes"),IV,key,16,0,CTR_COUNTER_LITTLE_ENDIAN|4,&ctr))!=CRYPT_OK){handle_error(err);}Changingthecountersizehaslittle(reallyno)effectontheperformanceoftheCTRchainingmode.Itisprovidedforcompatibilitywithothersoftware(andhardware)whichhavesmallerfixedsizedcounters.3.4.5EncryptionandDecryptionToactuallyencryptordecryptthefollowingroutinesareprovided:intXXX_encrypt(constunsignedchar*pt,unsignedchar*ct,unsignedlonglen,symmetric_YYY*YYY);intXXX_decrypt(constunsignedchar*ct,unsignedchar*pt,unsignedlonglen,symmetric_YYY*YYY);WhereXXXisoneof{ecb,cbc,ctr,cfb,ofb}.Inallcases,lenisthesizeofthebuffer(asnumberofoctets)toencryptordecrypt.TheCTR,OFBandCFBmodesareordersensitivebutnotchunksensitive.ThatisyoucanencryptABCDEFinthreecallslikeAB,CD,EFortwolikeABCDEandFandendupwiththesameciphertext.However,encryptingABCandDABCwillresultindifferentciphertexts.AllfiveofthemodeswillreturnCRYPTOKonsuccessfromtheencryptordecryptfunctions.IntheECBandCBCcases,lenmustbeamultipleoftheciphersblocksize.IntheCBCcase,youmustmanuallypadtheendofyourmessage(eitherwithzeroesorwithwhateveryourprotocolrequires).Todecryptineithermode,performthesetuplikebefore(recallyouhavetofetchtheIVvalueyouused),andusethedecryptroutineonalloftheblocks.3.4.6IVManipulationTochangeorreadtheIVofapreviouslyinitializedchainingmodeusethefollowingtwofunctions.intXXX_getiv(unsignedchar*IV,unsignedlong*len,symmetric_XXX*XXX);



22www.libtom.orgintXXX_setiv(constunsignedchar*IV,unsignedlonglen,symmetric_XXX*XXX);TheXXXgetiv()functionswillreadtheIVoutofthechainingmodeandstoreitintoIValongwiththelengthoftheIVstoredinlen.TheXXXsetivwillinitializethechainingmodestateasiftheoriginalIVwerethenewIVspecified.ThelengthoftheIVpassedinmustbethesizeoftheciphersblocksize.TheXXXsetiv()functionsarehandyifyouwishtochangetheIVwithoutre–keyingthecipher.Whatthesetivfunctionwilldodependsonthemodebeingchanged.InCBCmode,thenewIVreplacestheexistingIVasifitwerethelastciphertextblock.InCFBmode,theIVisencryptedasifitwerethepriorencryptedpad.InCTRmode,theIVisencryptedwithoutfirstincrementingit(regardlessoftheLTCRFC3686flagpresence).InF8mode,theIVisencryptedandbecomesthenewpad.ItdoesnotchangethesaltedIV,andisonlymeanttoallowseekingwithinasession.InLRW,itchangesthetweak,forcingacomputationofthetweakpad,allowingforseekingwithinthesession.InOFBmode,theIVisencryptedandbecomesthenewpad.3.4.7StreamTerminationToterminateanopenstreamcallthedonefunction.intXXX_done(symmetric_XXX*XXX);Thiswillterminatethestream(byterminatingthecipher)andreturnCRYPTOKifsuccess-ful.



3.4SymmetricModesofOperations233.4.8Examples#include<tomcrypt.h>intmain(void){unsignedcharkey[16],IV[16],buffer[512];symmetric_CTRctr;intx,err;/*registertwofishfirst*/if(register_cipher(&twofish_desc)==-1){printf("Errorregisteringcipher.\n");return-1;}/*somehowfilloutkeyandIV*//*startupCTRmode*/if((err=ctr_start(find_cipher("twofish"),/*indexofdesiredcipher*/IV,/*theinitialvector*/key,/*thesecretkey*/16,/*lengthofsecretkey(16bytes)*/0,/*0==default#ofrounds*/CTR_COUNTER_LITTLE_ENDIAN,/*Littleendiancounter*/&ctr)/*wheretostoretheCTRstate*/)!=CRYPT_OK){printf("ctr_starterror:%s\n",error_to_string(err));return-1;}/*somehowfillbufferthanencryptit*/if((err=ctr_encrypt(buffer,/*plaintext*/buffer,/*ciphertext*/sizeof(buffer),/*lengthofplaintextpt*/&ctr)/*CTRstate*/)!=CRYPT_OK){printf("ctr_encrypterror:%s\n",error_to_string(err));return-1;}/*makeuseofciphertext...*//*nowwewanttodecryptsolet’susectr_setiv*/if((err=ctr_setiv(IV,/*theinitialIVwegavetoctr_start*/16,/*theIVis16byteslong*/&ctr)/*thectrstatewewishtomodify*/)!=CRYPT_OK){printf("ctr_setiverror:%s\n",error_to_string(err));return-1;}



24www.libtom.orgif((err=ctr_decrypt(buffer,/*ciphertext*/buffer,/*plaintext*/sizeof(buffer),/*lengthofplaintext*/&ctr)/*CTRstate*/)!=CRYPT_OK){printf("ctr_decrypterror:%s\n",error_to_string(err));return-1;}/*terminatethestream*/if((err=ctr_done(&ctr))!=CRYPT_OK){printf("ctr_doneerror:%s\n",error_to_string(err));return-1;}/*clearupandreturn*/zeromem(key,sizeof(key));zeromem(&ctr,sizeof(ctr));return0;}3.4.9LRWModeLRWmodeisaciphermodewhichismeantforindexedencryptionlikeusedtohandlestoragemedia.ItismeanttohaveefficientseekingandovercomethesecurityproblemsofECBmodewhilenotincreasingthestoragerequirements.Itisusedmuchlikeanyotherchainingmodeexceptwithtwokeydifferences.ThekeyisspecifiedastwostringsthefirstkeyK1isthe(normallyAES)keyandcanbeanylength(typically16,24or32octetslong).ThesecondkeyK2isthetweakkeyandisalways16octetslong.ThetweakvalueisNOTanonceorIVvalueitmustberandomandsecret.ToinitializeLRWmodeuse:intlrw_start(intcipher,constunsignedchar*IV,constunsignedchar*key,intkeylen,constunsignedchar*tweak,intnum_rounds,symmetric_LRW*lrw);ThiswillinitializetheLRWcontextwiththegiven(16octet)IV,cipherK1keyoflengthkeylenoctetsandthe(16octet)K2tweak.WhileLRWwasspecifiedtobeusedonlywithAES,LibTomCryptwillallowany128–bitblockciphertobespecifiedasindexedbycipher.Thenumberofroundsfortheblockciphernumroundscanbe0tousethedefaultnumberofroundsforthegivencipher.Toprocessdatausethefollowingfunctions:



3.4SymmetricModesofOperations25intlrw_encrypt(constunsignedchar*pt,unsignedchar*ct,unsignedlonglen,symmetric_LRW*lrw);intlrw_decrypt(constunsignedchar*ct,unsignedchar*pt,unsignedlonglen,symmetric_LRW*lrw);Thesewillencrypt(ordecrypt)theplaintexttotheciphertextbuffer(orviceversa).Thelengthisspecifiedbyleninoctetsbutmustbeamultipleof16.TheLRWcodeusesafasttweakupdatesuchthatconsecutiveblocksareencryptedfasterthanifrandomseekingwhereused.TomanipulatetheIVusethefollowingfunctions:intlrw_getiv(unsignedchar*IV,unsignedlong*len,symmetric_LRW*lrw);intlrw_setiv(constunsignedchar*IV,unsignedlonglen,symmetric_LRW*lrw);Thesewillgetorsetthe16–octetIV.NotethatsettingtheIVisthesameasseekingandunlikeothermodesisnotafreeoperation.Itrequiresupdatingtheentiretweakwhichisslowerthansequentialuse.Avoidseekingexcessivelyinperformanceconstrainedcode.ToterminatetheLRWstateusethefollowing:intlrw_done(symmetric_LRW*lrw);3.4.10XTSModeAsofv1.17,LibTomCryptsupportsXTSmodewithcodedonatedbyEllipticSemiconductorInc.6.XTSisachainingmodefor128–bitblockciphers,recommendedbyIEEE(P1619)fordisken-cryption.Itismeanttobeanencryptionmodewithrandomaccesstothemessagedatawithoutcompromisingprivacy.Itrequirestwoprivatekeys(ofequallength)toperformtheencryptionprocess.Eachencryptioninvocationincludesasectornumberoruniqueidentifierspecifiedasa128–bitstring.ToinitializeXTSmodeusethefollowingfunctioncall:intxts_start(intcipher,constunsignedchar*key1,constunsignedchar*key2,unsignedlongkeylen,intnum_rounds,symmetric_xts*xts)6www.ellipticsemi.com



26www.libtom.orgThiswillstarttheXTSmodewiththetwokeyspointedtobykey1andkey2oflengthkeylenoctetseach.Toencryptordecryptasectorusethefollowingcalls:intxts_encrypt(constunsignedchar*pt,unsignedlongptlen,unsignedchar*ct,constunsignedchar*tweak,symmetric_xts*xts);intxts_decrypt(constunsignedchar*ct,unsignedlongptlen,unsignedchar*pt,constunsignedchar*tweak,symmetric_xts*xts);Thefirstwillencrypttheplaintextpointedtobyptoflengthptlenoctets,andstoretheciphertextinthearraypointedtobyct.Itusesthe128–bittweakpointedtobytweaktoencrypttheblock.Thedecryptfunctionperformstheoppositeoperation.Bothfunctionssupportciphertextstealing(blocksthatarenotmultiplesof16bytes).TheP1619specificationstatesthetweakforsectornumbershallberepresentedasa128–bitlittleendianstring.ToterminatetheXTSstatecallthefollowingfunction:voidxts_done(symmetric_xts*xts);3.4.11F8ModeTheF8Chainingmode(seeRFC3711forinstance)isyetanotherchainingmodeforblockciphers.ItbehavesmuchlikeCTRmodeinthatitXORsakeystreamagainsttheplaintexttoencrypt.F8modecomeswiththeadditionaltwistthatthecountervalueissecret,encryptedbyasaltkey.WeinitializeF8modewiththefollowingfunctioncall:intf8_start(intcipher,constunsignedchar*IV,constunsignedchar*key,intkeylen,constunsignedchar*salt_key,intskeylen,intnum_rounds,symmetric_F8*f8);ThiswillstarttheF8modestateusingkeyasthesecretkey,IVasthecounter.ItusesthesaltkeyasIVencryptionkey(mintheRFC3711).Thesaltkeycanbeshorterthanthesecretkeybutitshouldnotbelonger.Toencryptordecryptdataweusethefollowingtwofunctions:



3.4SymmetricModesofOperations27intf8_encrypt(constunsignedchar*pt,unsignedchar*ct,unsignedlonglen,symmetric_F8*f8);intf8_decrypt(constunsignedchar*ct,unsignedchar*pt,unsignedlonglen,symmetric_F8*f8);ThesewillencryptordecryptavariablelengtharrayofbytesusingtheF8modestatespecified.Thelengthisspecifiedinbytesanddoesnothavetobeamultipleoftheciphersblocksize.TochangeorretrievethecurrentcounterIVvalueusethefollowingfunctions:intf8_getiv(unsignedchar*IV,unsignedlong*len,symmetric_F8*f8);intf8_setiv(constunsignedchar*IV,unsignedlonglen,symmetric_F8*f8);TheseworkwiththecurrentIVvalueonlyandnottheencryptedIVvaluespecifiedduringthecalltof8start().Thepurposeofthesetwofunctionsistobeabletoseekwithinacurrentsessiononly.IfyouwanttochangethesessionIVyouwillhavetocallf8done()andthenstartanewstatewithf8start().ToterminateanF8statecallthefollowingfunction:intf8_done(symmetric_F8*f8);



28www.libtom.org3.5EncryptandAuthenticateModes3.5.1EAXModeLibTomCryptprovidessupportforamodecalledEAX7inamannersimilartothewayitwasintendedtobeusedbythedesigners.First,ashortdescriptionofwhatEAXmodeisbeforeweexplainhowtouseit.EAXisamodethatrequiresacipher,CTRandOMACsupportandprovidesencryptionandauthentication8.Itisinitializedwitharandomnoncethatcanbesharedpublicly,aheaderwhichcanbefixedandpublic,andarandomsecretsymmetrickey.Theheaderdataismeanttobemeta–dataassociatedwithastreamthatisn’tprivate(e.g.,protocolmessages).ItcanbeaddedatanytimeduringanEAXstream,andispartoftheau-thenticationtag.Thatis,changesinthemeta-datacanbedetectedbychangesintheoutputtag.Themodecanthenprocessplaintextproducingciphertextaswellascomputeapartialchecksum.Theactualchecksumcalledatagisonlyemittedwhenthemessageisfinished.Intheinterim,theusercanprocessanyarbitrarysizedmessageblocktosendtotherecipientasciphertext.ThismakestheEAXmodeespeciallysuitedforstreamingmodesofoperation.Themodeisinitializedwiththefollowingfunction.inteax_init(eax_state*eax,intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*nonce,unsignedlongnoncelen,constunsignedchar*header,unsignedlongheaderlen);WhereeaxistheEAXstate.Thecipherparameteristheindexofthedesiredcipherinthedescriptortable.Thekeyparameteristhesharedsecretsymmetrickeyoflengthkeylenoctets.Thenonceparameteristherandompublicstringoflengthnoncelenoctets.Theheaderparameteristherandom(orfixedorNULL)headerforthemessageoflengthheaderlenoctets.Whenthisfunctioncompletes,theeaxstatewillbeinitializedsuchthatyoucannoweitherhavedatadecryptedorencryptedinEAXmode.Note:ifheaderleniszeroyoumaypassheaderasNULLtoindicatethereisnoinitialheaderdata.Toencryptordecryptdatainastreamingmodeusethefollowing.inteax_encrypt(eax_state*eax,constunsignedchar*pt,unsignedchar*ct,unsignedlonglength);inteax_decrypt(eax_state*eax,constunsignedchar*ct,unsignedchar*pt,unsignedlonglength);7SeeM.Bellare,P.Rogaway,D.Wagner,AConventionalAuthenticated-EncryptionMode.8NotethatsinceEAXonlyrequiresOMACandCTRyoumayuseencryptonlycipherdescriptorswiththismode.



3.5EncryptandAuthenticateModes29Thefunctioneaxencryptwillencryptthebytesinptoflengthoctets,andstoretheciphertextinct.Note:ctandptmaybethesameregioninmemory.ThisfunctionwillalsosendtheciphertextthroughtheOMACfunction.Thefunctioneaxdecryptdecryptsct,andstoresitinpt.Thisalsoallowsptandcttobethesameregioninmemory.Youcannotbothencryptordecryptwiththesameeaxcontext.Forbi–directionalcommunica-tionyouwillneedtoinitializetwoEAXcontexts(preferablywithdifferentheadersandnonces).Note:bothofthesefunctionsallowyoutosendthedatainanygranularitybuttheorderisimportant.Whiletheeaxinit()functionallowsyoutoaddinitialheaderdatatothestreamyoucanalsoaddheaderdataduringtheEAXstreamwiththefollowing.inteax_addheader(eax_state*eax,constunsignedchar*header,unsignedlonglength);Thiswilladdthelengthoctetfromheadertothegiveneaxheader.Oncethemessageisfinished,thetag(checksum)maybecomputedwiththefollowingfunction:inteax_done(eax_state*eax,unsignedchar*tag,unsignedlong*taglen);ThiswillterminatetheEAXstateeax,andstoreuptotaglenbytesofthemessagetagintag.Thefunctionthenstoreshowmanybytesofthetagwerewrittenoutbackintotaglen.TheEAXmodecodecanbetestedtoensureitmatchesthetestvectorsbycallingthefollowingfunction:inteax_test(void);ThisrequiresthattheAES(orRijndael)blockcipherberegisteredwiththecipherdescriptortablefirst.#include<tomcrypt.h>intmain(void){interr;eax_stateeax;unsignedcharpt[64],ct[64],nonce[16],key[16],tag[16];unsignedlongtaglen;if(register_cipher(&rijndael_desc)==-1){printf("ErrorregisteringRijndael");returnEXIT_FAILURE;}/*...makeuprandomnonceandkey...*//*initializecontext*/if((err=eax_init(&eax,/*context*/



30www.libtom.orgfind_cipher("rijndael"),/*cipherid*/nonce,/*thenonce*/16,/*nonceis16bytes*/"TestApp",/*exampleheader*/7)/*headerlength*/)!=CRYPT_OK){printf("Erroreax_init:%s",error_to_string(err));returnEXIT_FAILURE;}/*nowencryptdata,sayinalooporwhatever*/if((err=eax_encrypt(&eax,/*eaxcontext*/pt,/*plaintext(source)*/ct,/*ciphertext(destination)*/sizeof(pt)/*sizeofplaintext*/)!=CRYPT_OK){printf("Erroreax_encrypt:%s",error_to_string(err));returnEXIT_FAILURE;}/*finishmessageandgetauthenticationtag*/taglen=sizeof(tag);if((err=eax_done(&eax,/*eaxcontext*/tag,/*wheretoputtag*/&taglen/*lengthoftagspace*/)!=CRYPT_OK){printf("Erroreax_done:%s",error_to_string(err));returnEXIT_FAILURE;}/*nowwehavetheauthenticationtagin"tag"and*it’staglenbyteslong*/}YoucanalsoperformanentireEAXstateonablockofmemoryinasinglefunctioncallwiththefollowingfunctions.inteax_encrypt_authenticate_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*nonce,unsignedlongnoncelen,constunsignedchar*header,unsignedlongheaderlen,constunsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen);inteax_decrypt_verify_memory(



3.5EncryptandAuthenticateModes31intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*nonce,unsignedlongnoncelen,constunsignedchar*header,unsignedlongheaderlen,constunsignedchar*ct,unsignedlongctlen,unsignedchar*pt,unsignedchar*tag,unsignedlongtaglen,int*res);Bothessentiallyjustcalleaxinit()followedbyeaxencrypt()(oreaxdecrypt()respectively)andeaxdone().Theparametershavethesamemeaningaswiththoserespectivefunctions.Theonlydifferenceiseaxdecryptverifymemory()doesnotemitatag.Insteadyoupassitatagasinputanditcomparesitagainstthetagitcomputedwhiledecryptingthemessage.Ifthetagsmatchthenitstoresa1inres,otherwiseitstoresa0.3.5.2OCBModeLibTomCryptprovidessupportforamodecalledOCB9.OCBisanencryptionprotocolthatsimultaneouslyprovidesauthentication.ItisslightlyfastertousethanEAXmodebutislessflexible.Let’sreviewhowtoinitializeanOCBcontext.intocb_init(ocb_state*ocb,intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*nonce);Thiswillinitializetheocbcontextusingcipherdescriptorcipher.Itwilluseakeyoflengthkeylenandtherandomnonce.Notethatnoncemustbearandom(public)stringthesamelengthastheblockciphersblocksize(e.g.16bytesforAES).ThismodehasnoAssociatedDatalikeEAXmodedoeswhichmeansyoucannotauthenticatemetadataalongwiththestream.Toencryptordecryptdatausethefollowing.intocb_encrypt(ocb_state*ocb,constunsignedchar*pt,unsignedchar*ct);intocb_decrypt(ocb_state*ocb,constunsignedchar*ct,unsignedchar*pt);Thiswillencrypt(ordecryptforthelatter)afixedlengthofdatafrompttoct(viceversaforthelatter).Theyassumethatptandctarethesamesizeastheblockcipher’sblocksize.Notethatyoucannotcallbothfunctionsgivenasingleocbstate.Forbi-directionalcommunicationyouwillhavetoinitializetwoocbstates(withdifferentnonces).Alsoptandctmaypointtothesamelocationinmemory.9SeeP.Rogaway,M.Bellare,J.Black,T.Krovetz,OCB:ABlockCipherModeofOperationforEfficientAuthenticatedEncryption.



32www.libtom.orgStateTerminationWhenyouarefinishedencryptingthemessageyoucallthefollowingfunctiontocomputethetag.intocb_done_encrypt(ocb_state*ocb,constunsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen);Thiswillterminateanencryptstreamocb.Ifyouhavetrailingbytesofplaintextthatwillnotcompleteablockyoucanpassthemhere.Thiswillalsoencrypttheptlenbytesinptandstoretheminct.Itwillalsostoreuptotaglenbytesofthetagintotag.Notethatptlenmustbelessthanorequaltotheblocksizeofblockcipherchosen.Alsonotethatifyouhaveaninputmessageequaltothelengthoftheblocksizethenyoupassthedatahere(nottoocbencrypt())only.Toterminateadecryptstreamandcomparedthetagyoucallthefollowing.intocb_done_decrypt(ocb_state*ocb,constunsignedchar*ct,unsignedlongctlen,unsignedchar*pt,constunsignedchar*tag,unsignedlongtaglen,int*res);Similarlytothepreviousfunctionyoucanpasstrailingmessagebytesintothisfunction.Thiswillcomputethetagofthemessage(internally)andthencompareitagainstthetaglenbytesoftagprovided.Bydefaultresissettozero.Ifalltaglenbytesoftagcanbeverifiedthenresissettoone(authenticatedmessage).PacketFunctionsTomakelifesimplerthefollowingtwofunctionsareprovidedformemoryboundOCB.intocb_encrypt_authenticate_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*nonce,constunsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen);ThiswillOCBencryptthemessageptoflengthptlen,andstoretheciphertextinct.Thelengthptlencanbeanyarbitrarylength.



3.5EncryptandAuthenticateModes33intocb_decrypt_verify_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*nonce,constunsignedchar*ct,unsignedlongctlen,unsignedchar*pt,constunsignedchar*tag,unsignedlongtaglen,int*res);Similarly,thiswillOCBdecrypt,andcomparetheinternallycomputedtagagainstthetagprovided.resissetappropriately.3.5.3CCMModeCCMisaNISTproposalforencrypt+authenticatethatiscenteredaroundusingAES(orany16–bytecipher)asaprimitive.UnlikeEAXandOCBmode,itisonlymeantforpacketmodewherethelengthoftheinputisknowninadvance.Sinceitisapacketmodefunction,CCMonlyhasonefunctionthatperformstheprotocol.intccm_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,symmetric_key*uskey,constunsignedchar*nonce,unsignedlongnoncelen,constunsignedchar*header,unsignedlongheaderlen,unsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen,intdirection);ThisperformstheCCMoperationonthedata.Theciphervariableindicateswhichcipherinthedescriptortabletouse.Itmusthavea16–byteblocksizeforCCM.Thekeycanbespecifiedinoneoftwofashions.First,itcanbepassedasanarrayofoctetsinkeyoflengthkeylen.Alternatively,itcanbepassedinasapreviouslyscheduledkeyinuskey.Thelatterfashionsavestimewhenthesamekeyisusedformultiplepackets.IfuskeyisnotNULL,thenkeymaybeNULL(andvice-versa).Thenonceorsaltisnonceoflengthnoncelenoctets.Theheaderismeta–datayouwanttosendwiththemessagebutnothaveencrypted,itisstoredinheaderoflengthheaderlenoctets.Theheadercanbezerooctetslong(ifheaderlen=0thenyoucanpassheaderasNULL).Theplaintextisstoredinpt,andtheciphertextinct.Thelengthofbothareexpectedtobeequalandispassedinasptlen.Itisallowablethatpt=ct.Thedirectionvariableindicateswhetherencryption(direction=CCMENCRYPT)ordecryption(direction=CCMDECRYPT)istobeperformed.Asimplemented,thisversionofCCMcannothandleheaderorplaintextdatalongerthan232−1octetslong.YoucantesttheimplementationofCCMwiththefollowingfunction.intccm_test(void);



34www.libtom.orgThiswillreturnCRYPTOKiftheCCMroutinepassesknowntestvectors.ItrequiresAESorRijndaeltoberegisteredpreviously,otherwiseitwillreturnCRYPTNOP.CCMExampleThefollowingisasampleofhowtocallCCM.#include<tomcrypt.h>intmain(void){unsignedcharkey[16],nonce[12],pt[32],ct[32],tag[16],tagcp[16];unsignedlongtaglen;interr;/*registercipher*/register_cipher(&aes_desc);/*somehowfillkey,nonce,pt*//*encryptit*/taglen=sizeof(tag);if((err=ccm_memory(find_cipher("aes"),key,16,/*128-bitkey*/NULL,/*notprescheduled*/nonce,12,/*96-bitnonce*/NULL,0,/*noheader*/pt,32,/*32-byteplaintext*/ct,/*ciphertext*/tag,&taglen,CCM_ENCRYPT))!=CRYPT_OK){printf("ccm_memoryerror%s\n",error_to_string(err));return-1;}/*ct[0..31]andtag[0..15]nowholdtheoutput*//*decryptit*/taglen=sizeof(tagcp);if((err=ccm_memory(find_cipher("aes"),key,16,/*128-bitkey*/NULL,/*notprescheduled*/nonce,12,/*96-bitnonce*/NULL,0,/*noheader*/ct,32,/*32-byteciphertext*/pt,/*plaintext*/tagcp,&taglen,CCM_DECRYPT))!=CRYPT_OK){printf("ccm_memoryerror%s\n",error_to_string(err));



3.5EncryptandAuthenticateModes35return-1;}/*nowpt[0..31]shouldholdtheoriginalplaintext,tagcp[0..15]andtag[0..15]shouldhavethesamecontents*/}3.5.4GCMModeGaloiscountermodeisanIEEEproposalforauthenticatedencryption(alsoitisaplannedNISTstandard).LikeEAXandOCBmode,itcanbeusedinastreamingcapacityhowever,unlikeEAXitcannotacceptadditionalauthenticationdata(meta–data)afterplaintexthasbeenprocessed.Thismodealsoonlyworkswithblockcipherswitha16–byteblock.AGCMstreamismeanttobeprocessedinthreemodes,oneafteranother.First,theinitialvector(persession)dataisprocessed.Thisshouldbeuniquetoeverysession.Next,thetheoptionaladditionalauthenticationdataisprocessed,andfinallytheplaintext(orciphertextdependingonthedirection).InitializationToinitializetheGCMcontextwithasecretkeycallthefollowingfunction.intgcm_init(gcm_state*gcm,intcipher,constunsignedchar*key,intkeylen);ThisinitializestheGCMstategcmforthegivencipherindexedbycipher,withasecretkeykeyoflengthkeylenoctets.Thecipherchosenmusthavea16–byteblocksize(e.g.,AES).InitialVectorAfterthestatehasbeeninitialized(orreset)thenextstepistoaddthesession(orpacket)initialvector.Itshouldbeuniqueperpacketencrypted.intgcm_add_iv(gcm_state*gcm,constunsignedchar*IV,unsignedlongIVlen);ThisaddstheinitialvectoroctetsfromIVoflengthIVlentotheGCMstategcm.YoucancallthisfunctionasmanytimesasrequiredtoprocesstheentireIV.Note:theGCMprotocolsprovidesashortcutfor12–byteIVswherenopre-processingistobedone.Ifyouwanttominimizeperpacketlatencyitisidealtoonlyuse12–byteIVs.Youcanjustincrementitlikeacounterforeachpacket.



36www.libtom.orgAdditionalAuthenticationDataAftertheentireIVhasbeenprocessed,theadditionalauthenticationdatacanbeprocessed.UnliketheIV,apacket/sessiondoesnotrequireadditionalauthenticationdata(AAD)forsecurity.TheAADismeanttobeusedasside–channeldatayouwanttobeauthenticatedwiththepacket.Note:onceyoubeginaddingAADtotheGCMstateyoucannotreturntoaddingIVdatauntilthestatehasbeenreset.intgcm_add_aad(gcm_state*gcm,constunsignedchar*adata,unsignedlongadatalen);ThisaddstheadditionalauthenticationdataadataoflengthadatalentotheGCMstategcm.PlaintextProcessingAftertheAADhasbeenprocessed,theplaintext(orciphertextdependingonthedirection)canbeprocessed.intgcm_process(gcm_state*gcm,unsignedchar*pt,unsignedlongptlen,unsignedchar*ct,intdirection);Thisprocessesmessagedatawhereptistheplaintextandctistheciphertext.Thelengthofbothareequalandstoredinptlen.Dependingonthemodeptistheinputandctistheoutput(orviceversa).WhendirectionequalsGCMENCRYPTtheplaintextisread,encryptedandstoredintheciphertextbuffer.WhendirectionequalsGCMDECRYPTtheoppositeoccurs.StateTerminationToterminateaGCMstateandretrievethemessageauthenticationtagcallthefollowingfunction.intgcm_done(gcm_state*gcm,unsignedchar*tag,unsignedlong*taglen);ThisterminatestheGCMstategcmandstoresthetagintagoflengthtaglenoctets.StateResetThecalltogcminit()willperformconsiderablepre–computation(whenGCMTABLESisde-fined)andifyou’regoingtobedealingwithalotofpacketsitisverycostlytohavetocallitrepeatedly.Toaidinthisendeavour,theresetfunctionhasbeenprovided.intgcm_reset(gcm_state*gcm);ThiswillresettheGCMstategcmtothestatethatgcminit()leftit.Theuserwouldthencallgcmaddiv(),gcmaddaad(),etc.



3.5EncryptandAuthenticateModes37One–ShotPacketToprocessasinglepacketunderanygivenkeythefollowinghelperfunctioncanbeused.intgcm_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*IV,unsignedlongIVlen,constunsignedchar*adata,unsignedlongadatalen,unsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen,intdirection);ThiswillinitializetheGCMstatewiththegivenkey,IVandAADvaluethenproceedtoencryptordecryptthemessagetextandstorethefinalmessagetag.Thedefinitionofthevariablesisthesameasitisforallthemanualfunctions.Ifyouareprocessingmanypacketsunderthesamekeyyoushouldn’tusethisfunctionasitinvokesthepre–computationwitheachcall.ExampleUsageThefollowingisanexampleusageofhowtouseGCMovermultiplepacketswithasharedsecretkey.#include<tomcrypt.h>intsend_packet(constunsignedchar*pt,unsignedlongptlen,constunsignedchar*iv,unsignedlongivlen,constunsignedchar*aad,unsignedlongaadlen,gcm_state*gcm){interr;unsignedlongtaglen;unsignedchartag[16];/*resetthestate*/if((err=gcm_reset(gcm))!=CRYPT_OK){returnerr;}/*AddtheIV*/if((err=gcm_add_iv(gcm,iv,ivlen))!=CRYPT_OK){returnerr;}/*AddtheAAD(note:aadcanbeNULLifaadlen==0)*/if((err=gcm_add_aad(gcm,aad,aadlen))!=CRYPT_OK){returnerr;



38www.libtom.org}/*processtheplaintext*/if((err=gcm_process(gcm,pt,ptlen,pt,GCM_ENCRYPT))!=CRYPT_OK){returnerr;}/*FinishupandgettheMACtag*/taglen=sizeof(tag);if((err=gcm_done(gcm,tag,&taglen))!=CRYPT_OK){returnerr;}/*...sendaheaderdescribingthelengths...*//*dependingontheprotocolandhowIVis*generatedyoumayhavetosendittoo...*/send(socket,iv,ivlen,0);/*sendtheaad*/send(socket,aad,aadlen,0);/*sendtheciphertext*/send(socket,pt,ptlen,0);/*sendthetag*/send(socket,tag,taglen,0);returnCRYPT_OK;}intmain(void){gcm_stategcm;unsignedcharkey[16],IV[12],pt[PACKET_SIZE];interr,x;unsignedlongptlen;/*somehowfillkey/IVwithrandomvalues*//*registerAES*/register_cipher(&aes_desc);/*inittheGCMstate*/if((err=gcm_init(&gcm,find_cipher("aes"),key,16))!=CRYPT_OK){whine_and_pout(err);}



3.5EncryptandAuthenticateModes39/*handleussomepackets*/for(;;){ptlen=make_packet_we_want_to_send(pt);/*useIVascounter(12bytecounter)*/for(x=11;x>=0;x--){if(++IV[x]){break;}}if((err=send_packet(pt,ptlen,iv,12,NULL,0,&gcm))!=CRYPT_OK){whine_and_pout(err);}}returnEXIT_SUCCESS;}
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Chapter4One-WayCryptographicHashFunctions4.1CoreFunctionsLiketheciphers,therearehashcorefunctionsandauniversaldatatypetoholdthehashstatecalledhashstate.ToinitializehashXXX(whereXXXisthename)call:voidXXX_init(hash_state*md);Thissimplysetsupthehashtothedefaultstategovernedbythespecificationsofthehash.Toadddatatothemessagebeinghashedcall:intXXX_process(hash_state*md,constunsignedchar*in,unsignedlonginlen);Essentiallyallhashmessagesarevirtuallyinfinitely1longmessagewhicharebuffered.Thedatacanbepassedinanysizedchunksaslongastheorderofthebytesarethesamethemessagedigest(hashoutput)willbethesame.Forexample,thismeansthat:md5_process(&md,"hello",6);md5_process(&md,"world",5);Willproducethesamemessagedigestasthesinglecall:md5_process(&md,"helloworld",11);Tofinallygetthemessagedigest(thehash)call:intXXX_done(hash_state*md,unsignedchar*out);1Mosthashesarelimitedto264bitsor2,305,843,009,213,693,952bytes.41



42www.libtom.orgThisfunctionwillfinishupthehashandstoretheresultintheoutarray.Youmustensurethatoutislongenoughforthehashinquestion.OftenhashesareusedtogetkeysforsymmetriccipherssotheXXXdone()functionswillwipethemdvariablebeforereturningautomatically.Totestahashfunctioncall:intXXX_test(void);ThiswillreturnCRYPTOKifthehashmatchesthetestvectors,otherwiseitreturnsanerrorcode.Anexamplesnippetthathashesamessagewithmd5isgivenbelow.#include<tomcrypt.h>intmain(void){hash_statemd;unsignedchar*in="helloworld",out[16];/*setupthehash*/md5_init(&md);/*addthemessage*/md5_process(&md,in,strlen(in));/*getthehashinout[0..15]*/md5_done(&md,out);return0;}4.2HashDescriptorsLikethesetofciphers,thesetofhasheshavedescriptorsaswell.Theyarestoredinanarraycalledhashdescriptorandaredefinedby:struct_hash_descriptor{char*name;unsignedlonghashsize;/*digestoutputsizeinbytes*/unsignedlongblocksize;/*theblocksizethehashuses*/void(*init)(hash_state*hash);int(*process)(hash_state*hash,constunsignedchar*in,unsignedlonginlen);int(*done)(hash_state*hash,unsignedchar*out);int(*test)(void);};



4.2HashDescriptors43Thenamememberisthenameofthehashfunction(alllowercase).Thehashsizememberisthesizeofthedigestoutputinbytes,whileblocksizeisthesizeofblocksthehashexpectstothecompressionfunction.Technically,thisdetailisnotimportantforhighleveldevelopersbutisusefultoknowforperformancereasons.Theinitmemberinitializesthehash,processpassesdatathroughthehash,doneterminatesthehashandretrievesthedigest.Thetestmemberteststhehashagainstthespecifiedtestvectors.Thereisafunctiontosearchthearrayaswellcalledintfindhash(char*name).Itreturns-1ifthehashisnotfound,otherwise,thepositioninthedescriptortableofthehash.Inaddition,thereisalsofindhashoid()whichfindsahashbytheASN.1OBJECTIDENTI-FIERstring.intfind_hash_oid(constunsignedlong*ID,unsignedlongIDlen);Youcanusethetabletoindirectlycallahashfunctionthatischosenatrun-time.Forexample:#include<tomcrypt.h>intmain(void){unsignedcharbuffer[100],hash[MAXBLOCKSIZE];intidx,x;hash_statemd;/*registerhashes....*/if(register_hash(&md5_desc)==-1){printf("ErrorregisteringMD5.\n");return-1;}/*registerotherhashes...*//*promptfornameandstripnewline*/printf("Enterhashname:\n");fgets(buffer,sizeof(buffer),stdin);buffer[strlen(buffer)-1]=0;/*gethashindex*/idx=find_hash(buffer);if(idx==-1){printf("Invalidhashname!\n");return-1;}/*hashinputuntilblankline*/hash_descriptor[idx].init(&md);while(fgets(buffer,sizeof(buffer),stdin)!=NULL)hash_descriptor[idx].process(&md,buffer,strlen(buffer));hash_descriptor[idx].done(&md,hash);/*dumptoscreen*/for(x=0;x<hash_descriptor[idx].hashsize;x++)printf("%02x",hash[x]);



44www.libtom.orgprintf("\n");return0;}NotetheusageofMAXBLOCKSIZE.InLibTomCrypt,nosymmetricblock,keyorhashdigestislargerthanMAXBLOCKSIZEinlength.Thisprovidesasimplesizeyoucansetyourautomaticarraystothatwillnotgetoverrun.Therearethreehelperfunctionstomakeworkingwithhasheseasier.Thefirstisafunctiontohashabuffer,andproducethedigestinasinglefunctioncall.inthash_memory(inthash,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);Thiswillhashthedatapointedtobyinoflengthinlen.Thehashusedisindexedbythehashparameter.Themessagedigestisstoredinout,andtheoutlenparameterisupdatedtoholdthemessagedigestsize.Thenexthelperfunctionallowsforthehashingofafilebasedonafilename.inthash_file(inthash,constchar*fname,unsignedchar*out,unsignedlong*outlen);Thiswillhashthefilenamedbyfnameusingthehashindexedbyhash.Thefilenamedinthisfunctioncallmustbereadablebytheuserowningtheprocessperformingtherequest.ThisfunctioncanbeomittedbytheLTCNOFILEdefine,whichforcesittoreturnCRYPTNOPwhenitiscalled.Themessagedigestisstoredinout,andtheoutlenparameterisupdatedtoholdthemessagedigestsize.inthash_filehandle(inthash,FILE*in,unsignedchar*out,unsignedlong*outlen);Thiswillhashthefileidentifiedbythehandleinusingthehashindexedbyhash.Thiswillbeginhashingfromthecurrentfilepointerposition,andwillnotrewindthefilepointerwhenfinished.ThisfunctioncanbeomittedbytheLTCNOFILEdefine,whichforcesittoreturnCRYPTNOPwhenitiscalled.Themessagedigestisstoredinout,andtheoutlenparameterisupdatedtoholdthemessagedigestsize.Toperformtheabovehashwithmd5thefollowingcodecouldbeused:#include<tomcrypt.h>intmain(void){intidx,err;unsignedlonglen;



4.2HashDescriptors45unsignedcharout[MAXBLOCKSIZE];/*registerthehash*/if(register_hash(&md5_desc)==-1){printf("ErrorregisteringMD5.\n");return-1;}/*gettheindexofthehash*/idx=find_hash("md5");/*callthehash*/len=sizeof(out);if((err=hash_memory(idx,"helloworld",11,out,&len))!=CRYPT_OK){printf("Errorhashingdata:%s\n",error_to_string(err));return-1;}return0;}4.2.1HashRegistrationSimilartothecipherdescriptortableyoumustregisteryourhashalgorithmsbeforeyoucanusethem.Thesefunctionsworkexactlylikethoseofthecipherregistrationcode.Thefunctionsare:intregister_hash(conststruct_hash_descriptor*hash);intunregister_hash(conststruct_hash_descriptor*hash);ThefollowinghashesareprovidedasofthisreleasewithintheLibTomCryptlibrary:



46www.libtom.orgNameDescriptorNameSizeofMessageDigest(bytes)WHIRLPOOLwhirlpooldesc64SHA-512sha512desc64SHA-384sha384desc48RIPEMD-320rmd160desc40SHA-256sha256desc32RIPEMD-256rmd160desc32SHA-224sha224desc28TIGER-192tigerdesc24SHA-1sha1desc20RIPEMD-160rmd160desc20RIPEMD-128rmd128desc16MD5md5desc16MD4md4desc16MD2md2desc16Figure4.1:Built–InSoftwareHashes4.3CipherHashConstructionAnadditiontothesuiteofhashfunctionsistheCipherHashConstructionorCHCmode.Inthismodeapplicableblockciphers(suchasAES)canbeturnedintohashfunctionsthatotherLTCfunctionscanuse.Inparticularthisallowsacryptosystemtobedesignedusingveryfewmovingparts.InordertousetheCHCsystemthedeveloperwillhavetotakeafewextrasteps.Firstthechcdeschashdescriptormustberegisteredwithregisterhash().AtthispointtheCHChashcannotbeusedtohashdata.WhileitisinthehashsystemyoustillhavetotelltheCHCcodewhichciphertouse.Thisisaccomplishedviathechcregister()function.intchc_register(intcipher);AcipherhastoberegisteredwithCHC(andalsointhecipherdescriptortableswithregis-tercipher()).Thechcregister()functionwillbindaciphertotheCHCsystem.OnlyoneciphercanbeboundtotheCHChashatatime.Thereareadditionalrequirementsforthesystemtowork.1.Theciphermusthaveablocksizegreaterthan64–bits.2.Theciphermustallowaninputkeythesizeoftheblocksize.ExampleofusingCHCwiththeAESblockcipher.#include<tomcrypt.h>intmain(void){interr;



4.4Notice47/*registercipherandhash*/if(register_cipher(&aes_enc_desc)==-1){printf("Couldnotregistercipher\n");returnEXIT_FAILURE;}if(register_hash(&chc_desc)==-1){printf("Couldnotregisterhash\n");returnEXIT_FAILURE;}/*startchcwithAES*/if((err=chc_register(find_cipher("aes")))!=CRYPT_OK){printf("ErrorbindingAEStoCHC:%s\n",error_to_string(err));}/*nowyoucanusechc_hashinanyLTCfunction*[asidefrompkcs...]*/}4.4NoticeItishighlyrecommendedthatyounotusetheMD4orMD5hashesforthepurposesofdigitalsignaturesorauthenticationcodes.Thesehashesareprovidedforcompletenessandtheystillcanbeusedforthepurposesofpasswordhashingorone-wayaccumulators(e.g.Yarrow).TheotherhashessuchastheSHA-1,SHA-2(thatincludesSHA-512,SHA-384andSHA-256)andTIGER-192arestillconsideredsecureforallpurposesyouwouldnormallyuseahashfor.
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Chapter5MessageAuthenticationCodes5.1HMACProtocolThankstoDobesVandermeer,thelibrarynowincludessupportforhashbasedmessageauthenti-cationcodes,orHMACforshort.AnHMACofamessageisakeyedauthenticationcodethatonlytheownerofaprivatesymmetrickeywillbeabletoverify.ThepurposeistoallowanownerofaprivatesymmetrickeytoproduceanHMAConamessagethenlaterverifyifitiscorrect.Anyimpostororeavesdropperwillnotbeabletoverifytheauthenticityofamessage.TheHMACsupportworksmuchlikethenormalhashfunctionsexceptthattheinitializationroutinerequiresyoutopassakeyanditslength.Thekeyismuchlikeakeyyouwouldpasstoacipher.Thatis,itissimplyanarrayofoctetsstoredinunsignedcharacters.Theinitializationroutineis:inthmac_init(hmac_state*hmac,inthash,constunsignedchar*key,unsignedlongkeylen);ThehmacparameteristhestatefortheHMACcode.Thehashparameteristheindexintothedescriptortableofthehashyouwanttousetoauthenticatethemessage.Thekeyparameteristhepointertothearrayofcharsthatmakeupthekey.Thekeylenparameteristhelength(inoctets)ofthekeyyouwanttousetoauthenticatethemessage.TosendoctetsofamessagethroughtheHMACsystemyoumustusethefollowingfunction:inthmac_process(hmac_state*hmac,constunsignedchar*in,unsignedlonginlen);hmacistheHMACstateyouareworkingwith.inisthearrayofoctetstosendintotheHMACprocess.inlenisthenumberofoctetstoprocess.Likethehashprocessroutines,youcansendthedatainarbitrarilysizedchunks.WhenyouarefinishedwiththeHMACprocessyoumustcallthefollowingfunctiontogettheHMACcode:inthmac_done(hmac_state*hmac,49



50www.libtom.orgunsignedchar*out,unsignedlong*outlen);ThehmacparameteristheHMACstateyouareworkingwith.TheoutparameteristhearrayofoctetswheretheHMACcodeshouldbestored.Youmustsetoutlentothesizeofthedestinationbufferbeforecallingthisfunction.ItisupdatedwiththelengthoftheHMACcodeproduced(dependingonwhichhashwaspicked).Ifoutlenislessthanthesizeofthemessagedigest(andultimatelytheHMACcode)thentheHMACcodeistruncatedasperFIPS-198specifications(e.g.takethefirstoutlenbytes).TherearetwoutilityfunctionsprovidedtomakeusingHMACseasiertodo.Theyacceptthekeyandinformationaboutthemessage(filepointer,addressinmemory),andproducetheHMACresultinoneshot.Theseareusefulifyouwanttoavoidcallingthethreestepprocessyourself.inthmac_memory(inthash,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);ThiswillproduceanHMACcodeforthearrayofoctetsininoflengthinlen.Theindexintothehashdescriptortablemustbeprovidedinhash.Itusesthekeyfromkeywithakeylengthofkeylen.Theresultisstoredinthearrayofoctetsoutandthelengthinoutlen.Thevalueofoutlenmustbesettothesizeofthedestinationbufferbeforecallingthisfunction.Similarlyforfilesthereisthefollowingfunction:inthmac_file(inthash,constchar*fname,constunsignedchar*key,unsignedlongkeylen,unsignedchar*out,unsignedlong*outlen);hashistheindexintothehashdescriptortableofthehashyouwanttouse.fnameisthefilenametoprocess.keyisthearrayofoctetstouseasthekeyoflengthkeylen.outisthearrayofoctetswheretheresultshouldbestored.TotestiftheHMACcodeisworkingthereisthefollowingfunction:inthmac_test(void);WhichreturnsCRYPTOKifthecodepassesotherwiseitreturnsanerrorcode.SomeexamplecodeforusingtheHMACsystemisgivenbelow.#include<tomcrypt.h>intmain(void){intidx,err;hmac_statehmac;unsignedcharkey[16],dst[MAXBLOCKSIZE];unsignedlongdstlen;



5.2OMACSupport51/*registerSHA-1*/if(register_hash(&sha1_desc)==-1){printf("ErrorregisteringSHA1\n");return-1;}/*getindexofSHA1inhashdescriptortable*/idx=find_hash("sha1");/*wewouldmakeupoursymmetrickeyin"key[]"here*//*starttheHMAC*/if((err=hmac_init(&hmac,idx,key,16))!=CRYPT_OK){printf("Errorsettinguphmac:%s\n",error_to_string(err));return-1;}/*processafewoctets*/if((err=hmac_process(&hmac,"hello",5)!=CRYPT_OK){printf("Errorprocessinghmac:%s\n",error_to_string(err));return-1;}/*getresult(presumablytouseitsomehow...)*/dstlen=sizeof(dst);if((err=hmac_done(&hmac,dst,&dstlen))!=CRYPT_OK){printf("Errorfinishinghmac:%s\n",error_to_string(err));return-1;}printf("Thehmacis%lubyteslong\n",dstlen);/*return*/return0;}5.2OMACSupportOMAC1,whichstandsforOne-KeyCBCMACisanalgorithmwhichproducesaMessageAuthen-ticationCode(MAC)usingonlyablockciphersuchasAES.Note:OMAChasbeenstandardizedasCMACwithinNIST,forthepurposesofthislibraryOMACandCMACaresynonymous.FromanAPIstandpoint,theOMACroutinesworkmuchliketheHMACroutines.Instead,inthiscaseacipherisusedinsteadofahash.TostartanOMACstateyoucallintomac_init(omac_state*omac,intcipher,constunsignedchar*key,1http://crypt.cis.ibaraki.ac.jp/omac/omac.html

http://crypt.cis.ibaraki.ac.jp/omac/omac.html


52www.libtom.orgunsignedlongkeylen);TheomacparameteristhestatefortheOMACalgorithm.Thecipherparameteristheindexintothecipherdescriptortableofthecipher2youwishtouse.Thekeyandkeylenparametersarethekeysusedtoauthenticatethedata.Tosenddatathroughthealgorithmcallintomac_process(omac_state*state,constunsignedchar*in,unsignedlonginlen);ThiswillsendinlenbytesfrominthroughtheactiveOMACstatestate.ReturnsCRYPTOKifthefunctionsucceeds.Thefunctionisnotsensitivetothegranularityofthedata.Forexample,omac_process(&mystate,"hello",5);omac_process(&mystate,"world",6);Wouldproducethesameresultas,omac_process(&mystate,"helloworld",11);Whenyouaredoneprocessingthemessageyoucancallthefollowingtocomputethemessagetag.intomac_done(omac_state*state,unsignedchar*out,unsignedlong*outlen);WhichwillterminatetheOMACandoutputthetag(MAC)toout.NotethatunliketheHMACandothercodeoutlencanbesmallerthanthedefaultMACsize(forinstanceAESwouldmakea16-bytetag).PartoftheOMACspecificationstatesthattheoutputmaybetruncated.Soifyoupassinoutlen=5anduseAESasyourcipherthantheoutputMACcodewillonlybefivebyteslong.Ifoutlenislargerthanthedefaultsizeitissettothedefaultsizetoshowhowmanybyteswereactuallyused.SimilartotheHMACcodethefileandmemoryfunctionsarealsoprovided.ToOMACabufferofmemoryinoneshotusethefollowingfunction.intomac_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);ThiswillcomputetheOMACofinlenbytesofinusingthekeykeyoflengthkeylenbytesandthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesasomacdone.ToOMACafileuse2Theciphermusthavea64or128bitblocksize.SuchasCAST5,Blowfish,DES,AES,Twofish,etc.



5.2OMACSupport53intomac_file(intcipher,constunsignedchar*key,unsignedlongkeylen,constchar*filename,unsignedchar*out,unsignedlong*outlen);WhichwillOMACtheentirecontentsofthefilespecifiedbyfilenameusingthekeykeyoflengthkeylenbytesandthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesasomacdone.TotestiftheOMACcodeisworkingthereisthefollowingfunction:intomac_test(void);WhichreturnsCRYPTOKifthecodepassesotherwiseitreturnsanerrorcode.SomeexamplecodeforusingtheOMACsystemisgivenbelow.#include<tomcrypt.h>intmain(void){intidx,err;omac_stateomac;unsignedcharkey[16],dst[MAXBLOCKSIZE];unsignedlongdstlen;/*registerRijndael*/if(register_cipher(&rijndael_desc)==-1){printf("ErrorregisteringRijndael\n");return-1;}/*getindexofRijndaelincipherdescriptortable*/idx=find_cipher("rijndael");/*wewouldmakeupoursymmetrickeyin"key[]"here*//*starttheOMAC*/if((err=omac_init(&omac,idx,key,16))!=CRYPT_OK){printf("Errorsettingupomac:%s\n",error_to_string(err));return-1;}/*processafewoctets*/if((err=omac_process(&omac,"hello",5)!=CRYPT_OK){printf("Errorprocessingomac:%s\n",error_to_string(err));return-1;}/*getresult(presumablytouseitsomehow...)*/dstlen=sizeof(dst);if((err=omac_done(&omac,dst,&dstlen))!=CRYPT_OK){printf("Errorfinishingomac:%s\n",error_to_string(err));



54www.libtom.orgreturn-1;}printf("Theomacis%lubyteslong\n",dstlen);/*return*/return0;}5.3PMACSupportThePMAC3protocolisanotherMACalgorithmthatreliessolelyonasymmetric-keyblockcipher.ItusesessentiallythesameAPIastheprovidedOMACcode.APMACstateisinitializedwiththefollowing.intpmac_init(pmac_state*pmac,intcipher,constunsignedchar*key,unsignedlongkeylen);Whichinitializesthepmacstatewiththegivencipherandkeyoflengthkeylenbytes.Thechosenciphermusthavea64or128bitblocksize(e.x.AES).ToMACdatasimplysenditthroughtheprocessfunction.intpmac_process(pmac_state*state,constunsignedchar*in,unsignedlonginlen);Thiswillprocessinlenbytesofininthegivenstate.Thefunctionisnotsensitivetothegranularityofthedata.Forexample,pmac_process(&mystate,"hello",5);pmac_process(&mystate,"world",6);Wouldproducethesameresultas,pmac_process(&mystate,"helloworld",11);Whenacompletemessagehasbeenprocessedthefollowingfunctioncanbecalledtocomputethemessagetag.intpmac_done(pmac_state*state,unsignedchar*out,unsignedlong*outlen);Thiswillstoreuptooutlenbytesofthetagforthegivenstateintoout.Notethatifoutlenislargerthanthesizeofthetagitissettotheamountofbytesstoredinout.SimilartotheOMACcodethefileandmemoryfunctionsarealsoprovided.ToPMACabufferofmemoryinoneshotusethefollowingfunction.3J.Black,P.Rogaway,ABlock–CipherModeofOperationforParallelizableMessageAuthentication



5.4PelicanMAC55intpmac_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);ThiswillcomputethePMACofmsglenbytesofmsgusingthekeykeyoflengthkeylenbytes,andthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesaspmacdone().ToPMACafileuseintpmac_file(intcipher,constunsignedchar*key,unsignedlongkeylen,constchar*filename,unsignedchar*out,unsignedlong*outlen);WhichwillPMACtheentirecontentsofthefilespecifiedbyfilenameusingthekeykeyoflengthkeylenbytes,andthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesaspmacdone().TotestifthePMACcodeisworkingthereisthefollowingfunction:intpmac_test(void);WhichreturnsCRYPTOKifthecodepassesotherwiseitreturnsanerrorcode.5.4PelicanMACPelicanMACisanew(experimental)MACbytheAESteamthatusesfourroundsofAESasamixingfunction.Itachievesaveryhighrateofprocessingandispotentiallyverysecure.ItrequiresAEStobeenabledtofunction.Youdonothavetoregistercipher()AESfirstthoughasitcallsAESdirectly.intpelican_init(pelican_state*pelmac,constunsignedchar*key,unsignedlongkeylen);ThiswillinitializethePelicanstatewiththegivenAESkey.Oncethishasbeendoneyoucanbeginprocessingdata.intpelican_process(pelican_state*pelmac,constunsignedchar*in,unsignedlonginlen);ThiswillprocessinlenbytesofinthroughthePelicanMAC.It’sbestthatyoupassinmultiplesof16bytesasitmakestheroutinemoreefficientbutyoumaypassinanylengthoftext.Youcancallthisfunctionasmanytimesasrequiredtoprocessanentiremessage.intpelican_done(pelican_state*pelmac,unsignedchar*out);ThisterminatesaPelicanMACandwritesthe16–octettagtoout.



56www.libtom.org5.4.1Example#include<tomcrypt.h>intmain(void){pelican_statepelstate;unsignedcharkey[32],tag[16];interr;/*somehowinitializeakey*//*initializepelicanmac*/if((err=pelican_init(&pelstate,/*thestate*/key,/*userkey*/32/*keylengthinoctets*/))!=CRYPT_OK){printf("ErrorinitializingPelican:%s",error_to_string(err));returnEXIT_FAILURE;}/*MACsomedata*/if((err=pelican_process(&pelstate,/*thestate*/"helloworld",/*datatomac*/11/*lengthofdata*/))!=CRYPT_OK){printf("ErrorprocessingPelican:%s",error_to_string(err));returnEXIT_FAILURE;}/*TerminatetheMAC*/if((err=pelican_done(&pelstate,/*thestate*/tag/*wheretostorethetag*/))!=CRYPT_OK){printf("ErrorterminatingPelican:%s",error_to_string(err));returnEXIT_FAILURE;}/*tag[0..15]hastheMACoutputnow*/returnEXIT_SUCCESS;}



5.5XCBC-MAC575.5XCBC-MACAsofLibTomCryptv1.15,XCBC-MAC(RFC3566)hasbeenprovidedtosupportTLSencryptionsuites.LikeOMAC,itcomputesamessageauthenticationcodebyusingacipherinCBCmode.ItalsousesasinglekeywhichitexpandsintotherequisitethreekeysfortheMACfunction.AXCBC–MACstateisinitializedwiththefollowingfunction:intxcbc_init(xcbc_state*xcbc,intcipher,constunsignedchar*key,unsignedlongkeylen);ThiswillinitializetheXCBC–MACstatexcbc,withthekeyspecifiedinkeyoflengthkeylenoctets.Thecipherindicatedbythecipherindexcanbeeithera64or128–bitblockcipher.ThiswillreturnCRYPTOKonsuccess.ItispossibletouseXCBCinathreekeymodebyOR’ingthevalueLTCXCBCPUREagainstthekeylenparameter.Inthismode,thekeyisinterprettedasthreekeys.Ifthecipherhasablocksizeofnoctets,thefirstkeyisthenkeylen−2noctetsandistheencryptionkey.Thenext2noctetsaretheK1andK2paddingkeys(usedonthelastblock).Forexample,touseAES–192keylenshouldbe24+2·16=56octets.Thethreekeysareinterprettedasiftheywereconcatenatedinthekeybuffer.ToprocessdatathroughXCBC–MACusethefollowingfunction:intxcbc_process(xcbc_state*state,constunsignedchar*in,unsignedlonginlen);ThiswilladdthemessageoctetspointedtobyinoflengthinlentotheXCBC–MACstatepointedtobystate.LiketheotherMACfunctions,thegranularityoftheinputisnotimportantbuttheorderis.ThiswillreturnCRYPTOKonsuccess.TocomputetheMACtagvalueusethefollowingfunction:intxcbc_done(xcbc_state*state,unsignedchar*out,unsignedlong*outlen);ThiswillretrievetheXCBC–MACtagfromthestatepointedtobystate,andstoreitinthearraypointedtobyout.Theoutlenparameterspecifiesthemaximumsizeofthedestinationbuffer,andisupdatedtoholdthefinalsizeofthetagwhenthefunctionreturns.ThiswillreturnCRYPTOKonsuccess.Helperfunctionsareprovidedtomakeparsingmemorybuffersandfileseasier.Thefollowingfunctionsareprovided:intxcbc_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);



58www.libtom.orgThiswillcomputetheXCBC–MACofmsglenbytesofmsg,usingthekeykeyoflengthkeylenbytes,andthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesasxcbcdone().Toxcbcafileuseintxcbc_file(intcipher,constunsignedchar*key,unsignedlongkeylen,constchar*filename,unsignedchar*out,unsignedlong*outlen);WhichwillXCBC–MACtheentirecontentsofthefilespecifiedbyfilenameusingthekeykeyoflengthkeylenbytes,andthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesasxcbcdone().TotestXCBC–MACforRFC3566complianceusethefollowingfunction:intxcbc_test(void);ThiswillreturnCRYPTOKonsuccess.ThisrequirestheAESorRijndaeldescriptorbepreviouslyregistered,otherwise,itwillreturnCRYPTNOP.5.6F9–MACTheF9–MACisyetanotherCBC–MACvariantproposedforthe3GPPstandard.OriginallyspecifiedtobeusedwiththeKASUMIblockcipher,itcanalsobeusedwithotherciphers.ForLibTomCrypt,theF9–MACcodecanuseanycipher.5.6.1UsageNoticeF9–MACdiffersslightlyfromtheotherMACfunctionsinthatitrequiresthecallertoperformthefinalmessagepadding.Thepaddingquitesimplyisadirectionbitfollowedbya1bitandenoughzerostomakethemessageamultipleofthecipherblocksize.Ifthemessageisbytealigned,thepaddingtakesontheformofasingle0x40or0xC0bytefollowedbyenough0x00bytestomakethemessagepropermultiple.IftheusersimplywantsaMACfunction(hint:useOMAC)paddingwithasingle0x40byteshouldbesufficientforsecuritypurposesandstillbereasonablycompatiblewithF9–MAC.5.6.2F9–MACFunctionsAF9–MACstateisinitializedwiththefollowingfunction:intf9_init(f9_state*f9,intcipher,constunsignedchar*key,unsignedlongkeylen);



5.6F9–MAC59ThiswillinitializetheF9–MACstatef9,withthekeyspecifiedinkeyoflengthkeylenoctets.Thecipherindicatedbythecipherindexcanbeeithera64or128–bitblockcipher.ThiswillreturnCRYPTOKonsuccess.ToprocessdatathroughF9–MACusethefollowingfunction:intf9_process(f9_state*state,constunsignedchar*in,unsignedlonginlen);ThiswilladdthemessageoctetspointedtobyinoflengthinlentotheF9–MACstatepointedtobystate.LiketheotherMACfunctions,thegranularityoftheinputisnotimportantbuttheorderis.ThiswillreturnCRYPTOKonsuccess.TocomputetheMACtagvalueusethefollowingfunction:intf9_done(f9_state*state,unsignedchar*out,unsignedlong*outlen);ThiswillretrievetheF9–MACtagfromthestatepointedtobystate,andstoreitinthearraypointedtobyout.Theoutlenparameterspecifiesthemaximumsizeofthedestinationbuffer,andisupdatedtoholdthefinalsizeofthetagwhenthefunctionreturns.ThiswillreturnCRYPTOKonsuccess.Helperfunctionsareprovidedtomakeparsingmemorybuffersandfileseasier.Thefollowingfunctionsareprovided:intf9_memory(intcipher,constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);ThiswillcomputetheF9–MACofmsglenbytesofmsg,usingthekeykeyoflengthkeylenbytes,andthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesasf9done().ToF9–MACafileuseintf9_file(intcipher,constunsignedchar*key,unsignedlongkeylen,constchar*filename,unsignedchar*out,unsignedlong*outlen);WhichwillF9–MACtheentirecontentsofthefilespecifiedbyfilenameusingthekeykeyoflengthkeylenbytes,andthecipherspecifiedbythecipher’thentryinthecipherdescriptortable.ItwillstoretheMACinoutwiththesamerulesasf9done().Totestf9–MACforRFC3566complianceusethefollowingfunction:intf9_test(void);ThiswillreturnCRYPTOKonsuccess.ThisrequirestheAESorRijndaeldescriptorbepreviouslyregistered,otherwise,itwillreturnCRYPTNOP.
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Chapter6Pseudo-RandomNumberGenerators6.1CoreFunctionsThelibraryprovidesanarrayofcorefunctionsforPseudo-RandomNumberGenerators(PRNGs)aswell.AcryptographicPRNGisusedtoexpandashorterbitstringintoalongerbitstring.PRNGsareusedwhereverrandomdataisrequiredsuchasPublicKey(PK)keygeneration.Thereisauniversalstructurecalledprngstate.ToinitializeaPRNGcall:intXXX_start(prng_state*prng);ThiswillsetupthePRNGforfutureuseandnotseedit.InorderforthePRNGtobecrypto-graphicallyusefulyoumustgiveitentropy.Ideallyyou’dhavesomeOSlevelsourcetotaplikeinUNIX.ToaddentropytothePRNGcall:intXXX_add_entropy(constunsignedchar*in,unsignedlonginlen,prng_state*prng);WhichreturnsCRYPTOKiftheentropywasaccepted.Onceyouthinkyouhaveenoughentropyyoucallanotherfunctiontoputtheentropyintoaction.intXXX_ready(prng_state*prng);WhichreturnsCRYPTOKifitisready.Finallytoactuallyreadbytescall:unsignedlongXXX_read(unsignedchar*out,unsignedlongoutlen,prng_state*prng);WhichreturnsthenumberofbytesreadfromthePRNG.WhenyouarefinishedwithaPRNGstateyoucallthefollowing.voidXXX_done(prng_state*prng);61



62www.libtom.orgThiswillterminateaPRNGstateandfreeanymemory(ifany)allocated.ToexportaPRNGstatesothatyoucanlaterresumethePRNGcallthefollowing.intXXX_export(unsignedchar*out,unsignedlong*outlen,prng_state*prng);ThiswillwriteaPRNGstatetothebufferoutoflengthoutlenbytes.Theideaoftheexportismeanttobeusedasaseedfile.Thatis,whentheprogramstartsuptherewillnotlikelybethatmuchentropyavailable.ToimportastatetoseedaPRNGcallthefollowingfunction.intXXX_import(constunsignedchar*in,unsignedlonginlen,prng_state*prng);ThiswillcallthestartandaddentropyfunctionsofthegivenPRNG.Itwillusethestateininoflengthinlenastheinitialseed.Youmustpassthesameseedlengthaswasexportedbythecorrespondingexportfunction.NotethatimportingastatewillnotresumethePRNGfromwhereitleftoff.Thatis,ifyouexportastate,emit(say)8bytesandthenimportthepreviouslyexportedstatethenext8byteswillnotspecificallyequalthe8bytesyougeneratedpreviously.Whenaprogramisfirstexecutedthenormalcourseofoperationis:1.Gatherentropyfromyoursourcesforagivenperiodoftimeornumberofevents.2.Start,useyourentropyviaaddentropyandreadythePRNGyourself.Whenyourprogramisfinishedyousimplycalltheexportfunctionandsavethestatetoamedium(disk,flashmemory,etc).Thenexttimeyourapplicationstartsupyoucandetectthestate,feedittotheimportfunctionandgoonyourway.Itisidealthat(assoonaspossible)afterstartupyouexportafreshstate.Thishelpsinthecasethattheprogramabortsorthemachineispowereddownwithoutbeinggivenachancetoexitproperly.Notethatevenifyouhaveastatetoimportitisimportanttoaddnewentropytothestate.However,thereislesspressuretodoso.TotestaPRNGforoperationalconformitycallthefollowingfunctions.intXXX_test(void);ThiswillreturnCRYPTOKifPRNGisoperatingproperly.6.1.1RemarksItispossibletobeaddingentropyandreadingfromaPRNGatthesametime.Forexample,ifyoufirstseedthePRNGandcallready()youcannowreadfromit.Youcanalsokeepaddingnewentropytoit.ThenewentropywillnotbeusedinthePRNGuntilready()iscalledagain.ThisallowsthePRNGtobeusedandre-seededatthesametime.Norealerrorcheckingisguaranteedtoseeiftheentropyissufficient,orifthePRNGiseveninareadystatebeforereading.



6.2PRNGDescriptors636.1.2ExampleBelowisasimplesnippettoread10bytesfromYarrow.ItisimportanttonotethatthissnippetisNOTsecuresincetheentropyaddedisnotrandom.#include<tomcrypt.h>intmain(void){prng_stateprng;unsignedcharbuf[10];interr;/*startit*/if((err=yarrow_start(&prng))!=CRYPT_OK){printf("Starterror:%s\n",error_to_string(err));}/*addentropy*/if((err=yarrow_add_entropy("helloworld",11,&prng))!=CRYPT_OK){printf("Add_entropyerror:%s\n",error_to_string(err));}/*readyandread*/if((err=yarrow_ready(&prng))!=CRYPT_OK){printf("Readyerror:%s\n",error_to_string(err));}printf("Read%lubytesfromyarrow\n",yarrow_read(buf,sizeof(buf),&prng));return0;}6.2PRNGDescriptorsPRNGshavedescriptorsthatallowplugindrivenfunctionstobecreatedusingPRNGs.Theplugindescriptorsarestoredinthestructureprngdescriptor.Theformatofanelementis:struct_prng_descriptor{char*name;intexport_size;/*sizeinbytesofexportedstate*/int(*start)(prng_state*);int(*add_entropy)(constunsignedchar*,unsignedlong,prng_state*);int(*ready)(prng_state*);unsignedlong(*read)(unsignedchar*,unsignedlonglen,



64www.libtom.orgprng_state*);void(*done)(prng_state*);int(*export)(unsignedchar*,unsignedlong*,prng_state*);int(*import)(constunsignedchar*,unsignedlong,prng_state*);int(*test)(void);};TofindaPRNGinthedescriptortablethefollowingfunctioncanbeused:intfind_prng(constchar*name);ThiswillsearchthePRNGdescriptortableforthePRNGnamedname.Itwillreturn-1ifthePRNGisnotfound,otherwise,itreturnstheindexintothedescriptortable.Justliketheciphersandhashes,youmustregisteryourprngbeforeyoucanuseit.Thetwofunctionsprovidedworkexactlyasthoseforthecipherregistryfunctions.Theyarethefollowing:intregister_prng(conststruct_prng_descriptor*prng);intunregister_prng(conststruct_prng_descriptor*prng);TheregisterfunctionwillregisterthePRNG,andreturntheindexintothetablewhereitwasplaced(or-1forerror).Itwillavoidregisteringthesamedescriptortwice,andwillreturntheindexofthecurrentplacementinthetableifthecallerattemptstoregisteritmorethanonce.TheunregisterfunctionwillreturnCRYPTOKifthePRNGwasfoundandremoved.Otherwise,itreturnsCRYPTERROR.6.2.1PRNGsProvidedNameDescriptorUsageYarrowyarrowdescFastshort-termPRNGFortunafortunadescFastlong-termPRNG(recommended)RC4rc4descStreamCipherSOBER-128sober128descStreamCipher(alsoveryfastPRNG)Figure6.1:ListofProvidedPRNGsYarrowYarrowisfastPRNGmeanttocollectanunspecifiedamountofentropyfromsources(keyboard,mouse,interrupts,etc),andproduceanunboundedstringofrandombytes.Note:ThisPRNGisstillsecureformosttasksbutisnolongerrecommended.UsersshoulduseFortunainstead.



6.2PRNGDescriptors65FortunaFortunaisafastattacktolerantandmorethoroughlydesignedPRNGsuitableforlongtermusage.ItisfasterthanthedefaultimplementationofYarrow1whileprovidingmoresecurity.FortunaisslightlylessflexiblethanYarrowinthesensethatitonlyworkswiththeAESblockcipherandSHA–256hashfunction.Technically,Fortunawillworkwithanyblockcipherthatacceptsa256–bitkey,andanyhashthatproducesatleasta256–bitoutput.However,tomaketheimplementationsimplerithasbeenfixedtothosechoices.FortunaismoresecurethanYarrowinthesensethatattackerswholearnpartsoftheentropybeingaddedtothePRNGlearnfarlessaboutthestatethanthatofYarrow.WithoutgettingintotomanydetailsFortunahastheabilitytorecoverfromstatedeterminationattackswheretheattackerstartstolearninformationfromthePRNGsoutputabouttheinternalstate.Yarrowontheotherhand,cannotrecoverfromthatproblemuntilnewentropyisaddedtothepoolandputtousethroughtheready()function.RC4RC4isanoldstreamcipherthatcanalsodoubledutyasaPRNGinapinch.YoukeyRC4bycallingaddentropy(),andsetupthekeybycallingready().Youcanonlyaddupto256bytesviaaddentropy().WhenyoureadfromRC4,theoutputisXOR’edagainstyourbufferyouprovide.Inthismanner,youcanuserc4read()asanencrypt(anddecrypt)function.YoureallyshouldnotuseRC4.ThisisnotbecauseRC4isweak,(thoughbiasesareknowntoexist)butsimplyduetothefactthatfasteralternativesexist.SOBER-128SOBER–128isastreamcipherdesignedbytheQUALCOMMAustraliateam.LikeRC4,youkeyitbycallingaddentropy().Thereisnoneedtocallready()forthisPRNGasitdoesnotdoanything.Note:thiscipherhasseveralodditiesabouthowitoperates.Thefirstcalltoaddentropy()setsthecipher’skey.Everyothertimecalltotheaddentropy()functionsetsthecipher’sIVvariable.TheIVmechanismallowsyoutoencryptseveralmessageswiththesamekey,andnotre–usethesamekeymaterial.UnlikeYarrowandFortuna,alloftheentropy(andhencesecurity)ofthisalgorithmrestsinthedatayoupassitonthefirstcalltoaddentropy().Allbufferssenttoaddentropy()musthavealengththatisamultipleoffourbytes.LikeRC4,theoutputofSOBER–128isXOR’edagainstthebufferyouprovideit.Inthismanner,youcanusesober128read()asanencrypt(anddecrypt)function.SinceSOBER-128hasafixedkeyingscheme,andisveryfast(fasterthanRC4)theidealusageofSOBER-128istokeyitfromtheoutputofFortuna(orYarrow),anduseittoencryptmessages.Itisalsoidealforsimulationswhichneedahighquality(andfast)streamofbytes.ExampleUsage#include<tomcrypt.h>1Yarrowhasbeenimplementedtoworkwithmostcipherandhashcombosbasedonwhichyouhavechosentobuildintothelibrary.



66www.libtom.orgintmain(void){prng_stateprng;unsignedcharbuf[32];interr;if((err=rc4_start(&prng))!=CRYPT_OK){printf("RC4initerror:%s\n",error_to_string(err));exit(-1);}/*use"key"asthekey*/if((err=rc4_add_entropy("key",3,&prng))!=CRYPT_OK){printf("RC4addentropyerror:%s\n",error_to_string(err));exit(-1);}/*setupRC4foruse*/if((err=rc4_ready(&prng))!=CRYPT_OK){printf("RC4readyerror:%s\n",error_to_string(err));exit(-1);}/*encryptbuffer*/strcpy(buf,"helloworld");if(rc4_read(buf,11,&prng)!=11){printf("RC4readerror\n");exit(-1);}return0;}Todecryptyouhavetodotheexactsamesteps.6.3TheSecureRNGAnRNGisrelatedtoaPRNGinmanyways,exceptthatitdoesnotexpandasmallerseedtogetthedata.Theygeneratetheirrandombitsbyperformingsomecomputationonfreshinputbits.PossiblythehardestthingtogetcorrectlyinacryptosystemisthePRNG.Computersaredeterministicthattryhardnottostrayfrompre–determinedpaths.ThismakesgatheringentropyneededtoseedaPRNGahardtask.Thereisonesmallfunctionthatmayhelponcertainplatforms:unsignedlongrng_get_bytes(unsignedchar*buf,unsignedlonglen,void(*callback)(void));Whichwilltryoneofthreemethodsofgettingrandomdata.Thefirstistoopenthepopular



6.3TheSecureRNG67/dev/randomdevicewhichonmost*NIXplatformsprovidescryptographicrandombits2.ThesecondmethodistotrytheMicrosoftCryptographicServiceProvider,andreadtheRNG.ThethirdmethodisanANSICclockdriftmethodthatisalsosomewhatpopularbutgivesbitsoflowerentropy.Thecallbackparameterisapointertoafunctionthatreturnsvoid.ItisusedwhentheslowerANSICRNGmustbeusedsothecallingapplicationcanstillwork.ThisisusefulsincetheANSICRNGhasathroughputofroughlythreebytesasecond.ThecallbackpointermaybesettoNULLtoavoidusingitifyoudonotwantto.ThefunctionreturnsthenumberofbytesactuallyreadfromanyRNGsource.ThereisafunctiontohelpsetupaPRNGaswell:intrng_make_prng(intbits,intwprng,prng_state*prng,void(*callback)(void));Thiswilltrytoinitializetheprngwithastateofatleastbitsofentropy.Thecallbackparameterworksmuchlikethecallbackinrnggetbytes().ItishighlyrecommendedthatyouusethisfunctiontosetupyourPRNGsunlessyouhaveaplatformwheretheRNGdoesnotworkwell.Exampleusageofthisfunctionisgivenbelow:#include<tomcrypt.h>intmain(void){ecc_keymykey;prng_stateprng;interr;/*registeryarrow*/if(register_prng(&yarrow_desc)==-1){printf("ErrorregisteringYarrow\n");return-1;}/*setupthePRNG*/if((err=rng_make_prng(128,find_prng("yarrow"),&prng,NULL))!=CRYPT_OK){printf("ErrorsettingupPRNG,%s\n",error_to_string(err));return-1;}/*makea192-bitECCkey*/if((err=ecc_make_key(&prng,find_prng("yarrow"),24,&mykey))!=CRYPT_OK){printf("Errormakingkey:%s\n",error_to_string(err));return-1;}return0;}2ThisdeviceisavailableinWindowsthroughtheCygwincompilersuite.Itemulates/dev/randomviatheMicrosoftCSP.



68www.libtom.org6.3.1TheSecurePRNGInterfaceItispossibletoaccessthesecureRNGthroughthePRNGinterface,andinturnuseitwithindependentfunctionssuchasthePKAPI.ThissimplifiesthecryptosystemonplatformswherethesecureRNGisfast.ThesecurePRNGneverrequirestobestarted,thatisyouneednotcallthestart,addentropy,orreadyfunctions.Forexample,considerthepreviousexampleusingthisPRNG.#include<tomcrypt.h>intmain(void){ecc_keymykey;interr;/*registerSPRNG*/if(register_prng(&sprng_desc)==-1){printf("ErrorregisteringSPRNG\n");return-1;}/*makea192-bitECCkey*/if((err=ecc_make_key(NULL,find_prng("sprng"),24,&mykey))!=CRYPT_OK){printf("Errormakingkey:%s\n",error_to_string(err));return-1;}return0;}



Chapter7RSAPublicKeyCryptography7.1IntroductionRSAwrotethePKCS#1specificationswhichdetailRSAPublicKeyCryptography.Inthespecifi-cationsarepaddingalgorithmsforencryptionandsignatures.Thestandardincludesthev1.5andv2.1algorithms.Tosimplifymattersalittlethev2.1encryptionandsignaturepaddingalgorithmsarecalledOAEPandPSSrespectively.7.2PKCS#1PaddingPKCS#1v1.5paddingissosimplethatbothsignatureandencryptionpaddingareperformedbythesamefunction.Note:thesignaturepaddingdoesnotincludetheASN.1paddingrequired.Thatisperformedbythersasignhashex()functiondocumentedlateroninthischapter.7.2.1PKCS#1v1.5EncodingThefollowingfunctionperformsPKCS#1v1.5padding:intpkcs_1_v1_5_encode(constunsignedchar*msg,unsignedlongmsglen,intblock_type,unsignedlongmodulus_bitlen,prng_state*prng,intprng_idx,unsignedchar*out,unsignedlong*outlen);Thiswillencodethemessagepointedtobymsgoflengthmsglenoctets.Theblocktypepa-rametermustbesettoLTCPKCS1EMEtoperformencryptionpadding.ItmustbesettoLTCPKCS1EMSAtoperformsignaturepadding.Themodulusbitlenparameterindicatesthelengthofthemodulusinbits.Thepaddeddataisstoredinoutwithalengthofoutlenoctets.Theoutputwillnotbelongerthanthemoduluswhichhelpsallocatethecorrectoutputbuffersize.69



70www.libtom.orgOnlyencryptionpaddingrequiresaPRNG.Whenperformingsignaturepaddingtheprngidxparametermaybelefttozeroasitisnotcheckedforvalidity.7.2.2PKCS#1v1.5DecodingThefollowingfunctionperformsPKCS#1v1.5de–padding:intpkcs_1_v1_5_decode(constunsignedchar*msg,unsignedlongmsglen,intblock_type,unsignedlongmodulus_bitlen,unsignedchar*out,unsignedlong*outlen,int*is_valid);ThiswillremovethePKCSpaddingdatapointedtobymsgoflengthmsglen.Thedecodeddataisstoredinoutoflengthoutlen.Ifthepaddingisvalid,a1isstoredinisvalid,otherwise,a0isstored.TheblocktypeparametermustbesettoeitherLTCPKCS1EMEorLTCPKCS1EMSAdependingonwhetherencryptionorsignaturepaddingisbeingremoved.7.3PKCS#1v2.1EncryptionPKCS#1RSAEncryptionamountstoOAEPpaddingoftheinputmessagefollowedbythemodularexponentiation.AsfarasthisportionofthelibraryisconcernedweareonlydealingwiththOAEPpaddingofthemessage.7.3.1OAEPEncodingThefollowingfunctionperformsPKCS#1v2.1encryptionpadding:intpkcs_1_oaep_encode(constunsignedchar*msg,unsignedlongmsglen,constunsignedchar*lparam,unsignedlonglparamlen,unsignedlongmodulus_bitlen,prng_state*prng,intprng_idx,inthash_idx,unsignedchar*out,unsignedlong*outlen);ThisacceptsmsgasinputoflengthmsglenwhichwillbeOAEPpadded.Thelparamvariableisanadditionalsystemspecifictagthatcanbeappliedtotheencoding.Thisisusefultoidentifywhichsystemencodedthemessage.IfnovarianceisdesiredthenlparamcanbesettoNULL.



7.4PKCS#1DigitalSignatures71OAEPencodingrequiresthelengthofthemodulusinbitsinordertocalculatethesizeoftheoutput.Thisispassedastheparametermodulusbitlen.hashidxistheindexintothehashdescriptortableofthehashdesired.PKCS#1allowsanyhashtobeusedbutboththeencoderanddecodermustusethesamehashinorderforthistosucceed.Thesizeofhashoutputaffectsthemaximumsizedinputmessage.prngidxandprngaretherandomnumbergeneratorargumentsrequiredtorandomizethepaddingprocess.Thepaddedmessageisstoredinoutalongwiththelengthinoutlen.Ifhisthelengthofthehashandmthelengthofthemodulus(bothinoctets)thenthemaximumpayloadformsgism−2h−2.Forexample,witha1024–bitRSAkeyandSHA–1asthehashthemaximumpayloadis86bytes.NotethatwhenthemessageispaddeditstillhasnotbeenRSAencrypted.Youmustpasstheoutputofthisfunctiontorsaexptmod()toencryptit.7.3.2OAEPDecodingintpkcs_1_oaep_decode(constunsignedchar*msg,unsignedlongmsglen,constunsignedchar*lparam,unsignedlonglparamlen,unsignedlongmodulus_bitlen,inthash_idx,unsignedchar*out,unsignedlong*outlen,int*res);ThisfunctiondecodesanOAEPencodedmessageandoutputstheoriginalmessagethatwaspassedtotheOAEPencoder.msgistheoutputofpkcs1oaepencode()oflengthmsglen.lparamisthesamesystemvariablepassedtotheOAEPencoder.Ifitdoesnotmatchwhatwasusedduringencodingthisfunctionwillnotdecodethepacket.modulusbitlenisthesizeoftheRSAmodulusinbitsandmustmatchwhatwasusedduringencoding.Similarlythehashidxindexintothehashdescriptortablemustmatchwhatwasusedduringencoding.IfthefunctionsucceedsitdecodestheOAEPencodedmessageintooutoflengthoutlenandstoresa1inres.Ifthepacketisinvaliditstores0inresandifthefunctionfailsforanotherreasonitreturnsanerrorcode.7.4PKCS#1DigitalSignatures7.4.1PSSEncodingPSSencodingisthesecondhalfofthePKCS#1standardwhichispaddingtobeappliedtomessagesthataresigned.intpkcs_1_pss_encode(constunsignedchar*msghash,unsignedlongmsghashlen,unsignedlongsaltlen,



72www.libtom.orgprng_state*prng,intprng_idx,inthash_idx,unsignedlongmodulus_bitlen,unsignedchar*out,unsignedlong*outlen);ThisfunctionassumesthemessagetobePSSencodedhaspreviouslybeenhashed.Theinputhashmsghashisoflengthmsghashlen.PSSallowsavariablelengthrandomsalt(itcanbezerolength)tobeintroducedinthesignatureprocess.hashidxistheindexintothehashdescriptortableofthehashtouse.prngidxandprngaretherandomnumbergeneratorinformationrequiredforthesalt.SimilartoOAEPencodingmodulusbitlenisthesizeoftheRSAmodulus(inbits).Itlimitsthesizeofthesalt.Ifmisthelengthofthemodulushthelengthofthehashoutput(inoctets)thentherecanbem−h−2bytesofsalt.Thisfunctiondoesnotactuallysignthedataitmerelypadsthehashofamessagesothatitcanbeprocessedbyrsaexptmod().7.4.2PSSDecodingTodecodeaPSSencodedsignatureblockyouhavetousethefollowing.intpkcs_1_pss_decode(constunsignedchar*msghash,unsignedlongmsghashlen,constunsignedchar*sig,unsignedlongsiglen,unsignedlongsaltlen,inthash_idx,unsignedlongmodulus_bitlen,int*res);ThiswilldecodethePSSencodedmessageinsigoflengthsiglenandcompareittovaluesinmsghashoflengthmsghashlen.IftheblockisavalidPSSblockandthedecodedhashequalsthehashsuppliedresissettonon–zero.Otherwise,itissettozero.TherestoftheparametersareasinthePSSencodecall.It’simportanttousethesamesaltlenandhashforbothencodinganddecodingasotherwisetheprocedurewillnotwork.7.5RSAKeyOperations7.5.1BackgroundRSAisapublickeyalgorithmthatisbasedontheinabilitytofindthee-throotmoduloacompositeofunknownfactorization.NormallythedifficultyofbreakingRSAisassociatedwiththeintegerfactoringproblembuttheyarenotstrictlyequivalent.



7.5RSAKeyOperations73ThesystembeginswithwithtwoprimespandqandtheirproductN=pq.TheorderorEulertotientofthemultiplicativesub-groupformedmoduloNisgivenasϕ(N)=(p−1)(q−1)whichcanbereducedtolcm(p−1,q−1).ThepublickeyconsistsofthecompositeNandsomeintegeresuchthatgcd(e,ϕ(N))=1.TheprivatekeyconsistsofthecompositeNandtheinverseofemoduloϕ(N)oftensimplydenotedasde≡1(modϕ(N)).Apersonwhowantstoencryptwithyourpublickeysimplyformsaninteger(theplaintext)Msuchthat1<M<N−2andcomputestheciphertextC=Me(modN).SincefindingtheinverseexponentdgivenonlyNandeappearstobeintractableonlytheowneroftheprivatekeycandecrypttheciphertextandcomputeCd≡(Me)d≡M1≡M(modN).Similarlytheowneroftheprivatekeycansignamessagebydecryptingit.Otherscanverifyitbyencryptingit.CurrentlyRSAisadifficultsystemtocryptanalyzeprovidedthatbothprimesarelargeandnotclosetoeachother.Ideallyeshouldbelargerthan100topreventdirectanalysis.Forexample,ifeisthreeandyoudonotpadtheplaintexttobeencryptedthanitispossiblethatM3<Ninwhichcasefindingthecube-rootwouldbetrivial.Themostoftensuggestedvalueforeis65537sinceitislargeenoughtomakesuchattacksimpossibleandalsowelldesignedforfastexponentiation(requires16squaringsandonemultiplication).ItisimportanttopadtheinputtoRSAsinceithasparticularmathematicalstructure.ForinstanceMd1Md2=(M1M2)dwhichcanbeusedtoforgeasignature.SupposeM3=M1M2isamessageyouwanttohaveaforgedsignaturefor.SimplygetthesignaturesforM1andM2ontheirownandmultiplytheresulttogether.Similartrickscanbeusedtodeduceplaintextsfromciphertexts.Itisimportantnotonlytosignthehashofdocumentsonlybutalsotopadtheinputswithdatatoremovesuchstructure.7.5.2RSAKeyGenerationForRSAroutinesasinglersakeystructureisused.TomakeanewRSAkeycall:intrsa_make_key(prng_state*prng,intwprng,intsize,longe,rsa_key*key);WherewprngistheindexintothePRNGdescriptorarray.ThesizeparameteristhesizeinbytesoftheRSAmodulusdesired.Theeparameteristheencryptionexponentdesired,typicalvaluesare3,17,257and65537.Stickwith65537sinceitisbigenoughtopreventtrivialmathattacks,andnotsuperslow.Thekeyparameteriswheretheconstructedkeyisplaced.Allkeysmustbeatleast128bytes,andnomorethan512bytesinsize(thatisfrom1024to4096bits).Note:thersamakekey()functionallocatesmemoryatrun–timewhenyoumakethekey.Makesuretocallrsafree()(seebelow)whenyouarefinishedwiththekey.Ifrsamakekey()failsitwillautomaticallyfreethememoryallocated.TherearetwotypesofRSAkeys.ThetypesarePKPRIVATEandPKPUBLIC.ThefirsttypeisaprivateRSAkeywhichincludestheCRTparameters1intheformofaRSAPrivateKey(PKCS#1compliant).Thesecondtype,isapublicRSAkeywhichonlyincludesthemodulusandpublicexponent.IttakestheformofaRSAPublicKey(PKCS#1compliant).1Asofv0.99thePKPRIVATEOPTIMIZEDtypehasbeendeprecated,andhasbeenreplacedbythePKPRIVATEtype.



74www.libtom.org7.5.3RSAExponentiationTodorawworkwiththeRSAfunction,thatiswithoutpadding,usethefollowingfunction:intrsa_exptmod(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,intwhich,rsa_key*key);ThiswillloadthebignumfrominasabigendianintegerintheformatPKCS#1specifies,raisesittoeithereordandstorestheresultinoutandthesizeoftheresultinoutlen.whichissettoPKPUBLICtousee(i.e.forencryption/verifying)andsettoPKPRIVATEtousedastheexponent(i.e.fordecrypting/signing).Note:theoutputofthisfunctioniszero–paddedasperPKCS#1specification.ThisallowsthisroutinetoworkwithPKCS#1paddingfunctionsproperly.7.6RSAKeyEncryptionNormallyRSAisusedtoencryptshortsymmetrickeyswhicharethenusedinblockcipherstoencryptamessage.Tofacilitateencryptingshortkeysthefollowingfunctionshavebeenprovided.intrsa_encrypt_key(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,constunsignedchar*lparam,unsignedlonglparamlen,prng_state*prng,intprng_idx,inthash_idx,rsa_key*key);ThisfunctionwillOAEPpadinoflengthinlenbytes,RSAencryptit,andstoretheciphertextinoutoflengthoutlenoctets.Thelparamandlparamlenarethesameparametersyouwouldpasstopkcs1oaepencode().7.6.1ExtendedEncryptionAsofv1.15,thelibrarysupportsbothv1.5andv2.1PKCS#1stylepaddingsinthesehigherlevelfunctions.Thefollowingistheextendedencryptionfunction:intrsa_encrypt_key_ex(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,



7.7RSAKeyDecryption75unsignedlong*outlen,constunsignedchar*lparam,unsignedlonglparamlen,prng_state*prng,intprng_idx,inthash_idx,intpadding,rsa_key*key);Theparametersareallthesameasforrsaencryptkey()exceptfortheadditionofthepaddingparameter.ItmustbesettoLTCPKCS1V15toperformv1.5encryption,orsettoLTCPKCS1OAEPtoperformv2.1encryption.Whenperformingv1.5encryption,thehashandlparamparametersaretotallyignoredandcanbesettoNULLorzero(respectively).7.7RSAKeyDecryptionintrsa_decrypt_key(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,constunsignedchar*lparam,unsignedlonglparamlen,inthash_idx,int*stat,rsa_key*key);ThisfunctionwillRSAdecryptinoflengthinlenthenOAEPde-padtheresultingdataandstoreitinoutoflengthoutlen.Thelparamandlparamlenarethesameparametersyouwouldpasstopkcs1oaepdecode().IftheRSAdecrypteddataisnotavalidOAEPpacketthenstatissetto0.Otherwise,itissetto1.7.7.1ExtendedDecryptionAsofv1.15,thelibrarysupportsbothv1.5andv2.1PKCS#1stylepaddingsinthesehigherlevelfunctions.Thefollowingistheextendeddecryptionfunction:intrsa_decrypt_key_ex(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,constunsignedchar*lparam,unsignedlonglparamlen,



76www.libtom.orginthash_idx,intpadding,int*stat,rsa_key*key);Similartotheextendedencryption,thenewparameterpaddingindicateswhichversionofthePKCS#1standardtouse.ItmustbesettoLTCPKCS1V15toperformv1.5decryption,orsettoLTCPKCS1OAEPtoperformv2.1decryption.Whenperformingv1.5decryption,thehashandlparamparametersaretotallyignoredandcanbesettoNULLorzero(respectively).7.8RSASignatureGenerationSimilartoRSAkeyencryptionRSAisalsousedtodigitallysignmessagedigests(hashes).Tofacilitatethisprocessthefollowingfunctionshavebeenprovided.intrsa_sign_hash(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,prng_state*prng,intprng_idx,inthash_idx,unsignedlongsaltlen,rsa_key*key);ThiswillPSSencodethemessagedigestpointedtobyinoflengthinlenoctets.Next,thePSSencodedhashwillbeRSAsignedandtheoutputstoredinthebufferpointedtobyoutoflengthoutlenoctets.ThehashidxparameterindicateswhichhashwillbeusedtocreatethePSSencoding.Itshouldbethesameasthehashusedtohashthemessagebeingsigned.Thesaltlenparameterindicatesthelengthofthedesiredsalt,andshouldtypicallybesmall.Agooddefaultvalueisbetween8and16octets.Strictly,itmustbesmallthanmoduluslen−hLen−2wheremoduluslenisthesizeoftheRSAmodulus(inoctets),andhLenisthelengthofthemessagedigestproducedbythechosenhash.7.8.1ExtendedSignaturesAsofv1.15,thelibrarysupportsbothv1.5andv2.1signatures.Theextendedsignaturegenerationfunctionhasthefollowingprototype:intrsa_sign_hash_ex(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,intpadding,



7.9RSASignatureVerification77prng_state*prng,intprng_idx,inthash_idx,unsignedlongsaltlen,rsa_key*key);ThiswillPKCSencodethemessagedigestpointedtobyinoflengthinlenoctets.Next,thePKCSencodedhashwillbeRSAsignedandtheoutputstoredinthebufferpointedtobyoutoflengthoutlenoctets.ThepaddingparametermustbesettoLTCPKCS1V15toproduceav1.5signature,otherwise,itmustbesettoLTCPKCS1PSStoproduceav2.1signature.Whenperformingav1.5signaturetheprng,prngidx,andhashidxparametersarenotcheckedandcanbelefttoanyvaluessuchas{NULL,0,0}.7.9RSASignatureVerificationintrsa_verify_hash(constunsignedchar*sig,unsignedlongsiglen,constunsignedchar*msghash,unsignedlongmsghashlen,inthash_idx,unsignedlongsaltlen,int*stat,rsa_key*key);ThiswillRSAverifythesignaturepointedtobysigoflengthsiglenoctets.Next,theRSAdecodeddataisPSSdecodedandtheextractedhashiscomparedagainstthemessagedigestpointedtobymsghashoflengthmsghashlenoctets.IftheRSAdecodeddataisnotavalidPSSmessage,orifthePSSdecodedhashdoesnotmatchthemsghashvalue,resissetto0.Otherwise,ifthefunctionsucceeds,andsignatureisvalidresissetto1.7.9.1ExtendedVerificationAsofv1.15,thelibrarysupportsbothv1.5andv2.1signatureverification.Theextendedsignatureverificationfunctionhasthefollowingprototype:intrsa_verify_hash_ex(constunsignedchar*sig,unsignedlongsiglen,constunsignedchar*hash,unsignedlonghashlen,intpadding,inthash_idx,unsignedlongsaltlen,int*stat,rsa_key*key);



78www.libtom.orgThiswillRSAverifythesignaturepointedtobysigoflengthsiglenoctets.Next,theRSAdecodeddataisPKCSdecodedandtheextractedhashiscomparedagainstthemessagedigestpointedtobymsghashoflengthmsghashlenoctets.IftheRSAdecodeddataisnotavalidPSSmessage,orifthePKCSdecodedhashdoesnotmatchthemsghashvalue,resissetto0.Otherwise,ifthefunctionsucceeds,andsignatureisvalidresissetto1.ThepaddingparametermustbesettoLTCPKCS1V15toperformav1.5verification.Otherwise,itmustbesettoLTCPKCS1PSStoperformav2.1verification.Whenperformingav1.5verificationthehashidxparameterisignored.7.10RSAEncryptionExample#include<tomcrypt.h>intmain(void){interr,hash_idx,prng_idx,res;unsignedlongl1,l2;unsignedcharpt[16],pt2[16],out[1024];rsa_keykey;/*registerprng/hash*/if(register_prng(&sprng_desc)==-1){printf("Errorregisteringsprng");returnEXIT_FAILURE;}/*registeramathlibrary(inthiscaseTomsFastMath)ltc_mp=tfm_desc;if(register_hash(&sha1_desc)==-1){printf("Errorregisteringsha1");returnEXIT_FAILURE;}hash_idx=find_hash("sha1");prng_idx=find_prng("sprng");/*makeanRSA-1024key*/if((err=rsa_make_key(NULL,/*PRNGstate*/prng_idx,/*PRNGidx*/1024/8,/*1024-bitkey*/65537,/*welikee=65537*/&key)/*wheretostorethekey*/)!=CRYPT_OK){printf("rsa_make_key%s",error_to_string(err));returnEXIT_FAILURE;}/*fillinpt[]withakeywewanttosend...*/l1=sizeof(out);



7.11RSAKeyFormat79if((err=rsa_encrypt_key(pt,/*datawewishtoencrypt*/16,/*datais16byteslong*/out,/*wheretostoreciphertext*/&l1,/*lengthofciphertext*/"TestApp",/*ourlparamforthisprogram*/7,/*lparamis7byteslong*/NULL,/*PRNGstate*/prng_idx,/*prngidx*/hash_idx,/*hashidx*/&key)/*ourRSAkey*/)!=CRYPT_OK){printf("rsa_encrypt_key%s",error_to_string(err));returnEXIT_FAILURE;}/*nowlet’sdecrypttheencryptedkey*/l2=sizeof(pt2);if((err=rsa_decrypt_key(out,/*encrypteddata*/l1,/*lengthofciphertext*/pt2,/*wheretoputplaintext*/&l2,/*plaintextlength*/"TestApp",/*lparamforthisprogram*/7,/*lparamis7byteslong*/hash_idx,/*hashidx*/&res,/*validityofdata*/&key)/*ourRSAkey*/)!=CRYPT_OK){printf("rsa_decrypt_key%s",error_to_string(err));returnEXIT_FAILURE;}/*ifallwentwellpt==pt2,l2==16,res==1*/}7.11RSAKeyFormatTheRSAkeyformatadoptedforexportingandimportingkeysisthePKCS#1formatdefinedbytheASN.1constructsknownasRSAPublicKeyandRSAPrivateKey.Additionally,theOpenSSLkeyformatissupportedbytheimportfunctiononly.7.11.1RSAKeyExportToexportaRSAkeyusethefollowingfunction.intrsa_export(unsignedchar*out,unsignedlong*outlen,inttype,rsa_key*key);



80www.libtom.orgThiswillexporttheRSAkeyineitheraRSAPublicKeyorRSAPrivateKey(PKCS#1types)dependingonthevalueoftype.WhenitissettoPKPRIVATEtheexportformatwillbeRSAPrivateKeyandotherwiseitwillbeRSAPublicKey.7.11.2RSAKeyImportToimportaRSAkeyusethefollowingfunction.intrsa_import(constunsignedchar*in,unsignedlonginlen,rsa_key*key);Thiswillimportthekeystoredininlenandimportittokey.Ifthefunctionfailsitwillautomati-callyfreeanyallocatedmemory.ThisfunctioncanimportbothRSAPublicKeyandRSAPrivateKeyformats.Asofv1.06thisfunctioncanalsoimportOpenSSLDERformattedpublicRSAkeys.TheyareessentiallyencapsulatedRSAPublicKeys.LibTomCryptwillimportthekey,stripofftheadditionaldata(it’sthepreferredhash)andfillinthersakeystructureasifitwereanativeRSAPublicKey.Notethatthereisnofunctionprovidedtoexportinthisformat.



Chapter8EllipticCurveCryptography8.1BackgroundThelibraryprovidesasetofcoreECCfunctionsaswellthataredesignedtobetheEllipticCurveanalogyofalloftheDiffie-Hellmanroutinesinthepreviouschapter.Ellipticcurves(ofcertainforms)havethebenefitthattheyarehardertoattack(nosub-exponentialattacksexistunlikenormalDHcrypto)infactthefastestattackrequiresthesquarerootoftheorderofthebasepointintime.Thatmeansifyouuseabasepointoforder2192(whichwouldrepresenta192-bitkey)thentheworkfactoris296inordertofindthesecretkey.Thecurvesinthislibraryaretakenfromthefollowingwebsite:http://csrc.nist.gov/cryptval/dss.htmAsofv1.15threenewcurvesfromtheSECGstandardsarealsoincludedtheyarethesecp112r1,secp128r1,andsecp160r1curves.Thesecurveswereaddedtosupportsmallerdeviceswhichdonotneedaslargekeysforsecurity.Theyareallcurvesovertheintegersmoduloaprime.Thecurveshavethebasicequationthatis:y2=x3−3x+b(modp)(8.1)Thevariablebischosensuchthatthenumberofpointsisnearlymaximal.Infacttheorderofthebasepointsβprovidedareveryclosetopthatis||ϕ(β)||∼||p||.Thecurvesrangeinorderfrom∼2112pointsto∼2521.Accordingtothesourcedocumentanykeysizegreaterthanorequalto256-bitsissufficientforlongtermsecurity.8.2FixedPointOptimizationsAsofv1.12ofLibTomCrypt,supportforFixedPointECCpointmultiplicationhasbeenadded.Itisagenericoptimizationthatissupportedbyanyconformingmathplugin.ItisenabledbydefiningMECCFPduringthebuild,suchasCFLAGS="-DTFM_DESC-DMECC_FP"make81



82www.libtom.orgwhichwillbuildLTCusingtheTFMmathlibraryandenablingthisnewfeature.ThefeatureisnotenabledbydefaultasitisNOTthreadsafe(bydefault).ItsupportstheLTClockingmacros(suchasbyenablingLTCPTHREAD),butbydefaultisnotlocked.TheoptimizationworksbyusingaFixedPointmultiplieronanybasepointyouusetwiceormoreinashortperiodoftime.Ithasalimitedsizecache(ofFPENTRIESentries)whichitusestoholdrecentbasespassedtoltceccmulmod().Anybasedetectedtobeusedtwiceissentthroughthepre–computationphase,andthenthefixedpointalgorithmcanbeused.Forexample,ifyouuseaNISTbasepointtwiceinarow,the2ndandallsubsequentpointmultiplicationswiththatpointwillusethefasteralgorithm.TheoptimizationusesawindowonthemultiplicandofFPLUTbits(default:8,min:2,max:12),andthiscontrolsthememory/timetrade-off.Thelargerthevaluethefasterthealgorithmwillbebutthemorememoryitwilltake.Thememoryusageis3·2FPLUTintegerswhichbydefaultwithTFMamountstoabout400kBofmemory.TuningTFM(bychangingFPSIZE)candecreasetheusagebyafairamount.Memoryisonlyusedbyacacheentryifitisactive.BothFPENTRIESandFPLUTaredefinableonthecommandlineifyouwishtooverridethem.Forinstance,CFLAGS="-DTFM_DESC-DMECC_FP-DFP_ENTRIES=8-DFP_LUT=6"makewoulddefineawindowof6bitsandlimitthecacheto8entries.Generally,itisbettertofirsttuneTFMbyadjustingFPSIZE(fromtfm.h).Itdefaultsto4096bits(512bytes)whichiswaymorethanwhatisrequiredbyECC.Atmost,youneed1152bitstoaccommodateECC–521.Ifyou’reonlyusing(say)ECC–256youwillonlyneed576bits,whichwouldreducethememoryusageby700%.8.3KeyFormatLibTomCryptusesauniqueformatforECCpublicandprivatekeys.WhileANSIX9.63partiallyspecifieskeyformats,itdoesitinalessthanideallysimplemanner.InthecaseofLibTomCrypt,itismeantsolelyforNISTandSECGGF(p)curves.Theformatofthekeysisasfollows:ECCPublicKey::=SEQUENCE{flagsBITSTRING(0),--public/privateflag(alwayszero),keySizeINTEGER,--Curvesize(inbits)dividedbyeight--androundeddown,e.g.521=>65pubkey.xINTEGER,--TheXco-ordinateofthepublickeypointpubkey.yINTEGER,--TheYco-ordinateofthepublickeypoint}ECCPrivateKey::=SEQUENCE{flagsBITSTRING(1),--public/privateflag(alwaysone),keySizeINTEGER,--Curvesize(inbits)dividedbyeight--androundeddown,e.g.521=>65pubkey.xINTEGER,--TheXco-ordinateofthepublickeypointpubkey.yINTEGER,--TheYco-ordinateofthepublickeypointsecret.kINTEGER,--Thesecretkeyscalar}Thefirstflagsbitdenoteswhetherthekeyispublic(zero)orprivate(one).



8.4ECCCurveParameters838.4ECCCurveParametersThelibraryusesthefollowingstructuretodescribeanellipticcurve.Thisisusedinternally,aswellasbythenewextendedECCfunctionswhichallowtheusertospecifytheirowncurves./**StructuredefinesaNISTGF(p)curve*/typedefstruct{/**Thesizeofthecurveinoctets*/intsize;/**nameofcurve*/char*name;/**Theprimethatdefinesthefield(encodedinhex)*/char*prime;/**ThefieldsBparam(hex)*/char*B;/**Theorderofthecurve(hex)*/char*order;/**Thexco-ordinateofthebasepointonthecurve(hex)*/char*Gx;/**Theyco-ordinateofthebasepointonthecurve(hex)*/char*Gy;}ltc_ecc_set_type;Thecurvemustbeoftheformy2=x3−3x+b,andalloftheintegerparametersareencodedinhexadecimalformat.8.5CoreFunctions8.5.1ECCKeyGenerationThereisakeystructurecalledecckeyusedbytheECCfunctions.Thereisafunctiontomakeakey:intecc_make_key(prng_state*prng,intwprng,intkeysize,ecc_key*key);Thekeysizeisthesizeofthemodulusinbytesdesired.Currentlydirectlysupportedvaluesare12,16,20,24,28,32,48,and65byteswhichcorrespondtokeysizesof112,128,160,192,224,256,384,and521bitsrespectively.Ifyoupassakeysizethatisbetweenanykeysizeitwillroundthekeysizeuptothenextavailableone.Thefunctionwillfreeanyinternallyallocatedresourcesifthereisanerror.



84www.libtom.org8.5.2ExtendedKeyGenerationAsofv1.16,thelibrarysupportsanextendedkeygenerationroutinewhichallowstheusertospecifytheirowncurve.Itisspecifiedasfollows:intecc_make_key_ex(prng_state*prng,intwprng,ecc_key*key,constltc_ecc_set_type*dp);ThisfunctiongeneratesarandomECCkeyoverthecurvespecifiedbytheparametersbydp.Therestoftheparametersareequivalenttothosefromtheoriginalkeygenerationfunction.8.5.3ECCKeyFreeTofreethememoryallocatedbyaeccmakekey(),eccmakekeyex(),eccimport(),oreccimportex()callusethefollowingfunction:voidecc_free(ecc_key*key);8.5.4ECCKeyExportToexportanECCkeyusingtheLibTomCryptformatcallthefollowingfunction:intecc_export(unsignedchar*out,unsignedlong*outlen,inttype,ecc_key*key);Thiswillexportthekeywiththegiventype(PKPUBLICorPKPRIVATE),andstoreittoout.8.5.5ECCKeyImportThefollowingfunctionimportsaLibTomCryptformatECCkey:intecc_import(constunsignedchar*in,unsignedlonginlen,ecc_key*key);ThiswillimporttheECCkeyfromin,andstoreitintheecckeystructurepointedtobykey.Iftheoperationfailsitwillfreeanyallocatedmemoryautomatically.8.5.6ExtendedKeyImportThefollowingfunctionimportsaLibTomCryptformatECCkeyusingaspecifiedsetofcurveparameters:



8.5CoreFunctions85intecc_import_ex(constunsignedchar*in,unsignedlonginlen,ecc_key*key,constltc_ecc_set_type*dp);Thiswillimportthekeyfromthearraypointedtobyinoflengthinlenoctets.ThekeyisstoredintheECCstructurepointedtobykey.Thecurveisspecifiedbytheparameterspointedtobydp.Thefunctionwillfreeallinternallyallocatedmemoryuponerror.8.5.7ANSIX9.63ExportThefollowingfunctionexportsanECCpublickeyintheANSIX9.63format:intecc_ansi_x963_export(ecc_key*key,unsignedchar*out,unsignedlong*outlen);TheECCkeypointedtobykeyisexportedinpublicfashiontothearraypointedtobyout.TheANSIX9.63formatusedisfromsection4.3.6ofthestandard.Itdoesnotallowfortheexportofprivatekeys.8.5.8ANSIX9.63ImportThefollowingfunctionimportsanANSIX9.63section4.3.6formatpublicECCkey:intecc_ansi_x963_import(constunsignedchar*in,unsignedlonginlen,ecc_key*key);Thiswillimportthekeystoredinthearraypointedtobyinoflengthinlenoctets.TheimportedkeyisstoredintheECCkeypointedtobykey.Thefunctionwillfreeanyallocatedmemoryuponerror.8.5.9ExtendedANSIX9.63ImportThefollowingfunctionallowstheimportingofanANSIx9.63section4.3.6formatpublicECCkeyusinguserspecifieddomainparameters:intecc_ansi_x963_import_ex(constunsignedchar*in,unsignedlonginlen,ecc_key*key,ltc_ecc_set_type*dp);Thiswillimportthekeystoredinthearraypointedtobyinoflengthinlenoctetsusingthedomainparameterspointedtobydp.TheimportedkeyisstoredintheECCkeypointedtobykey.Thefunctionwillfreeanyallocatedmemoryuponerror.



86www.libtom.org8.5.10ECCSharedSecretToconstructaDiffie-HellmansharedsecretwithaprivateandpublicECCkey,usethefollowingfunction:intecc_shared_secret(ecc_key*private_key,ecc_key*public_key,unsignedchar*out,unsignedlong*outlen);Theprivatekeyistypicallythelocalprivatekey,andpublickeyisthekeytheremotepartyhasshared.Note:thisfunctionstoresonlythexco-ordinateofthesharedellipticpointasdescribedinANSIX9.63ECC–DH.8.6ECCDiffie-HellmanEncryptionECC–DHEncryptionisperformedbyproducingarandomkey,hashingit,andXOR’ingthedigestagainsttheplaintext.ItisnotstrictlyANSIX9.63compliantbutitisverysimilar.IthasbeenextendedbyusinganASN.1sequenceandhashobjectidentifierstoallowportableusage.Thefollowingfunctionencryptsashortstring(nolongerthanthemessagedigest)usingthistechnique:8.6.1ECC-DHEncryptionintecc_encrypt_key(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,prng_state*prng,intwprng,inthash,ecc_key*key);Asthenameimpliesthisfunctionencryptsa(symmetric)key,andisnotintendedforencryptinglongmessagesdirectly.Itwillencrypttheplaintextinthearraypointedtobyinoflengthinlenoctets.ItusesthepublicECCkeypointedtobykey,andhashalgorithmindexedbyhashtoconstructasharedsecretwhichmaybeXOR’edagainsttheplaintext.Theciphertextisstoredintheoutputbufferpointedtobyoutoflengthoutlenoctets.ThedataisencryptedtothepublicECCkeysuchthatonlytheholderoftheprivatekeycandecryptthepayload.TohavemultiplerecipientsmultiplecalltothisfunctionforeachpublicECCkeyisrequired.8.6.2ECC-DHDecryptionintecc_decrypt_key(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,ecc_key*key);



8.7ECDSASignatures87Thisfunctionwilldecryptanencryptedpayload.Thekeyprovidedmustbetheprivatekeycorrespondingtothepublickeyusedduringencryption.Ifthewrongkeyisprovidedthefunctionwillnotspecificallyreturnanerrorcode.Itisimportanttousesomeformofchallengeresponseinthatcase(e.g.computeaMACofaknownstring).8.6.3ECCEncryptionFormatThepacketformatfortheencryptedkeysisthefollowingASN.1SEQUENCE:ECCEncrypt::=SEQUENCE{hashIDOBJECTIDENTIFIER,--OIDofhashusedpubkeyOCTETSTRING,--EncapsulatedECCPublicKeyskeyOCTETSTRING--xorofplaintextand--"hashofsharedsecret"}8.7ECDSASignaturesTherearealsofunctionstosignandverifymessages.TheyusetheANSIX9.62EC-DSAalgorithmtogenerateandverifysignaturesintheANSIX9.62format.8.7.1EC-DSASignatureGenerationTosignamessagedigest(hash)usethefollowingfunction:intecc_sign_hash(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,prng_state*prng,intwprng,ecc_key*key);ThisfunctionwillEC–DSAsignthemessagedigeststoredinthearraypointedtobyinoflengthinlenoctets.Thesignaturewillbestoredinthearraypointedtobyoutoflengthoutlenoctets.ThefunctionrequiresaproperlyseededPRNG,andtheECCkeyprovidedmustbeaprivatekey.8.7.2EC-DSASignatureVerificationintecc_verify_hash(constunsignedchar*sig,unsignedlongsiglen,constunsignedchar*hash,unsignedlonghashlen,int*stat,ecc_key*key);



88www.libtom.orgThisfunctionwillverifytheEC-DSAsignatureinthearraypointedtobysigoflengthsiglenoctets,againstthemessagedigestpointedtobythearrayhashoflengthhashlen.Itwillstoreanon–zerovalueinstatifthesignatureisvalid.Note:thefunctionwillnotreturnanerrorifthesignatureisinvalid.Itwillreturnanerror,iftheactualsignaturepayloadisaninvalidformat.TheECCkeymustbethepublic(orprivate)ECCkeycorrespondingtothekeythatperformedthesignature.8.7.3SignatureFormatThesignaturecodeisanimplementationofX9.62EC–DSA,andtheoutputiscompliantforGF(p)curves.8.8ECCKeysizesWithECCifyoutrytosignahashthatisbiggerthanyourECCkeyyoucanrunintoproblems.Themathwillstillwork,andineffectthesignaturewillstillwork.WithECCkeysthestrengthofthesignatureislimitedbythesizeofthehash,orthesizeoftheykey,whicheverissmaller.Forexample,ifyousignwithSHA256andanECC-192key,youineffecthave96–bitsofsecurity.Thelibrarywillnotwarnyouifyoumakethismistake,soitisimportanttocheckyourselfbeforeusingthesignatures.



Chapter9DigitalSignatureAlgorithm9.1IntroductionTheDigitalSignatureAlgorithm(orDSA)isavariantoftheElGamalSignatureschemewhichhasbeenmodifiedtoreducethebandwidthofthesignatures.Forexample,tohave80-bitsofsecuritywithElGamal,youneedagroupwithanorderofatleast1024–bits.WithDSA,youneedagroupoforderatleast160–bits.Bycomparison,theElGamalsignaturewouldrequireatleast256bytesofstorage,whereastheDSAsignaturewouldrequireonlyatleast40bytes.9.2KeyFormatSincenousefulpublicstandardforDSAkeystoragewaspresentedtomeduringthecourseofthisdevelopmentImademyownASN.1SEQUENCEwhichIdocumentnowsothatotherscaninteroperatewiththislibrary.DSAPublicKey::=SEQUENCE{publicFlagsBITSTRING(0),--mustbe0gINTEGER,--basegenerator--checkthatg^qmodp==1--andthat1<g<p-1pINTEGER,--primemodulusqINTEGER,--orderofsub-group--(mustbeprime)yINTEGER,--publickey,specifically,--g^xmodp,--checkthaty^qmodp==1--andthat1<y<p-1}DSAPrivateKey::=SEQUENCE{publicFlagsBITSTRING(1),--mustbe1gINTEGER,--basegenerator89



90www.libtom.org--checkthatg^qmodp==1--andthat1<g<p-1pINTEGER,--primemodulusqINTEGER,--orderofsub-group--(mustbeprime)yINTEGER,--publickey,specifically,--g^xmodp,--checkthaty^qmodp==1--andthat1<y<p-1xINTEGER--privatekey}TheleadingBITSTRINGhasasinglebitinitwhichiszeroforpublickeysandoneforprivatekeys.Thismakesthestructureuniquelydecodable,andeasytoworkwith.9.3KeyGenerationTomakeaDSAkeyyoumustcallthefollowingfunctionintdsa_make_key(prng_state*prng,intwprng,intgroup_size,intmodulus_size,dsa_key*key);ThevariableprngisanactivePRNGstateandwprngtheindextothedescriptor.groupsizeandmodulussizecontrolthedifficultyofforgingasignature.Bothparametersareinbytes.Thelargerthegroupsizethemoredifficultaforgerybecomesuptoalimit.Thevalueofgroupsizeislimitedby15<groupsize<1024andmodulussize−groupsize<512.Suggestedvaluesforthepairsareasfollows.BitsofSecuritygroupsizemodulussize8020128120302561403538416040512Figure9.1:DSAKeySizesWhenyouarefinishedwithaDSAkeyyoucancallthefollowingfunctiontofreethememoryused.voiddsa_free(dsa_key*key);9.4KeyVerificationEachDSAkeyiscomposedofthefollowingvariables.



9.5Signatures911.qasmallprimeofmagnitude256groupsize.2.p=qr+1alargeprimeofmagnitude256modulussizewhererisarandomeveninteger.3.g=hr(modp)ageneratoroforderqmodulop.hcanbeanynon-trivialrandomvalue.Forthislibrarytheystartath=2andstepuntilgisnot1.4.xarandomsecret(thesecretkey)intherange1<x<q5.y=gx(modp)thepublickey.ADSAkeyisconsideredvalidifitpassesallofthefollowingtests.1.qmustbeprime.2.pmustbeprime.3.gcannotbeoneof{−1,0,1}(modulop).4.gmustbelessthanp.5.(p−1)≡0(modq).6.gq≡1(modp).7.1<y<p−18.yq≡1(modp).Testsoneandtwoensurethatthevalueswillatleastformafieldwhichisrequiredforthesignaturestofunction.Teststhreeandfourensurethatthegeneratorgisnotsettoatrivialvaluewhichwouldmakesignatureforgeryeasier.Testfiveensuresthatqdividestheorderofmultiplicativesub-groupofZ/pZ.Testsixensuresthatthegeneratoractuallygeneratesaprimeordergroup.Testssevenandeightensurethatthepublickeyiswithinrangeandbelongstoagroupofprimeorder.Notethattesteightdoesnotprovethatggeneratedyonlythatybelongstoamultiplicativesub-groupoforderq.Thefollowingfunctionwillperformthesetests.intdsa_verify_key(dsa_key*key,int*stat);Thiswilltestkeyandstoretheresultinstat.Iftheresultisstat=0theDSAkeyfailedoneofthetestsandshouldnotbeusedatall.Iftheresultisstat=1theDSAkeyisvalid(asfarasvalidmathematicsareconcerned).9.5Signatures9.5.1SignatureGenerationTogenerateaDSAsignaturecallthefollowingfunction:



92www.libtom.orgintdsa_sign_hash(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,prng_state*prng,intwprng,dsa_key*key);Whichwillsignthedataininoflengthinlenbytes.Thesignatureisstoredinoutandthesizeofthesignatureinoutlen.Ifthesignatureislongerthanthesizeyouinitiallyspecifyinoutlennothingisstoredandthefunctionreturnsanerrorcode.TheDSAkeymustbeofthePKPRIVATEpersuasion.9.5.2SignatureVerificationToverifyahashcreatedwiththatfunctionusethefollowingfunction:intdsa_verify_hash(constunsignedchar*sig,unsignedlongsiglen,constunsignedchar*hash,unsignedlonginlen,int*stat,dsa_key*key);Whichwillverifythedatainhashoflengthinlenagainstthesignaturestoredinsigoflengthsiglen.Itwillsetstatto1ifthesignatureisvalid,otherwiseitsetsstatto0.9.6DSAEncryptandDecryptAsofversion1.07,theDSAkeyscanbeusedtoencryptanddecryptsmallpayloads.ItworkssimilartotheECCencryptionwhereasharedkeyiscomputed,andthehashofthesharedkeyXOR’edagainsttheplaintextformstheciphertext.TheformatusedisfunctionalportoftheECCencryptionformattotheDSAalgorithm.9.6.1DSAEncryptionThisfunctionwillencryptasmallpayloadwitharecipientspublicDSAkey.intdsa_encrypt_key(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,prng_state*prng,intwprng,inthash,dsa_key*key);



9.7DSAKeyImportandExport93Thiswillencryptthepayloadininoflengthinlenandstoretheciphertextintheoutputbufferout.Thelengthoftheciphertextoutlenmustbeoriginallysettothelengthoftheoutputbuffer.TheDSAkeycanbeapublickey.9.6.2DSADecryptionintdsa_decrypt_key(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,dsa_key*key);Thiswilldecrypttheciphertextinoflengthinlen,andstoretheoriginalpayloadinoutoflengthoutlen.TheDSAkeymustbeaprivatekey.9.7DSAKeyImportandExport9.7.1DSAKeyExportToexportaDSAkeysothatitcanbetransportedusethefollowingfunction:intdsa_export(unsignedchar*out,unsignedlong*outlen,inttype,dsa_key*key);ThiswillexporttheDSAkeytothebufferoutandsetthelengthinoutlen(whichmusthavebeenpreviouslyinitializedtothemaximumbuffersize).ThetypevariablemaybeeitherPKPRIVATEorPKPUBLICdependingonwhetheryouwanttoexportaprivateorpubliccopyoftheDSAkey.9.7.2DSAKeyImportToimportanexportedDSAkeyusethefollowingfunction:intdsa_import(constunsignedchar*in,unsignedlonginlen,dsa_key*key);ThiswillimporttheDSAkeyfromthebufferinoflengthinlentothekey.Iftheprocessfailsthefunctionwillautomaticallyfreealloftheheapallocatedintheprocess(youdon’thavetocalldsafree()).
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Chapter10StandardsSupport10.1ASN.1FormatsLibTomCryptsupportsavarietyofASN.1datatypesencodedwiththeDistinguishedEncodingRules(DER)suitableforvariouscryptographicprotocols.Thedatatypesareallprovidedwiththreebasicfunctionswithsimilarprototypes.Onefunctionhasbeendedicatedtocalculatethelengthinoctetsofagivenformat,andtwofunctionshavebeendedicatedtoencodinganddecodingtheformat.OntopofthebasicdatatypesaretheSEQUENCEandSETdatatypeswhicharecollectionsofotherASN.1types.Theyareprovidedinthesamemannerastheotherdatatypesexcepttheyuselistofobjectsknownastheltcasn1liststructure.Itisdefinedasthefollowing:typedefstruct{inttype;void*data;unsignedlongsize;intused;structltc_asn1_list_*prev,*next,*child,*parent;}ltc_asn1_list;ThetypefieldisoneofthefollowingASN.1fielddefinitions.Thedatapointerisavoidpointertothedatatobeencoded(orthedestination)andthesizefieldisspecifictowhatyouareencoding(e.g.numberofbitsintheBITSTRINGdatatype).TheusedfieldisprimarilyfortheCHOICEdecoderandreflectsiftheparticularmemberofalistwasthedecodeddatatype.TohelpbuildthelistsinanorderlyfashionthemacroLTCSETASN1(list,index,Type,Data,Size)hasbeenprovided.Itwillassigntotheindexthpositioninthelistthetriplet(Type,Data,Size).Anexampleusagewouldbe:...ltc_asn1_listsequence[3];unsignedlongthree=3;95



96www.libtom.orgLTC_SET_ASN1(sequence,0,LTC_ASN1_IA5_STRING,"hello",5);LTC_SET_ASN1(sequence,1,LTC_ASN1_SHORT_INTEGER,&three,1);LTC_SET_ASN1(sequence,2,LTC_ASN1_NULL,NULL,0);Themacroisrelativelysafewithrespecttomodifyingvariables,forinstancethefollowingcodeisequivalent....ltc_asn1_listsequence[3];unsignedlongthree=3;intx=0;LTC_SET_ASN1(sequence,x++,LTC_ASN1_IA5_STRING,"hello",5);LTC_SET_ASN1(sequence,x++,LTC_ASN1_SHORT_INTEGER,&three,1);LTC_SET_ASN1(sequence,x++,LTC_ASN1_NULL,NULL,0);DefinitionASN.1TypeLTCASN1EOLEndofaASN.1liststructure.LTCASN1BOOLEANBOOLEANtypeLTCASN1INTEGERINTEGER(usesmpint)LTCASN1SHORTINTEGERINTEGER(32–bitusingunsignedlong)LTCASN1BITSTRINGBITSTRING(onebitperchar)LTCASN1OCTETSTRINGOCTETSTRING(oneoctetperchar)LTCASN1NULLNULLLTCASN1OBJECTIDENTIFIEROBJECTIDENTIFIERLTCASN1IA5STRINGIA5STRING(oneoctetperchar)LTCASN1UTF8STRINGUTF8STRING(onewchartperchar)LTCASN1PRINTABLESTRINGPRINTABLESTRING(oneoctetperchar)LTCASN1UTCTIMEUTCTIME(seeltcutctimestructure)LTCASN1SEQUENCESEQUENCE(andSEQUENCEOF)LTCASN1SETSETLTCASN1SETOFSETOFLTCASN1CHOICECHOICEFigure10.1:ListofASN.1SupportedTypes10.1.1SEQUENCETypeTheSEQUENCEdatatypeisacollectionofotherASN.1datatypesencapsulatedwithasmallheaderwhichisausefulwayofsendingmultipledatatypesinonepacket.SEQUENCEEncodingToencodeasequencealtcasn1listarraymustbeinitializedwiththemembersofthesequenceandtheirrespectivepointers.Theencodingisperformedwiththefollowingfunction.



10.1ASN.1Formats97intder_encode_sequence(ltc_asn1_list*list,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);Thisencodesasequenceofitemspointedtobylistwherethelisthasinlenitemsinit.TheSEQUENCEwillbeencodedtooutandoflengthoutlen.Thefunctionwillterminatewhenitreadsalltheitemsoutofthelist(uptoinlen)oritencountersaniteminthelistwithatypeofLTCASN1EOL.ThedatapointerinthelistwouldbethesamepointeryouwouldpasstotherespectiveASN.1encoder(e.g.derencodebitstring())anditissimplypassedonverbatimtothedependentencoder.ThelistcancontainotherSEQUENCEorSETtypeswhichenablesyoutohavenestedSEQUENCEandSETdefinitions.Inthesecasesthedatapointerissimplyapointertoanotherltcasn1list.SEQUENCEDecodingDecodingaSEQUENCEissimilartoencoding.Yousetupanarrayofltcasn1listwhereinthiscasethesizememberisthemaximumsize(incertaincases).FortypessuchasIA5STRING,BITSTRING,OCTETSTRING(etc)thesizefieldisupdatedaftersuccessfuldecodingtoreflecthowmanyunitsoftherespectivetypehasbeenloaded.intder_decode_sequence(constunsignedchar*in,unsignedlonginlen,ltc_asn1_list*list,unsignedlongoutlen);Thiswilldecodeuptooutlenitemsfromtheinputbufferinoflengthinlenoctets.Thefunctionwillstop(gracefully)whenitrunsoutofitemstodecode.Itwillfail(foramongotherreasons)whenitrunsoutofinputbytestoread,adatatypeisinvalidoraheapfailureoccurred.Forthefollowingtypesthesizefieldwillbeupdatedtoreflectthenumberofunitsreadofthegiventype.1.BITSTRING2.OCTETSTRING3.OBJECTIDENTIFIER4.IA5STRING5.PRINTABLESTRINGSEQUENCELengthThelengthofaSEQUENCEcanbedeterminedwiththefollowingfunction.intder_length_sequence(ltc_asn1_list*list,unsignedlonginlen,unsignedlong*outlen);Thiswillgettheencodingsizeforthegivenlistoflengthinlenandstoreitinoutlen.



98www.libtom.orgSEQUENCEMultipleArgumentListsForsmallorsimplesequencesanencodingordecodingcanbeperformedwithoneofthefollowingtwofunctions.intder_encode_sequence_multi(unsignedchar*out,unsignedlong*outlen,...);intder_decode_sequence_multi(constunsignedchar*in,unsignedlonginlen,...);Theseeitherencodeordecode(respectively)aSEQUENCEdatatypewheretheitemsinthesequencearespecifiedafterthelengthparameter.Thelistofitemsarespecifiedasatripleoftheform(type,size,data)wheretypeisanint,sizeisaunsignedlonganddataisvoidpointer.ThelistofitemsmustbeterminatedwithanitemwiththetypeLTCASN1EOL.Itisidealthatyoucastthesizevaluestounsignedlongtoensurethattheproperdatatypeispassedtothefunction.Constantssuchas1withoutacastorprototypeareoftypeintbydefault.AppendingULorpre-pending(unsignedlong)isenoughtocastittothecorrecttype.unsignedcharbuf[MAXBUFSIZE];unsignedlongbuflen;interr;buflen=sizeof(buf);if((err=der_encode_sequence_multi(buf,&buflen,LTC_ASN1_IA5_STRING,5UL,"Hello",LTC_ASN1_IA5_STRING,7UL,"World!",LTC_ASN1_EOL,0UL,NULL))!=CRYPT_OK){//errorhandling}ThisexampleencodesaSEQUENCEwithtwoIA5STRINGtypescontaining“Hello”and“World!”respectively.NotetheusageoftheULmodifieronthesizeparameters.Thisforcesthecompilertopassthenumbersastherequiredunsignedlongtypethatthefunctionexpects.10.1.2SETandSETOFSETandSETOFarerelatedtotheSEQUENCEtypeinthattheycanbeprettymuchbedecodedwiththesamecode.However,theyaredifferent,andtheyshouldbecarefullynoted.TheSETtypeisanunorderedarrayofASN.1typessortedbytheTAG(typeidentifier),whereastheSETOFtypeisanorderedarrayofasingleASN.1objectsortedinascendingorderbytheDERtheirrespectiveencodings.SETEncodingSETsusethesamearraystructureofltcasn1listthattheSEQUENCEfunctionsuse.Theyareencodedwiththefollowingfunction:



10.1ASN.1Formats99intder_encode_set(ltc_asn1_list*list,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);ThiswillencodethelistofASN.1objectsinlistoflengthinlenobjects,andstoretheoutputinoutoflengthoutlenbytes.Thefunctionwillmakeacopyofthelistprovided,andsortitbytheTAG.ObjectswithidenticalTAGsareadditionallysortedontheiroriginalplacementinthearray(tomaketheprocessdeterministic).ThisfunctionwillNOTrecognizeDEFAULTobjects,anditistheresponsibilityofthecallertoremovethemasrequired.SETDecodingTheSETtypecanbedecodedwiththefollowingfunction.intder_decode_set(constunsignedchar*in,unsignedlonginlen,ltc_asn1_list*list,unsignedlongoutlen);ThiswilldecodetheSETspecifiedbylistoflengthoutlenobjectsfromtheinputbufferinoflengthinlenoctets.IthandlesthefactthatSETsarenotstrictlyorderedandwillmakemultiplepasses(asrequired)throughthelisttodecodealltheobjects.SETLengthThelengthofaSETcanbedeterminedbycallingderlengthsequence()sincetheyhavethesameencodinglength.SETOFEncodingASETOFobjectisanarrayofidenticalobjects(e.g.OCTETSTRING)sortedinascendingorderbytheDERencodingoftheobject.Theyareusedtostoreobjectsdeterministicallybasedsolelyontheirencoding.Itusesthesamearraystructureofltcasn1listthattheSEQUENCEfunctionsuse.Theyareencodedwiththefollowingfunction.intder_encode_setof(ltc_asn1_list*list,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);ThiswillencodeaSETOFcontainingthelistofinlenASN.1objectsandstoretheencodingintheoutputbufferoutoflengthoutlen.TheroutinewillfirstencodetheSETOFinanunorderedfashion(inatemporarybuffer)thensortusingtheXQSORTmacroandcopybacktotheoutputbuffer.Thismeansyouneedatleastenoughmemorytokeepanadditionalcopyoftheoutputontheheap.



100www.libtom.orgSETOFDecodingSincethedecodingofaSETOFobjectisunambiguousitcanbedecodedwithderdecodesequence().SETOFLengthLiketheSETtypethederlengthsequence()functioncanbeusedtodeterminethelengthofaSETOFobject.10.1.3ASN.1INTEGERToencodeordecodeINTEGERdatatypesusethefollowingfunctions.intder_encode_integer(void*num,unsignedchar*out,unsignedlong*outlen);intder_decode_integer(constunsignedchar*in,unsignedlonginlen,void*num);intder_length_integer(void*num,unsignedlong*len);ThesewillencodeordecodeasignedINTEGERdatatypeusingthebignumdatatypetostorethelargeINTEGER.Toencodesmallervalueswithoutallocatingabignumtostorethevalue,theshortINTEGERfunctionsweremadeavailable.intder_encode_short_integer(unsignedlongnum,unsignedchar*out,unsignedlong*outlen);intder_decode_short_integer(constunsignedchar*in,unsignedlonginlen,unsignedlong*num);intder_length_short_integer(unsignedlongnum,unsignedlong*outlen);Thesewillencodeordecodeanunsignedunsignedlongtype(onlyreadsupto32–bits).Forvaluesintherange0...232−1theintegerandshortintegerfunctionscanencodeanddecodeeachothersoutputs.10.1.4ASN.1BITSTRINGintder_encode_bit_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,



10.1ASN.1Formats101unsignedlong*outlen);intder_decode_bit_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_length_bit_string(unsignedlongnbits,unsignedlong*outlen);ThesewillencodeordecodeaBITSTRINGdatatype.Thebitsarepassedin(orreadout)usingonecharperbit.Anon–zerovaluewillbeinterpretedasaonebit,andazerovalueazerobit.10.1.5ASN.1OCTETSTRINGintder_encode_octet_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_decode_octet_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_length_octet_string(unsignedlongnoctets,unsignedlong*outlen);ThesewillencodeordecodeanOCTETSTRINGdatatype.Theoctetsarestoredusingoneunsignedchareach.10.1.6ASN.1OBJECTIDENTIFIERintder_encode_object_identifier(unsignedlong*words,unsignedlongnwords,unsignedchar*out,unsignedlong*outlen);intder_decode_object_identifier(constunsignedchar*in,unsignedlonginlen,unsignedlong*words,unsignedlong*outlen);intder_length_object_identifier(unsignedlong*words,unsignedlongnwords,unsignedlong*outlen);



102www.libtom.orgThesewillencodeordecodeanOBJECTIDENTIFIERobject.ThewordsoftheOIDarestoredinindividualunsignedlongelements,andmustbeintherange0...232−1.10.1.7ASN.1IA5STRINGintder_encode_ia5_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_decode_ia5_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_length_ia5_string(constunsignedchar*octets,unsignedlongnoctets,unsignedlong*outlen);ThesewillencodeordecodeanIA5STRING.Thecharactersarereadorstoredinindividualcharelements.Thesefunctionsperformsinternalcharactertonumericalconversionsbasedontheconventionsofthecompilerbeingused.Forinstance,onanx8632machine’A’==65butthesamemaynotbetrueonsayaSPARCmachine.Internally,thesefunctionshaveatableofliteralcharactersandtheirnumericalASCIIvalues.Thisprovidesastableconversionprovidedthatthebuildplatformhonourstherun–timeplatformscharacterconventions.10.1.8ASN.1PRINTABLESTRINGintder_encode_printable_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_decode_printable_string(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_length_printable_string(constunsignedchar*octets,unsignedlongnoctets,unsignedlong*outlen);ThesewillencodeordecodeanPRINTABLESTRING.Thecharactersarereadorstoredinindividualcharelements.Thesefunctionsperformsinternalcharactertonumericalconversionsbasedontheconventionsofthecompilerbeingused.Forinstance,onanx8632machine’A’==65butthesamemaynotbetrueonsayaSPARCmachine.Internally,thesefunctionshaveatableofliteralcharactersandtheirnumericalASCIIvalues.Thisprovidesastableconversionprovidedthatthebuildplatformhonourstherun-timeplatformscharacterconventions.



10.1ASN.1Formats10310.1.9ASN.1UTF8STRINGintder_encode_utf8_string(constwchar_t*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);intder_decode_utf8_string(constunsignedchar*in,unsignedlonginlen,wchar_t*out,unsignedlong*outlen);intder_length_utf8_string(constwchar_t*octets,unsignedlongnoctets,unsignedlong*outlen);ThesewillencodeordecodeanUTF8STRING.Thecharactersarereadorstoredinindividualwchartelements.Thesefunctionperformsnointernalmappingandtreatthecharactersasliterals.Thesefunctionsusethewcharttypewhichisnotuniversallyavailable.Inthosecases,thelibrarywilltypedefittounsignedlong.IfyouintendtousetheISOCfunctionsforworkingwithwide–chararrays,youshouldmakesurethatwcharthasbeendefinedpreviously.10.1.10ASN.1UTCTIMETheUTCTIMEtypeistostoreadateandtimeinASN.1format.Itusesthefollowingstructuretoorganizethetime.typedefstruct{unsignedYY,/*year00--99*/MM,/*month01--12*/DD,/*day01--31*/hh,/*hour00--23*/mm,/*minute00--59*/ss,/*second00--59*/off_dir,/*timezoneoffsetdirection0==+,1==-*/off_hh,/*timezoneoffsethours*/off_mm;/*timezoneoffsetminutes*/}ltc_utctime;Thetimecanbeoffsetplusorminusasetamountofhours(offhh)andminutes(offmm).Whenoffdiriszero,thetimewillbeaddedotherwiseitwillbesubtracted.Forinstance,thearray{5,6,20,22,4,00,0,5,0}representsthecurrenttimeof2005,June20th,22:04:00withatimeoffsetof+05h00.intder_encode_utctime(ltc_utctime*utctime,unsignedchar*out,unsignedlong*outlen);



104www.libtom.orgintder_decode_utctime(constunsignedchar*in,unsignedlong*inlen,ltc_utctime*out);intder_length_utctime(ltc_utctime*utctime,unsignedlong*outlen);TheencoderwillstoretimeinoneofthetwoASN.1formats,eitherYYMMDDhhmmssZorYYMMDDhhmmss±hhmm,andperformminimalerrorcheckingontheinput.ThedecoderwillreadallvalidASN.1formatsandperformrangecheckingonthevalues(notcompletebutrational)usefulforcatchingpacketerrors.Itissuggestedthatdecodeddatabefurtherscrutinized(e.g.daysofmonthinparticular).10.1.11ASN.1CHOICETheCHOICEASN.1typerepresentsaunionofASN.1typesallofwhicharestoredinaltcasn1list.ThereisnoencoderfortheCHOICEtype,onlyadecoder.Thedecoderwillscanthroughtheprovidedlistattemptingtousetheappropriatedecoderontheinputpacket.ThelistcancontainanyASN.1datatype1exceptforotherCHOICEtypes.ThereisnoencoderfortheCHOICEtypeastheactualDERencodingistheencodingofthechosentype.intder_decode_choice(constunsignedchar*in,unsignedlong*inlen,ltc_asn1_list*list,unsignedlongoutlen);Thiswilldecodetheinputintheinfieldoflengthinlen.ItusestheprovidedASN.1listspecifiedinthelistfieldwhichhasoutlenelements.Theinlenfieldwillbeupdatedwiththelengthofthedecodeddatatype,aswellastherespectiveentryinthelistfieldwillhavetheusedflagsettonon–zerotoreflectitwasthedatatypedecoded.10.1.12ASN.1FlexiDecoderTheASN.1flexidecoderallowsthedevelopertodecodearbitraryASN.1DERpackets(providedtheyusedatatypesLibTomCryptsupports)withoutfirstknowingthestructureofthedata.Wherederdecodesequence()requiresthedevelopertospecifythedatatypestodecodeinadvancetheflexidecoderisentirelyfreeform.Theflexidecoderusesthesameltcasn1listbutinsteadofbeingstoredinanarrayitusesthelinkedlistpointersprev,next,parentandchild.Thelistworksasadoubly-linkedliststructurewheredecodeditemsatthesamelevelaresiblings(usingnextandprev)anditemsencodedinaSEQUENCEarestoredasachildelement.WhenaSEQUENCEorSEThasbeenencounteredaSEQUENCE(orSETresp.)itemwillbeaddedasasibling(e.g.list.type==LTCASN1SEQUENCE)andthechildpointerpointstoanewlistofitemscontainedwithintheobject.1ExceptitcannothaveLTCASN1INTEGERandLTCASN1SHORTINTEGERsimultaneously.



10.1ASN.1Formats105intder_decode_sequence_flexi(constunsignedchar*in,unsignedlong*inlen,ltc_asn1_list**out);Thiswilldecodeitemsintheinbufferofmaxinputlengthinlenandstorethenewlycreatedpointertothelistinout.Thisfunctionallocatesallrequiredmemoryforthedecoding.Itstoresthenumberofoctetsreadbackintoinlen.ThefunctionwillterminatewheneitherithitsaninvalidASN.1tag,oritreadsinlenoctets.Anearlyterminationisasofterror,andreturnsnormally.Thedecodedlistoutwillpointtotheveryfirstelementofthelist(e.g.bothparentandprevpointerswillbeNULL).Aninvaliddecodingwillterminatetheprocess,andfreetheallocatedmemoryautomatically.Note:thelistdecodedbythisfunctionisNOTinthecorrectformforderencodesequence()tousedirectly.Youwillhavetofirsthavetoconvertthelistbyfirststoringallofthesiblingsinanarraythenstoringallthechildrenassub-listsofasequenceusingthe.datapointer.CurrentlynofunctioninLibTomCryptprovidesthisability.SampleDecodingSupposewedecodethefollowingstructure:User::=SEQUENCE{NameIA5STRINGLoginTokenSEQUENCE{passwdHashOCTETSTRINGpubkeyECCPublicKey}LastOnUTCTIME}andwedecodeditwiththefollowingcode:unsignedcharinbuf[MAXSIZE];unsignedlonginbuflen;ltc_asn1_list*list;interr;/*somehowfillinbuf/inbuflen*/if((err=der_decode_sequence_flexi(inbuf,inbuflen,&list))!=CRYPT_OK){printf("Errordecoding:%s\n",error_to_string(err));exit(EXIT_FAILURE);}AtthispointlistwouldpointtotheSEQUENCEidentifiedbyUser.Itwouldhavenosibblings(prevornext),andonlyachildnode.WalkingtothechildnodewiththefollowingcodewillbringustotheNameportionoftheSEQUENCE:list=list->child;NowlistpointstotheNamemember(withthetagIA5STRING).Thedata,size,andtypemembersoflistshouldreflectthatofanIA5STRING.ThesibblingwillnowbetheLoginTokenSEQUENCE.ThesibblinghasachildnodewhichpointstothepasswdHashOCTETSTRING.Wecanwalktothisnodewiththefollowingcode:



106www.libtom.org/*listalreadypointingto’Name’*/list=list->next->child;Atthispoint,listwillpointtothepasswdHashmemberoftheinnermostSEQUENCE.Thisnodehasasibbling,thepubkeymemberoftheSEQUENCE.TheLastOnmemberoftheSEQUENCEisasibblingoftheLoginTokennode,ifwewantedtowalktherewewouldhavetogoupandovervia:list=list->parent->next;Atthispoint,wearepointingtothelastnodeofthelist.ListsareterminatedinalldirectionsbyaNULLpointer.Allnodesaredoublylinkedsothatyoucanwalkupanddownthenodeswithoutkeepingpointerslyingaround.Free’ingaFlexiListTofreethelistusethefollowingfunction.voidder_sequence_free(ltc_asn1_list*in);Thiswillfreeallofthememoryallocatedbyderdecodesequenceflexi().10.2PasswordBasedCryptography10.2.1PKCS#5InordertosecurelyhandleuserpasswordsforthepurposesofcreatingsessionkeysandchainingIVsthePKCS#5wasdrafted.PKCS#5ismadeupoftwoalgorithms,AlgorithmOneandAlgorithmTwo.AlgorithmOneistheolderfairlylimitedalgorithmwhichhasbeenimplementedforcompleteness.AlgorithmTwoisabitmoremodernandmoreflexibletoworkwith.10.2.2AlgorithmOneAlgorithmOneacceptsasinputapassword,an8–bytesalt,andaniterationcounter.Theiterationcounterismeanttoactasdelayforpeopletryingtobruteforceguessthepassword.Thehighertheiterationcounterthelongerthedelay.Thisalgorithmalsorequiresahashalgorithmandproducesanoutputnolongerthantheoutputofthehash.intpkcs_5_alg1(constunsignedchar*password,unsignedlongpassword_len,constunsignedchar*salt,intiteration_count,inthash_idx,unsignedchar*out,unsignedlong*outlen)Wherepasswordistheuser’spassword.Sincethealgorithmallowsbinarypasswordsyoumustalsospecifythelengthinpasswordlen.Thesaltisafixedsize8–bytearraywhichshouldberandom



10.2PasswordBasedCryptography107foreachuserandsession.Theiterationcountisthedelaydesiredonthepassword.Thehashidxistheindexofthehashyouwishtouseinthedescriptortable.Theoutputoflengthuptooutlenisstoredinout.Ifoutlenisinitiallylargerthanthesizeofthehashfunctionsoutputitissettothenumberofbytesstored.Ifitissmallerthannotallofthehashoutputisstoredinout.10.2.3AlgorithmTwoAlgorithmTwoistherecommendedalgorithmforthistask.Itallowsvariablelengthsalts,andcanproduceoutputslargerthanthehashfunctionsoutput.Assuch,itcaneasilybeusedtoderivesessionkeysforciphersandMACsaswellinitialvectorsasrequiredfromasinglepasswordandinvocationofthisalgorithm.intpkcs_5_alg2(constunsignedchar*password,unsignedlongpassword_len,constunsignedchar*salt,unsignedlongsalt_len,intiteration_count,inthash_idx,unsignedchar*out,unsignedlong*outlen)Wherepasswordistheuserspassword.Sincethealgorithmallowsbinarypasswordsyoumustalsospecifythelengthinpasswordlen.Thesaltisanarrayofsizesaltlen.Itshouldberandomforeachuserandsession.Theiterationcountisthedelaydesiredonthepassword.Thehashidxistheindexofthehashyouwishtouseinthedescriptortable.Theoutputoflengthuptooutlenisstoredinout./*demotoshowhowtomakesessionstatematerial*fromapassword*/#include<tomcrypt.h>intmain(void){unsignedcharpassword[100],salt[100],cipher_key[16],cipher_iv[16],mac_key[16],outbuf[48];interr,hash_idx;unsignedlongoutlen,password_len,salt_len;/*registerhashandgetit’sidx....*//*getuserspasswordandmakeupasalt...*//*createthematerial(100iterationsinalgorithm)*/outlen=sizeof(outbuf);if((err=pkcs_5_alg2(password,password_len,salt,salt_len,100,hash_idx,outbuf,



108www.libtom.org&outlen))!=CRYPT_OK){/*errorhandle*/}/*nowextractit*/memcpy(cipher_key,outbuf,16);memcpy(cipher_iv,outbuf+16,16);memcpy(mac_key,outbuf+32,16);/*usematerial(recalltostorethesaltintheoutput)*/}



Chapter11Miscellaneous11.1Base64EncodingandDecodingThelibraryprovidesfunctionstoencodeanddecodeaRFC1521base–64codingscheme.Thecharactersusedinthemappingsare:ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/Thosecharactersaresupportedinthe7-bitASCIImap,whichmeanstheycanbeusedfortransportovercommone-mail,usenetandHTTPmediums.TheformatofanencodedstreamisjustaliteralsequenceofASCIIcharacterswhereagroupoffourrepresent24-bitsofinput.Thefirstfourcharsoftheencodersoutputisthelengthoftheoriginalinput.Afterthefirstfourcharactersistherestofthemessage.Often,itisdesirabletolinewraptheoutputtofitnicelyinane-mailorusenetposting.Thedecoderallowsyoutoputanycharacter(thatisnotintheabovesequence)inbetweenanycharacteroftheencodersoutput.Youmaynothowever,breakupthefirstfourcharacters.Toencodeabinarystringinbase64call:intbase64_encode(constunsignedchar*in,unsignedlonglen,unsignedchar*out,unsignedlong*outlen);WhereinisthebinarystringandoutiswheretheASCIIoutputisplaced.Youmustsetthevalueofoutlenpriortocallingthisfunctionanditsetsthelengthofthebase64outputinoutlenwhenitisdone.Todecodeabase64stringcall:intbase64_decode(constunsignedchar*in,unsignedlonglen,unsignedchar*out,unsignedlong*outlen);109



110www.libtom.org11.2PrimalityTestingThelibraryincludesprimalitytestingandrandomprimefunctionsaswell.Theprimalitytesterwillperformthetestintwophases.Firstitwillperformtrialdivisionbythefirstfewprimes.SeconditwillperformeightroundsoftheRabin-Millerprimalitytestingalgorithm.Ifthecandidatepassesbothphasesitisdeclaredprimeotherwiseitisdeclaredcomposite.Noprimenumberwillfailthetwophasesbutcompositescan.EachroundoftheRabin-Milleralgorithmreducestheprobabilityofapseudo-primeby14thereforeaftersixteenroundstheprobabilityisnomorethan(14)8=2−16.Inpracticetheprobabilityoferrorisinfactmuchlowerthanthat.WhenmakingrandomprimesthetrialdivisionstepisinfactanoptimizedimplementationofImplementationofFastRSAKeyGenerationonSmartCards1.Inessenceatableofmachine-wordsizedresiduesarekeptofacandidatemoduloasetofprimes.Whenthecandidateisrejectedandultimatelyincrementedtotestthenextnumbertheresiduesareupdatedwithoutusingmulti-wordprecisionmathoperations.Asaresulttheroutinecanscanaheadtothenextnumberrequiredfortestingwithverylittleworkinvolved.Intheeventthatacompositedidmakeitthroughitwouldmostlikelycausethethealgorithmtryingtouseittofail.Forinstance,inRSAtwoprimespandqarerequired.Theorderofthemultiplicativesub-group(modulopq)isgivenasϕ(pq)or(p−1)(q−1).Thedecryptionexponentdisfoundasde≡1(modϕ(pq)).Ifeitherporqiscompositethevalueofdwillbeincorrectandtheuserwillnotbeabletosignordecryptmessagesatall.Supposepwasprimeandqwascompositethisisjustavariationofthemulti-primeRSA.Supposeq=rsfortwoprimesrandsthenϕ(pq)=(p−1)(r−1)(s−1)whichclearlyisnotequalto(p−1)(rs−1).ThesearenottechnicallypartoftheLibTomMathlibrarybutthisisthebestplacetodocumentthem.Totestifampintisprimecall:intis_prime(mp_int*N,int*result);Thisputsaoneinresultifthenumberisprobablyprime,otherwiseitplacesazeroinit.Itisassumedthatifitreturnsanerrorthatthevalueinresultisundefined.Tomakearandomprimecall:intrand_prime(mp_int*N,unsignedlonglen,prng_state*prng,intwprng);Wherelenisthesizeoftheprimeinbytes(2≤len≤256).Youcansetlentothenegativesizeyouwanttogetaprimeoftheformp≡3(mod4).Soifyouwanta1024-bitprimeofthissortpasslen=-128tothefunction.UponsuccessitwillreturnCRYPTOKandNwillcontainanintegerwhichisverylikelyprime.1ChenghuaiLu,AndreL.M.dosSantosandFranciscoR.Pimentel



Chapter12ProgrammingGuidelines12.1SecurePseudoRandomNumberGeneratorsProbablythesinglemostvulnerablepointofanycryptosystemisthePRNG.Withoutone,gen-eratingandprotectingsecretswouldbeimpossible.Therequirementthatonebesetupcorrectlyisvitallyimportant,andtoaddressthispointthelibrarydoesprovidetwoRNGsourcesthatwilladdressthelargestamountofendusersaspossible.ThesprngPRNGprovidesaneasytoaccesssourceofentropyforanyapplicationonaUNIX(andthelike)orWindowscomputer.However,whentheenduserisnotononeoftheseplatforms,theapplicationdevelopermustaddresstheissueoffindingentropy.Thismanualisnotdesignedtobeatextoncryptography.Iwouldjustliketohighlightthatwhenyoudesignacryptosystemmakesurethefirstproblemyousolveisgettingafreshsourceofentropy.12.2PreventingTrivialErrorsTwosimplewaystopreventtrivialerrorsistopreventoverflows,andtocheckthereturnvalues.Allofthefunctionswhichoutputvariablelengthstringswillrequireyoutopassthelengthofthedestination.Ifthesizeofyouroutputbufferissmallerthantheoutputitwillreportanerror.Therefore,makesurethesizeyoupassiscorrect!Also,virtuallyallofthefunctionsreturnanerrorcodeorCRYPTOK.Youshoulddetectallerrors,assimpletyposcancausealgorithmstofailtoworkasdesired.12.3RegisteringYourAlgorithmsToavoidlinkingandotherrun–timeerrorsitisimportanttoregistertheciphers,hashesandPRNGsyouintendtousebeforeyoutrytousethem.Thisincludesanyfunctionwhichwoulduseanalgorithmindirectlythroughadescriptortable.Aneatbonustotheregistrysystemisthatyoucanaddexternalalgorithmsthatarenotpartofthelibrarywithouthavingtohackthelibrary.Forexample,supposeyouhaveahardwarespecificPRNGonyoursystem.Youcouldeasilywritethefewfunctionsrequiredplusadescriptor.After111



112www.libtom.orgregisteringyourPRNG,allofthelibraryfunctionsthatneedaPRNGcaninstantlytakeadvantageofit.Thesameappliesforciphers,hashes,andbignummathroutines.12.4KeySizes12.4.1SymmetricCiphersForsymmetricciphers,useaslargeasofakeyaspossible.Forthemostpartbitsarecheapsousinga256–bitkeyisnotahardthingtodo.Asagoodruleofthumbdonotuseakeysmallerthan128bits.12.4.2AsymmetricCiphersThefollowingchartgivestheworkfactorforsolvingaDH/RSApublickeyusingtheNFS.Theworkfactorforakeyofordernisestimatedtobee1.923·ln(n)13·ln(ln(n))23(12.1)Notethatnisnotthebit-lengthbutthemagnitude.Forexample,fora1024-bitkeyn=21024.Theworkrequiredis:RSA/DHKeySize(bits)WorkFactor(log2)51263.9276876.50102486.761536103.372048116.882560128.473072138.734096156.49Figure12.1:RSA/DHKeyStrengthTheworkfactorforECCkeysismuchhighersincethebestattackisstillfullyexponential.Givenakeyofmagnitudenitrequires√nwork.Thefollowingtablesummarizestheworkrequired:Usingtheabovetablesthefollowingsuggestionsforkeysizesseemsappropriate:SecurityGoalRSA/DHKeySize(bits)ECCKeySize(bits)Nearterm1024160Shortterm1536192LongTerm2560384



12.5ThreadSafety113ECCKeySize(bits)WorkFactor(log2)11256128641608019296224112256128384192521260.5Figure12.2:ECCKeyStrength12.5ThreadSafetyThelibraryisnotfullythreadsafebutseveralsimpleprecautionscanbetakentoavoidanyproblems.Theregistryfunctionssuchasregistercipher()arenotthreadsafenomatterwhatyoudo.Itisbesttocallthemfromyourprogramsinitializationcodebeforethreadsareinitiated.Therestofthecodeusesstatevariablesyoumustpassitsuchashashstate,hmacstate,etc.Thismeansthatifeachthreadhasitsownstatevariablesthentheywillnotaffecteachother,andarefullythreadsafe.Thisisfairlysimplewithsymmetricciphersandhashes.TheonlystickyissueisasharedPRNGwhichcanbealleviatedwiththecarefuluseofmutexdevices.DefiningLTCPTHREADforinstance,enablespthreadsbasedmutexlockinginvari-ousroutinessuchastheYarrowandFortunaPRNGs,thefixedpointECCmultiplier,andotherroutines.
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Chapter13ConfiguringandBuildingtheLibrary13.1IntroductionThelibraryisfairlyflexibleabouthowitcanbebuilt,used,andgenerallydistributed.Additionsarebeingmadewitheachnewreleasethatwillmakethelibraryevenmoreflexible.Eachoftheclassesoffunctionscanbedisabledduringthebuildprocesstomakeasmallerlibrary.Thisisparticularlyusefulforsharedlibraries.Asofv1.06ofthelibrary,thebuildprocesshasbeenmovedtotwostepsforthetypicalLibTom-Cryptapplication.ThisisbecauseLibTomCryptnolongerprovidesamathAPIonitsownandreliesonthirdpartylibraries(suchasLibTomMath,GnuMP,orTomsFastMath).Thebuildprocessnowconsistsofinstallingamathlibraryfirst,andthenbuildingandinstallingLibTomCryptwithamathlibraryconfigured.NotethatLibTomCryptcanbebuiltwithnointernalmathdescriptors.Thismeansthatonemustbeprovidedateitherbuild,orruntimefortheapplication.LibTomCryptcomeswiththreemathdescriptorsthatprovideastandardinterfacetomathlibraries.13.2MakefilevariablesAllGNUdrivenmakefiles(includingthemakefileforICC)useasetofcommonvariablestocontrolthebuildandinstallprocess.Mostofthesettingscanbeoverwrittenfromthecommandlinewhichmakescustominstallationabreeze.13.2.1MAKE,CCandARTheMAKE,CCandARflagscanallbeoverwritten.Theydefaulttomake,$CCand$ARrespectively.ChangingMAKEallowsyoutochangewhatprogramwillbeinvokedtohandlesub–directories.Forexample,thisMAKE=gmakegmakeinstall115



116www.libtom.orgwillbuildandinstallthelibrarieswiththegmaketool.Similarly,CC=arm-gccAR=arm-armakewillbuildthelibraryusingarm–gccasthecompilerandarm–arasthearchiver.13.2.2IGNORESPEEDWhenIGNORESPEEDhasbeendefinedthedefaultoptimizationflagsforCFLAGSwillbedisabledwhichallowsthedevelopertospecifynewCFLAGSonthecommandline.E.g.toadddebuggingCFLAGS="-g3"makeIGNORE_SPEED=1Thiswillturnoffoptimizationsandadd-g3totheCFLAGSwhichenablesdebugging.13.2.3LIBNAMEandLIBNAMESLIBNAMEisthenameoftheoutputlibrary(archive)tocreate.Itdefaultstolibtomcrypt.aforstaticbuildsandlibtomcrypt.laforshared.TheLIBNAMESvariableisthestaticnamewhiledoingsharedbuilds.Ideallytheyshouldhavethesameprefixbutdon’thaveto.SimilarlyLIBTESTandLIBTESTSarethenamesfortheprofilingandtestinglibrary.Thedefaultislibtomcryptprof.aforstaticandlibtomcryptprof.laforshared.13.2.4InstallationDirectoriesDESTDIRistheprefixfortheinstallationdirectories.Itdefaultstoanemptystring.LIBPATHistheprefixforthelibrarydirectorywhichdefaultsto/usr/lib.INCPATHistheprefixfortheheaderfiledirectorywhichdefaultsto/usr/include.DATADIRistheprefixforthedata(documentation)directorywhichdefaultsto/usr/share/doc/libtomcrypt/pdf.AllfourcanbeusedtocreatecustominstalllocationsdependingonthenatureoftheOSandfilesysteminuse.makeLIBPATH=/home/tom/project/libINCPATH=/home/tom/project/include\DATAPATH=/home/tom/project/docsinstallThiswillbuildthelibraryandinstallittothedirectoriesunder/home/tom/project/.e.g./home/tom/project/:total1drwxr-xr-x2tomusers80Jul3016:02docsdrwxr-xr-x2tomusers528Jul3016:02includedrwxr-xr-x2tomusers80Jul3016:02lib/home/tom/project/docs:total452-rwxr-xr-x1tomusers459009Jul3016:02crypt.pdf/home/tom/project/include:



13.3Extralibraries117total132-rwxr-xr-x1tomusers2482Jul3016:02tomcrypt.h-rwxr-xr-x1tomusers702Jul3016:02tomcrypt_argchk.h-rwxr-xr-x1tomusers2945Jul3016:02tomcrypt_cfg.h-rwxr-xr-x1tomusers22763Jul3016:02tomcrypt_cipher.h-rwxr-xr-x1tomusers5174Jul3016:02tomcrypt_custom.h-rwxr-xr-x1tomusers11314Jul3016:02tomcrypt_hash.h-rwxr-xr-x1tomusers11571Jul3016:02tomcrypt_mac.h-rwxr-xr-x1tomusers13614Jul3016:02tomcrypt_macros.h-rwxr-xr-x1tomusers14714Jul3016:02tomcrypt_math.h-rwxr-xr-x1tomusers632Jul3016:02tomcrypt_misc.h-rwxr-xr-x1tomusers10934Jul3016:02tomcrypt_pk.h-rwxr-xr-x1tomusers2634Jul3016:02tomcrypt_pkcs.h-rwxr-xr-x1tomusers7067Jul3016:02tomcrypt_prng.h-rwxr-xr-x1tomusers1467Jul3016:02tomcrypt_test.h/home/tom/project/lib:total1073-rwxr-xr-x1tomusers1096284Jul3016:02libtomcrypt.a13.3ExtralibrariesEXTRALIBSspecifiesanyextralibrariesrequiredtolinkthetestprogramsandsharedlibraries.TheyarespecifiedinthenotationthatGCCexpectsforglobalarchives.CFLAGS="-DTFM_DESC-DUSE_TFM"EXTRALIBS=-ltfmmakeinstall\testtimingThiswillinstallthelibraryusingtheTomsFastMathlibraryandlinkthelibtfm.alibraryoutofthedefaultlibrarysearchpath.Thetwodefinesareexplainedbelow.Youcanspecifymul-tiplearchives(sayifyouwanttosupporttwomathlibraries,oraddonadditionalcode)totheEXTRALIBSvariablebyseparatingthembyaspace.NotethatEXTRALIBSisnotrequiredifyouareonlymakingandinstallingthestaticlibrarybutnoneofthetestprograms.13.4BuildingaStaticLibraryBuildingastaticlibraryisfairlytrivialasitonlyrequiresoneinvocationoftheGNUmakecom-mand.CFLAGS="-DTFM_DESC"makeinstallThatwillbuildLibTomCrypt(includingtheTomsFastMathdescriptor),andinstallitinthedefaultlocationsindicatedpreviously.Youcanenablethebuilt–inLibTomMathdescriptoraswell(orinplaceoftheTomsFastMathdescriptor).Similarly,youcanbuildthelibrarywithnobuilt–inmathdescriptors.makeinstall



118www.libtom.orgInthiscase,nomathdescriptorsarepresentinthelibraryandtheywillhavetobemadeavailableatbuildorruntimebeforeyoucanuseanyofthepublickeyfunctions.Notethatevenifyouincludethebuilt–indescriptorsyoumustlinkagainstthesourcelibraryaswell.gcc-DTFM_DESCmyprogram.c-ltomcrypt-ltfm-omyprogramThiswillcompilemyprogramandlinkitagainsttheLibTomCryptlibraryaswellasToms-FastMath(whichmusthavebeenpreviouslyinstalled).NotethatwedefineTFMDESCforcompilation.ThisissothattheTFMdescriptorsymbolwillbedefinedfortheclientapplicationtomakeuseofwithoutgivingwarnings.13.5BuildingaSharedLibraryLibTomCryptcanalsobebuiltasasharedlibrarythroughthemakefile.sharedmakescript.ItissimilartouseasthestaticscriptexceptthatyoumustspecifytheEXTRALIBSvariableatinstalltime.CFLAGS="-DTFM_DESC"EXTRALIBS=-ltfmmake-fmakefile.sharedinstallThiswillbuildandinstallthelibraryandlinkthesharedobjectagainsttheTomsFastMathlibrary(whichmustbeinstalledasasharedobjectaswell).Thesharedbuildprocessrequireslibtooltobeinstalled.13.6HeaderConfigurationThefiletomcryptcfg.hiswhatletsyoucontrolvarioushighlevelmacroswhichcontrolthebehaviourofthelibrary.Buildoptionsarealsostoredintomcryptcustom.hwhichallowtheenablinganddisablingofvariousalgorithms.ARGTYPEThisletsyoucontrolhowtheLTCARGCHKmacrowillbehave.ThemacroisusedtocheckpointersinsidethefunctionsagainstNULL.TherearefoursettingsforARGTYPE.Whensetto0,itwillhavethedefaultbehaviourofprintingamessagetostderrandraisingaSIGABRTsignal.ThisisprovidedsoallplatformsthatuseLibTomCryptcanhaveanerrorthatfunctionssimilarly.Whensetto1,itwillsimplypassontotheassert()macro.Whensetto2,themacrowilldisplaytheerrortostderrthenreturnexecutiontothecaller.Thiscouldleadtoasegmentationfault(e.g.whenapointerisNULL)butisusefulifyouhandlesignalsonyourown.Whensetto3,itwillresolvetoaemptymacroandnoerrorcheckingwillbeperformed.Finally,whensetto4,itwillreturnCRYPTINVALIDARGtothecaller.EndianessTherearefivemacrosrelatedtoendianessissues.Forlittleendianplatformsdefine,ENDIANLITTLE.ForbigendianplatformsdefineENDIANBIG.Similarlywhenthedefaultwordsizeofanun-signedlongis32-bitsdefineENDIAN32BITWORDordefineENDIAN64BITWORDwhen



13.7TheConfigureScript119its64-bits.IfyoudonotdefineanyofthemthelibrarywillautomaticallyuseENDIANNEUTRALwhichwillworkonallplatforms.CurrentlyLibTomCryptwilldetectx86-32,x86-64,MIPSR5900,SPARCandSPARC64runningGCCaswellasx86-32runningMSVC.13.7TheConfigureScriptTherearealsooptionsyoucanspecifyfromthetomcryptcustom.hheaderfile.13.7.1XmemoryroutinesAtthetopoftomcryptcustom.hareaseriesofmacrosdenotedasXMALLOC,XCALLOC,XRE-ALLOC,XFREE,andsoon.TheyresolvetothenameoftherespectivefunctionsfromthestandardClibrarybydefault.Thisletsyousubstituteinyourownmemoryroutines.IfyousubstituteinyourownfunctionstheymustbehavelikethestandardClibraryfunctionsintermsofwhattheyexpectasinputandoutput.ThesemacrosarehandyforworkingwithplatformswhichdonothaveastandardClibrary.Forinstance,theOLPC1bioscodeusesthesemacrostoredirecttoverycompactheapandstringoperations.13.7.2XclockroutinesThernggetbytes()functioncancallafunctionthatrequirestheclock()function.Thesemacrosletyouoverridethedefaultclock()usedwithareplacement.BydefaultthestandardClibraryclock()functionisused.13.7.3LTCNOFILEDuringthebuildifLTCNOFILEisdefinedthenanyfunctioninthelibrarythatusesfileI/OwillnotcallthefileI/OfunctionsandinsteadsimplyreturnCRYPTNOP.ThisshouldhelpresolveanylinkererrorsstemmingfromalackoffileI/Oonembeddedplatforms.13.7.4LTCCLEANSTACKWhenthisfunctionsisdefinedthefunctionsthatstorekeymaterialonthestackwillcleanupafterwards.Assumesthatyouhavenomemorypagingwiththestack.13.7.5LTCTESTWhenthishasbeendefinedthevariousself–testfunctions(forciphers,hashes,prngs,etc)areincludedinthebuild.Thisisthedefaultconfiguration.IfLTCNOTESThasbeendefined,thetestingroutineswillbecompactedandonlyreturnCRYPTNOP.1Seehttp://dev.laptop.org/git?p=bios-crypto;a=summary



120www.libtom.org13.7.6LTCNOFASTWhenthishasbeendefinedthelibrarywillnotusefasterwordorientedoperations.Bydefault,theyareonlyenabledforplatformswhichcanbeauto-detected.Thismacroensuresthattheyareneverenabled.13.7.7LTCFASTThismode(auto-detectedwithx8632,x8664platformswithGCCorMSVC)configuresvariousroutinessuchasctrencrypt()orcbcencrypt()thatitcansafelyXORmultipleoctetsinonestepbyusingalargerdatatype.Thishasthebenefitofcuttingdowntheoverheadoftherespectivefunctions.Thismodedoeshaveonedownside.Itcancauseunalignedreadsfrommemoryifyouarenotcarefulwiththefunctions.Thisiswhyithasbeenenabledbydefaultonlyforthex86classofprocessorswhereunalignedaccessesareallowed.TechnicallyLTCFASTisnotportablesinceunalignedaccessesarenotcoveredbytheISOCspecifications.Inpracticehowever,youcanuseitonprettymuchanyplatform(evenMIPS)withcare.Bydesignthefastmodefunctionswon’tgetunalignedontheirown.Forinstance,ifyoucallctrencrypt()rightaftercallingctrstart()andalltheinputsyougavearealignedthanctrencrypt()willperformalignedmemoryoperationsonly.However,ifyoucallctrencrypt()withanoddamountofplaintextthencallitagaintheCTRpad(theIV)willbepartiallyused.Thiswillcausethectrroutinetofirstuseuptheremainingpadbytes.ThenifthereareenoughplaintextbytesleftitwillusewholewordXORoperations.Theseoperationswillbeunaligned.Thesimplestprecautionistomakesureyouprocessalldatainpoweroftwoblocksandhandleremainderattheend.e.g.IfyouareCTR’ingalongstreamprocessitinblocksof(say)fourkilobytesandhandleanyremainingincompleteblocksattheendofthestream.IfyoudoplanonusingtheLTCFASTmodeyouhavetoalsodefineaLTCFASTTYPEmacrowhichresolvestoanoptimalsizeddatatypeyoucanperformintegeroperationswith.Ideallyitshouldbefouroreightbytessinceitmustproperlydividethesizeofyourblockcipher(e.g.16bytesforAES).Thismeanssadlyifyou’reonaplatformwith57–bitwords(orsomething)youcan’tusethismode.Sosad.13.7.8LTCNOASMWhenthishasbeendefinedthelibrarywillnotuseanyinlineassembler.OnlyafewplatformssupportassemblerinlinesbutvariousversionsofICCandGCCcannothandlealloftheassemblerfunctions.13.7.9SymmetricCiphers,One-wayHashes,PRNGSandPublicKeyFunctionsThereareaplethoraofmacrosfortheciphers,hashes,PRNGsandpublickeyfunctionswhicharefairlyself-explanatory.Whentheyaredefinedthefunctionalityisincludedotherwiseitisnot.Therearesomedependencyissueswhicharenotedinthefile.Forinstance,YarrowrequiresCTRchainingmode,ablockcipherandahashfunction.Alsoseetechnicalnotenumberfiveformoredetails.



13.7TheConfigureScript12113.7.10LTCEASYWhendefinedthelibraryisconfiguredtobuildfeweralgorithmsandmodes.MostlyitstickstoNISTandANSIapprovedalgorithms.Seetheheaderfiletomcryptcustom.hformoredetails.Itismeanttoprovideliterallyaneasymethodoftrimmingthelibrarybuildtothemostminimumofusefulfunctionality.13.7.11TWOFISHSMALLandTWOFISHTABLESTwofishisa128-bitsymmetricblockcipherthatisprovidedwithinthelibrary.Thecipheritselfisflexibleenoughtoallowsometrade-offsintheimplementation.WhenTWOFISHSMALLisdefinedthescheduledsymmetrickeyforTwofishrequiresonly200bytesofmemory.Thisisachievedbynotpre-computingthesubstitutionboxes.Havingthisdefinedwillalsogreatlyslowdownthecipher.WhenthismacroisnotdefinedTwofishwillpre-computethetablesatacostof4KBofmemory.Thecipherwillbemuchfasterasaresult.WhenTWOFISHTABLESisdefinedthecipherwillusepre-computed(andfixedincode)tablesrequiredtowork.ThisisusefulwhenTWOFISHSMALLisdefinedasthetablevaluesarecomputedonthefly.Whenthisisdefinedthecodesizewillincreasebyapproximately500bytes.IfthisisdefinedbutTWOFISHSMALLisnotthecipherwillstillworkbutitwillnotspeeduptheencryptionordecryptionfunctions.13.7.12GCMTABLESWhendefinedGCMwillusea64KBtable(perGCMstate)whichwillgreatlyspeeduptheper–packetlatency.Italsoincreasestheinitializationtimeandisnotsuitablewhenyouaregoingtouseakeyafewtimesonly.13.7.13GCMTABLESSSE2WhendefinedGCMwillusetheSSE2instructionstoperformtheGF(2x)multiplyusing16128–bitXORoperations.ItshavesafewcyclesperbyteofGCMoutputonboththeAMD64andIntelPentium4platforms.RequiresGCCandanSSE2equippedplatform.13.7.14LTCSMALLCODEWhenthisisdefinedsomeofthecodesuchastheRijndaelandSAFER+ciphersarereplacedwithsmallercodevariants.Thesevariantsareslowerbutcansavequiteabitofcodespace.13.7.15LTCPTHREADWhenthisisactivatedallofthedescriptortablefunctionswillusepthreadlockingtoensurethreadsafeupdatestothetables.Notethatitdoesn’tpreventathreadthatispassivelyusingatablefrombeingmessedupbyanotherthreadthatupdatesthetable.Generallytheruleofthumbistosetupthetablesonceatstartupandthenleavethembe.Thisaddedbuildflagsimplymakesupdatingthetablessafer.



122www.libtom.org13.7.16LTCECCTIMINGRESISTANTWhenthishasbeendefinedtheECCpointmultiplier(built–intothelibrary)willuseatimingresistantpointmultiplicationalgorithmwhichpreventsleakingkeybitsoftheprivatekey(scalar).Itisasloweralgorithmbutusefulforsituationswheretimingsidechannelsposeasignificantthreat.13.7.17MathDescriptorsThelibrarycomeswiththreemathdescriptorsthatallowyoutointerfacethepublickeycryptogra-phyAPItofreelyavailablemathlibraries.WhenGMPDESC,LTMDESC,orTFMDESCaredefineddescriptorsfortherespectivelibraryarebuiltandincludedinthelibraryasgmpdesc,ltmdesc,ortfmdescrespectively.InthetestdemosthatusethelibrariestheadditionalflagsUSEGMP,USELTM,andUSETFMcanbedefinedtotelltheprogramwhichlibrarytouse.OnlyoneoftheUSEflagscanbedefinedatonce.CFLAGS="-DGMP_DESC-DLTM_DESC-DTFM_DESC-DUSE_TFM"\EXTRALIBS="-lgmp-ltommath-ltfm"make-fmakefile.sharedinstalltimingThatwillbuildandinstallthelibrarywithalldescriptors(andlinkagainstall),butonlyuseTomsFastMathinthetimingdemo.



Chapter14Optimizations14.1IntroductionTheentireAPIwasdesignedwithplugandplayinmindatthelowlevel.Thatisyoucanswapoutanycipher,hash,PRNGorbignumlibraryandthedependentAPIwillnotrequireupdating.Thishasthenicebenefitthatonecanaddciphers(etc.)nothavetore–writeportionsoftheAPI.Forthemostpart,LibTomCrypthasalsobeenwrittentobehighlyportableandeasytobuildoutoftheboxonprettymuchanyplatform.Assuchtherearenoassemblerinlinesthroughoutthecode,Imakenoassumptionsabouttheplatform,etc...Thatworkswellformostcasesbuttherearetimeswhereperformanceisoftheessence.ThisAPIallowsoptimizedroutinestobedroppedin–placeoftheexistingportableroutines.Forinstance,handoptimizedassemblerversionsofAEScouldbeprovided.Anyexistingfunctionthatusestheciphercouldautomaticallyusetheoptimizedcodewithoutre–writing.Thisalsopavesthewayforhardwaredriversthatcanaccesshardwareacceleratedcryptographicdevices.Attheheartofthisflexibilityisthedescriptorsystem.AdescriptorisessentiallyjustaCstructwhichdescribesthealgorithmandprovidespointerstofunctionsthatdotherequiredwork.Foragivenclassofoperation(e.g.cipher,hash,prng,bignum)thefunctionsofadescriptorhaveidenticalprototypeswhichmakesdevelopmentsimple.InmostdependentroutinesallanenddeveloperhastodoisregisterXXX()thedescriptorandtheyareset.14.2CiphersTheciphersinLibTomCryptareaccessedthroughtheltccipherdescriptorstructure.structltc_cipher_descriptor{/**nameofcipher*/char*name;/**internalID*/unsignedcharID;/**minkeysize(octets)*/intmin_key_length,123



124www.libtom.org/**maxkeysize(octets)*/max_key_length,/**blocksize(octets)*/block_length,/**defaultnumberofrounds*/default_rounds;/**Setupthecipher@paramkeyTheinputsymmetrickey@paramkeylenThelengthoftheinputkey(octets)@paramnum_roundsTherequestednumberofrounds(0==default)@paramskey[out]Thedestinationofthescheduledkey@returnCRYPT_OKifsuccessful*/int(*setup)(constunsignedchar*key,intkeylen,intnum_rounds,symmetric_key*skey);/**Encryptablock@paramptTheplaintext@paramct[out]Theciphertext@paramskeyThescheduledkey@returnCRYPT_OKifsuccessful*/int(*ecb_encrypt)(constunsignedchar*pt,unsignedchar*ct,symmetric_key*skey);/**Decryptablock@paramctTheciphertext@parampt[out]Theplaintext@paramskeyThescheduledkey@returnCRYPT_OKifsuccessful*/int(*ecb_decrypt)(constunsignedchar*ct,unsignedchar*pt,symmetric_key*skey);/**Testtheblockcipher@returnCRYPT_OKifsuccessful,CRYPT_NOPifself-testinghasbeendisabled*/int(*test)(void);/**Terminatethecontext@paramskeyThescheduledkey



14.2Ciphers125*/void(*done)(symmetric_key*skey);/**Determineakeysize@paramkeysize[in/out]ThesizeofthekeydesiredThesuggestedsize@returnCRYPT_OKifsuccessful*/int(*keysize)(int*keysize);/**Accelerators**//**AcceleratedECBencryption@paramptPlaintext@paramctCiphertext@paramblocksThenumberofcompleteblockstoprocess@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_ecb_encrypt)(constunsignedchar*pt,unsignedchar*ct,unsignedlongblocks,symmetric_key*skey);/**AcceleratedECBdecryption@paramptPlaintext@paramctCiphertext@paramblocksThenumberofcompleteblockstoprocess@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_ecb_decrypt)(constunsignedchar*ct,unsignedchar*pt,unsignedlongblocks,symmetric_key*skey);/**AcceleratedCBCencryption@paramptPlaintext@paramctCiphertext@paramblocksThenumberofcompleteblockstoprocess@paramIVTheinitialvalue(input/output)@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_cbc_encrypt)(constunsignedchar*pt,unsignedchar*ct,unsignedlongblocks,unsignedchar*IV,symmetric_key*skey);/**AcceleratedCBCdecryption



126www.libtom.org@paramptPlaintext@paramctCiphertext@paramblocksThenumberofcompleteblockstoprocess@paramIVTheinitialvalue(input/output)@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_cbc_decrypt)(constunsignedchar*ct,unsignedchar*pt,unsignedlongblocks,unsignedchar*IV,symmetric_key*skey);/**AcceleratedCTRencryption@paramptPlaintext@paramctCiphertext@paramblocksThenumberofcompleteblockstoprocess@paramIVTheinitialvalue(input/output)@parammodelittleorbigendiancounter(mode=0ormode=1)@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_ctr_encrypt)(constunsignedchar*pt,unsignedchar*ct,unsignedlongblocks,unsignedchar*IV,intmode,symmetric_key*skey);/**AcceleratedLRW@paramptPlaintext@paramctCiphertext@paramblocksThenumberofcompleteblockstoprocess@paramIVTheinitialvalue(input/output)@paramtweakTheLRWtweak@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_lrw_encrypt)(constunsignedchar*pt,unsignedchar*ct,unsignedlongblocks,unsignedchar*IV,constunsignedchar*tweak,symmetric_key*skey);/**AcceleratedLRW@paramctCiphertext@paramptPlaintext@paramblocksThenumberofcompleteblockstoprocess@paramIVTheinitialvalue(input/output)



14.2Ciphers127@paramtweakTheLRWtweak@paramskeyThescheduledkeycontext@returnCRYPT_OKifsuccessful*/int(*accel_lrw_decrypt)(constunsignedchar*ct,unsignedchar*pt,unsignedlongblocks,unsignedchar*IV,constunsignedchar*tweak,symmetric_key*skey);/**AcceleratedCCMpacket(one-shot)@paramkeyThesecretkeytouse@paramkeylenThelengthofthesecretkey(octets)@paramuskeyApreviouslyscheduledkey[canbeNULL]@paramnonceThesessionnonce[useonce]@paramnoncelenThelengthofthenonce@paramheaderTheheaderforthesession@paramheaderlenThelengthoftheheader(octets)@parampt[out]Theplaintext@paramptlenThelengthoftheplaintext(octets)@paramct[out]Theciphertext@paramtag[out]Thedestinationtag@paramtaglen[in/out]Themaxsizeandresultingsizeoftheauthenticationtag@paramdirectionEncryptorDecryptdirection(0or1)@returnCRYPT_OKifsuccessful*/int(*accel_ccm_memory)(constunsignedchar*key,unsignedlongkeylen,symmetric_key*uskey,constunsignedchar*nonce,unsignedlongnoncelen,constunsignedchar*header,unsignedlongheaderlen,unsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen,intdirection);/**AcceleratedGCMpacket(oneshot)@paramkeyThesecretkey@paramkeylenThelengthofthesecretkey@paramIVTheinitialvector@paramIVlenThelengthoftheinitialvector@paramadataTheadditionalauthenticationdata(header)@paramadatalenThelengthoftheadata@paramptTheplaintext@paramptlenThelengthoftheplaintext/ciphertext@paramctTheciphertext@paramtag[out]TheMACtag@paramtaglen[in/out]TheMACtaglength



128www.libtom.org@paramdirectionEncryptorDecryptmode(GCM_ENCRYPTorGCM_DECRYPT)@returnCRYPT_OKonsuccess*/int(*accel_gcm_memory)(constunsignedchar*key,unsignedlongkeylen,constunsignedchar*IV,unsignedlongIVlen,constunsignedchar*adata,unsignedlongadatalen,unsignedchar*pt,unsignedlongptlen,unsignedchar*ct,unsignedchar*tag,unsignedlong*taglen,intdirection);/**AcceleratedoneshotOMAC@paramkeyThesecretkey@paramkeylenThekeylength(octets)@paraminThemessage@paraminlenLengthofmessage(octets)@paramout[out]Destinationfortag@paramoutlen[in/out]Initialandfinalsizeofout@returnCRYPT_OKonsuccess*/int(*omac_memory)(constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);/**AcceleratedoneshotXCBC@paramkeyThesecretkey@paramkeylenThekeylength(octets)@paraminThemessage@paraminlenLengthofmessage(octets)@paramout[out]Destinationfortag@paramoutlen[in/out]Initialandfinalsizeofout@returnCRYPT_OKonsuccess*/int(*xcbc_memory)(constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);/**AcceleratedoneshotF9@paramkeyThesecretkey@paramkeylenThekeylength(octets)@paraminThemessage@paraminlenLengthofmessage(octets)@paramout[out]Destinationfortag@paramoutlen[in/out]Initialandfinalsizeofout@returnCRYPT_OKonsuccess@remarkRequiresmanualpadding*/



14.2Ciphers129int(*f9_memory)(constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);};14.2.1NameThenameparameterspecifiesthenameofthecipher.Thisiswhatadeveloperwouldpasstofindcipher()tofindthecipherinthedescriptortables.14.2.2InternalIDThisisasinglebyteInternalIDyoucanusetodistinguishciphersfromeachother.14.2.3KeyLengthsTheminimumkeylengthisminkeylengthandismeasuredinoctets.Similarlythemaximumkeylengthismaxkeylength.Theycanbeequalandbothmustvalidkeysizesforthecipher.Valuesinbetweenarenotassumedtobevalidthoughtheymaybe.14.2.4BlockLengthThesizeoftheciphersplaintextorciphertextisblocklengthandismeasuredinoctets.14.2.5RoundsSomeciphersallowdifferentnumberofroundstobeused.Usuallyyoujustusethedefault.Thedefaultroundcountisdefaultrounds.14.2.6SetupToinitializeacipher(forECBmode)thefunctionsetup()wasprovided.Itacceptsanarrayofkeyoctetskeyoflengthkeylenoctets.Theusercanspecifythenumberofroundstheywantthroughnumroundswherenumrounds=0meansusethedefault.Thedestinationofascheduledkeyisstoredinskey.Insidethesymmetrickeyunionthereisavoid*datawhichyoucanusetoallocatedataifyouneedadatastructurethatdoesnotfitwiththeexistingonesprovided.Justmakesureinyourdone()functionthatyoufreetheallocatedmemory.14.2.7SingleblockECBToprocessasingleblockinECBmodetheecbencrypt()andecbdecrypt()functionswereprovided.Theplaintextandciphertextbuffersareallowedtooverlapsoyoumustmakesureyoudonotoverwritetheoutputbeforeyouarefinishedwiththeinput.



130www.libtom.org14.2.8TestingThetest()functionisusedtoself–testthedevice.IttakesnoargumentsandreturnsCRYPTOKifallisworkingproperly.YoumayreturnCRYPTNOPtoindicatethatnotestingwasperformed.14.2.9KeySizingOccasionally,afunctionwillwanttofindasuitablekeysizetousesincetheinputisoddlysized.Thekeysize()functionisforthiscase.Itacceptsapointertoanintegerwhichrepresentsthedesiredsize.Thefunctionthenhastomatchittotheexactoralowerkeysizethatisvalidforthecipher.Forexample,iftheinputis25and24isvalidthenitstores24backinthepointedtointeger.Itmustnotroundupandmustreturnanerrorifthekeysizecannotbemappedtoavalidkeysizeforthecipher.14.2.10AccelerationThenextsetoffunctionscovertheacceleratedfunctionalityofthecipherdescriptor.Anycombi-nationofthesefunctionsmaybesettoNULLtoindicateitisnotsupported.Inthosecasesthesoftwaredefaultsareused(usingthesingleECBblockroutines).AcceleratedECBThesetwofunctionsaremeantforcaseswhereauserwantstoencrypt(inECBmodenoless)anarrayofblocks.Thesefunctionsareaccessedthroughtheaccelecbencryptandaccelecbdecryptpointers.Theblockscountisthenumberofcompleteblockstoprocess.AcceleratedCBCThesetwofunctionsaremeantforacceleratedCBCencryption.Thesefunctionsareaccessedthroughtheaccelcbcencryptandaccelcbcdecryptpointers.Theblocksvalueisthenumberofcompleteblockstoprocess.TheIVistheCBCinitialvector.Itisaninputuponcallingthisfunctionandmustbeupdatedbythefunctionbeforereturning.AcceleratedCTRThisfunctionismeantforacceleratedCTRencryption.Itisaccessiblethroughtheaccelctrencryptpointer.Theblocksvalueisthenumberofcompleteblockstoprocess.TheIVistheCTRcountervector.Itisaninputuponcallingthisfunctionandmustbeupdatedbythefunctionbeforereturn-ing.Themodevalueindicateswhetherthecounterisbig(mode=CTRCOUNTERBIGENDIAN)orlittle(mode=CTRCOUNTERLITTLEENDIAN)endian.Thisfunction(andthewayit’scalled)differsfromtheothertwosincectrencrypt()allowsanysizeinputplaintext.Theacceleratorwillonlybecalledifthefollowingconditionsaremet.1.Theacceleratorispresent2.TheCTRpadisempty3.Theremaininglengthoftheinputtoprocessisgreaterthanorequaltotheblocksize.



14.2Ciphers131TheCTRpadisemptywhenamultiple(includingzero)blocksoftexthavebeenprocessed.Thatis,ifyoupassinsevenbytestoAES–CTRmodeyouwouldhavetopassinaminimumofnineextrabytesbeforetheacceleratorcouldbecalled.TheCTRacceleratormustincrementthecounter(andstoreitbackintothebufferprovided)beforeencryptingittocreatethepad.Theacceleratorwillonlybeusedtoencryptwholeblocks.Partialblocksarealwayshandledinsoftware.AcceleratedLRWThesefunctionsaremeantforacceleratedLRW.Theyprocessblocksofinputinlengthsofmultiplesof16octets.TheymustaccepttheIVandtweakstatevariablesandupdatedthempriortoreturning.NotethatyoumaywanttodisableLRWTABLESintomcryptcustom.hifyouintendtouseacceleratorsforLRW.Whilebothencryptanddecryptacceleratorsarenotrequireditissuggestedasitmakeslrwsetiv()moreefficient.Notethatcallinglrwdone()willonlyinvokethecipherdescriptor[].done()functiononthesym-metrickeyparameteroftheLRWstate.Thatmeansifyourdevicerequiresany(LRWspecific)resourcesyoushouldfreetheminyourciphers()donefunction.ThesimplestwaytothinkofitistowritethepluginsolelytodoLRWwiththecipher.Thatwaycipherdescriptor[].setup()meanstoinitLRWresourcesandcipherdescriptor[].done()meanstofreethem.AcceleratedCCMThisfunctionismeantforacceleratedCCMencryptionordecryption.Itprocessestheentirepacketinonecall.Youcanoptimizetheworkflowsomewhatbyallowingthecallertocallthesetup()functionfirsttoschedulethekeyifyouracceleratorcannotdothekeyscheduleonthefly(forinstance).ThisfunctionMUSTsupportbothkeypassingmethods.keyuskeySourceofkeyNULLNULLError,notsupportednon-NULLNULLUsekey,doakeyscheduleNULLnon-NULLUseuskey,keyschedulenotrequirednon-NULLnon-NULLUseuskey,keyschedulenotrequiredThisfunctioniscalledwhentheusercallsccmmemory().AcceleratedGCMThisfunctionismeantforacceleratedGCMencryptionordecryption.Itprocessestheentirepacketinonecall.Notethatthesetup()functionwillnotbecalledpriortothis.Thisfunctionmusthandleschedulingthekeyprovidedonitsown.Itiscalledwhentheusercallsgcmmemory().AcceleratedOMACThisfunctionismeanttoperformanoptimizedOMAC1(CMAC)messageauthenticationcodecomputationwhentheusercallsomacmemory().



132www.libtom.orgAcceleratedXCBC-MACThisfunctionismeanttoperformanoptimizedXCBC-MACmessageauthenticationcodecompu-tationwhentheusercallsxcbcmemory().AcceleratedF9ThisfunctionismeanttoperformanoptimizedF9messageauthenticationcodecomputationwhentheusercallsf9memory().Likef9memory(),itrequiresthecallertoperformany3GPPrelatedpaddingbeforecallinginordertoensurepropercompliancewithF9.14.3One–WayHashesThehashfunctionsareaccessedthroughtheltchashdescriptorstructure.structltc_hash_descriptor{/**nameofhash*/char*name;/**internalID*/unsignedcharID;/**Sizeofdigestinoctets*/unsignedlonghashsize;/**Inputblocksizeinoctets*/unsignedlongblocksize;/**ASN.1OID*/unsignedlongOID[16];/**LengthofDERencoding*/unsignedlongOIDlen;/**Initahashstate@paramhashThehashtoinitialize@returnCRYPT_OKifsuccessful*/int(*init)(hash_state*hash);/**Processablockofdata@paramhashThehashstate@paraminThedatatohash@paraminlenThelengthofthedata(octets)@returnCRYPT_OKifsuccessful*/int(*process)(hash_state*hash,constunsignedchar*in,unsignedlonginlen);



14.3One–WayHashes133/**Producethedigestandstoreit@paramhashThehashstate@paramout[out]Thedestinationofthedigest@returnCRYPT_OKifsuccessful*/int(*done)(hash_state*hash,unsignedchar*out);/**Self-test@returnCRYPT_OKifsuccessful,CRYPT_NOPifself-testshavebeendisabled*/int(*test)(void);/*acceleratedhmaccallback:ifyouneedto-domultiplepacketsjustusethegenerichmac_memoryandprovideahashcallback*/int(*hmac_block)(constunsignedchar*key,unsignedlongkeylen,constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen);};14.3.1NameThisisthenamethehashisknownbyandwhatfindhash()willlookfor.14.3.2InternalIDThisistheinternalIDbyteusedtodistinguishthehashfromotherhashes.14.3.3DigestSizeThehashsizevariableindicatesthelengthoftheoutputinoctets.14.3.4BlockSizeTheblocksizevariableindicatesthelengthofinput(inoctets)thatthehashprocessesinagiveninvocation.14.3.5OIDIdentifierThisistheuniversalASN.1ObjectIdentifierforthehash.



134www.libtom.org14.3.6InitializationTheinitfunctioninitializesthehashandpreparesittoprocessmessagebytes.14.3.7ProcessThisprocessesmessagebytes.Thealgorithmmustacceptanylengthofinputthatthehashwouldallow.Theinputisnotguaranteedtobeamultipleoftheblocksizeinlength.14.3.8DoneThedonefunctionterminatesthehashandreturnsthemessagedigest.14.3.9AccelerationAcompatibleacceleratormustallowprocessingdatainanygranularitywhichmayrequireinternalpaddingonthedriverside.14.3.10HMACAccelerationThehmacblock()callbackismeantforsingle–shotoptimizedHMACimplementations.Itiscalleddirectlybyhmacmemory()ifpresent.IfyouneedtobeabletoprocessmultipleblocksperMACthenyouwillhavetosimplyprovideaprocess()callbackandusehmacmemory()asprovidedinLibTomCrypt.14.4Pseudo–RandomNumberGeneratorsThepseudo–randomnumbergeneratorsareaccessiblethroughtheltcprngdescriptorstructure.structltc_prng_descriptor{/**NameofthePRNG*/char*name;/**sizeinbytesofexportedstate*/intexport_size;/**StartaPRNGstate@paramprng[out]Thestatetoinitialize@returnCRYPT_OKifsuccessful*/int(*start)(prng_state*prng);/**AddentropytothePRNG@paraminTheentropy@paraminlenLengthoftheentropy(octets)@paramprngThePRNGstate@returnCRYPT_OKifsuccessful*/



14.4Pseudo–RandomNumberGenerators135int(*add_entropy)(constunsignedchar*in,unsignedlonginlen,prng_state*prng);/**ReadyaPRNGstatetoreadfrom@paramprngThePRNGstatetoready@returnCRYPT_OKifsuccessful*/int(*ready)(prng_state*prng);/**ReadfromthePRNG@paramout[out]Wheretostorethedata@paramoutlenLengthofdatadesired(octets)@paramprngThePRNGstatetoreadfrom@returnNumberofoctetsread*/unsignedlong(*read)(unsignedchar*out,unsignedlongoutlen,prng_state*prng);/**TerminateaPRNGstate@paramprngThePRNGstatetoterminate@returnCRYPT_OKifsuccessful*/int(*done)(prng_state*prng);/**ExportaPRNGstate@paramout[out]Thedestinationforthestate@paramoutlen[in/out]Themaxsizeandresultingsize@paramprngThePRNGtoexport@returnCRYPT_OKifsuccessful*/int(*pexport)(unsignedchar*out,unsignedlong*outlen,prng_state*prng);/**ImportaPRNGstate@paraminThedatatoimport@paraminlenThelengthofthedatatoimport(octets)@paramprngThePRNGtoinitialize/import@returnCRYPT_OKifsuccessful*/int(*pimport)(constunsignedchar*in,unsignedlonginlen,prng_state*prng);/**Self-testthePRNG@returnCRYPT_OKifsuccessful,CRYPT_NOPifself-testinghasbeendisabled*/



136www.libtom.orgint(*test)(void);};14.4.1NameThenamebywhichfindprng()willfindthePRNG.14.4.2ExportSizeWhenanPRNGstateistobeexportedforfutureuseyouspecifythespacerequiredinthisvariable.14.4.3StartInitializethePRNGandmakeitreadytoacceptentropy.14.4.4EntropyAdditionAddentropytothePRNGstate.TheexactbehaviourofthisfunctiondependsontheparticularsofthePRNG.14.4.5ReadyThisfunctionmakesthePRNGreadytoreadfrombyprocessingtheentropyadded.ThebehaviourofthisfunctiondependsonthespecificPRNGused.14.4.6ReadReadfromthePRNGandreturnthenumberofbytesread.Thisfunctiondoesnothavetofillthebufferbutitisbestifitdoesasmanyprotocolsdonotretryreadsandwillfailonthefirsttry.14.4.7DoneTerminateaPRNGstate.ThebehaviourofthisfunctiondependsontheparticularPRNGused.14.4.8ExportingandImportingAnexportedPRNGstateisdatathatthePRNGcanlaterimporttoresumeactivity.They’renotmeanttoresumethesamesessionbutshouldatleastmaintainthesamelevelofstateentropy.14.5BigNumMathDescriptorsThelibraryalsomakesuseofthemathdescriptorstoaccessmathfunctions.Whilebignummathlibrariesusuallydifferinimplementationithasn’tprovenhardtowritegluetousemathlibrariessofar.Thebasicdescriptorlookslike.



14.5BigNumMathDescriptors137/**mathdescriptor*/typedefstruct{/**Nameofthemathprovider*/char*name;/**Bitsperdigit,amountofbitsmustfitinanunsignedlong*/intbits_per_digit;/*----init/deinitfunctions----*//**initializeabignum@paramaThenumbertoinitialize@returnCRYPT_OKonsuccess*/int(*init)(void**a);/**initcopy@paramdstThenumbertoinitializeandwriteto@paramsrcThenumbertocopyfrom@returnCRYPT_OKonsuccess*/int(*init_copy)(void**dst,void*src);/**deinit@paramaThenumbertofree@returnCRYPT_OKonsuccess*/void(*deinit)(void*a);/*----datamovement----*//**copy@paramsrcThenumbertocopyfrom@paramdstThenumbertowriteto@returnCRYPT_OKonsuccess*/int(*copy)(void*src,void*dst);/*----triviallowlevelfunctions----*//**setsmallconstant@paramaNumbertowriteto@paramnSourceuptobits_per_digit(meantforsmallconstants)@returnCRYPT_OKonsuccess*/int(*set_int)(void*a,unsignedlongn);/**getsmallconstant@paramaSmallnumbertoread@returnThelowerbits_per_digitoftheinteger(unsigned)



138www.libtom.org*/unsignedlong(*get_int)(void*a);/**getdigitn@paramaThenumbertoreadfrom@paramnThenumberofthedigittofetch@returnThebits_per_digitsizedn’thdigitofa*/unsignedlong(*get_digit)(void*a,intn);/**Getthenumberofdigitsthatrepresentthenumber@paramaThenumbertocount@returnThenumberofdigitsusedtorepresentthenumber*/int(*get_digit_count)(void*a);/**comparetwointegers@paramaTheleftsideinteger@parambTherightsideinteger@returnLTC_MP_LTifa<b,LTC_MP_GTifa>bandLTC_MP_EQotherwise.(signedcomparison)*/int(*compare)(void*a,void*b);/**compareagainstint@paramaTheleftsideinteger@parambTherightsideinteger(uptobits_per_digit)@returnLTC_MP_LTifa<b,LTC_MP_GTifa>bandLTC_MP_EQotherwise.(signedcomparison)*/int(*compare_d)(void*a,unsignedlongn);/**Countthenumberofbitsusedtorepresenttheinteger@paramaTheintegertocount@returnThenumberofbitsrequiredtorepresenttheinteger*/int(*count_bits)(void*a);/**CountthenumberofLSBbitswhicharezero@paramaTheintegertocount@returnThenumberofcontiguouszeroLSBbits*/int(*count_lsb_bits)(void*a);/**Computeapoweroftwo@paramaTheintegertostorethepowerin@paramnThepoweroftwoyouwanttostore(a=2^n)@returnCRYPT_OKonsuccess



14.5BigNumMathDescriptors139*/int(*twoexpt)(void*a,intn);/*----radixconversions----*//**readasciistring@paramaTheintegertostoreinto@paramstrThestringtoread@paramradixTheradixtheintegerhasbeenrepresentedin(2-64)@returnCRYPT_OKonsuccess*/int(*read_radix)(void*a,constchar*str,intradix);/**writenumbertostring@paramaTheintegertostore@paramstrThedestinationforthestring@paramradixTheradixtheintegeristoberepresentedin(2-64)@returnCRYPT_OKonsuccess*/int(*write_radix)(void*a,char*str,intradix);/**getsizeasunsignedcharstring@paramaTheintegertogetthesize@returnThelengthoftheintegerinoctets*/unsignedlong(*unsigned_size)(void*a);/**storeanintegerasanarrayofoctets@paramsrcTheintegertostore@paramdstThebuffertostoretheintegerin@returnCRYPT_OKonsuccess*/int(*unsigned_write)(void*src,unsignedchar*dst);/**readanarrayofoctetsandstoreasinteger@paramdstTheintegertoload@paramsrcThearrayofoctets@paramlenThenumberofoctets@returnCRYPT_OKonsuccess*/int(*unsigned_read)(void*dst,unsignedchar*src,unsignedlonglen);/*----basicmath----*//**addtwointegers@paramaThefirstsourceinteger@parambThesecondsourceinteger@paramcThedestinationof"a+b"



140www.libtom.org@returnCRYPT_OKonsuccess*/int(*add)(void*a,void*b,void*c);/**addtwointegers@paramaThefirstsourceinteger@parambThesecondsourceinteger(singledigitofuptobits_per_digitinlength)@paramcThedestinationof"a+b"@returnCRYPT_OKonsuccess*/int(*addi)(void*a,unsignedlongb,void*c);/**subtracttwointegers@paramaThefirstsourceinteger@parambThesecondsourceinteger@paramcThedestinationof"a-b"@returnCRYPT_OKonsuccess*/int(*sub)(void*a,void*b,void*c);/**subtracttwointegers@paramaThefirstsourceinteger@parambThesecondsourceinteger(singledigitofuptobits_per_digitinlength)@paramcThedestinationof"a-b"@returnCRYPT_OKonsuccess*/int(*subi)(void*a,unsignedlongb,void*c);/**multiplytwointegers@paramaThefirstsourceinteger@parambThesecondsourceinteger(singledigitofuptobits_per_digitinlength)@paramcThedestinationof"a*b"@returnCRYPT_OKonsuccess*/int(*mul)(void*a,void*b,void*c);/**multiplytwointegers@paramaThefirstsourceinteger@parambThesecondsourceinteger(singledigitofuptobits_per_digitinlength)@paramcThedestinationof"a*b"@returnCRYPT_OKonsuccess*/int(*muli)(void*a,unsignedlongb,void*c);/**Squareaninteger@paramaTheintegertosquare



14.5BigNumMathDescriptors141@parambThedestination@returnCRYPT_OKonsuccess*/int(*sqr)(void*a,void*b);/**Divideaninteger@paramaThedividend@parambThedivisor@paramcThequotient(canbeNULLtosignifydon’tcare)@paramdTheremainder(canbeNULLtosignifydon’tcare)@returnCRYPT_OKonsuccess*/int(*div)(void*a,void*b,void*c,void*d);/**dividebytwo@paramaTheintegertodivide(shiftright)@parambThedestination@returnCRYPT_OKonsuccess*/int(*div_2)(void*a,void*b);/**Getremainder(smallvalue)@paramaTheintegertoreduce@parambThemodulus(uptobits_per_digitinlength)@paramcThedestinationfortheresidue@returnCRYPT_OKonsuccess*/int(*modi)(void*a,unsignedlongb,unsignedlong*c);/**gcd@paramaThefirstinteger@parambThesecondinteger@paramcThedestinationfor(a,b)@returnCRYPT_OKonsuccess*/int(*gcd)(void*a,void*b,void*c);/**lcm@paramaThefirstinteger@parambThesecondinteger@paramcThedestinationfor[a,b]@returnCRYPT_OKonsuccess*/int(*lcm)(void*a,void*b,void*c);/**Modularmultiplication@paramaThefirstsource@parambThesecondsource@paramcThemodulus@paramdThedestination(a*bmodc)



142www.libtom.org@returnCRYPT_OKonsuccess*/int(*mulmod)(void*a,void*b,void*c,void*d);/**Modularsquaring@paramaThefirstsource@parambThemodulus@paramcThedestination(a*amodb)@returnCRYPT_OKonsuccess*/int(*sqrmod)(void*a,void*b,void*c);/**Modularinversion@paramaThevaluetoinvert@parambThemodulus@paramcThedestination(1/amodb)@returnCRYPT_OKonsuccess*/int(*invmod)(void*,void*,void*);/*----reduction----*//**setupMontgomery@paramaThemodulus@parambThedestinationforthereductiondigit@returnCRYPT_OKonsuccess*/int(*montgomery_setup)(void*a,void**b);/**getnormalizationvalue@paramaThedestinationforthenormalizationvalue@parambThemodulus@returnCRYPT_OKonsuccess*/int(*montgomery_normalization)(void*a,void*b);/**reduceanumber@paramaThenumber[anddest]toreduce@parambThemodulus@paramcThevalue"b"frommontgomery_setup()@returnCRYPT_OKonsuccess*/int(*montgomery_reduce)(void*a,void*b,void*c);/**cleanup(freesmemory)@paramaThevalue"b"frommontgomery_setup()@returnCRYPT_OKonsuccess*/void(*montgomery_deinit)(void*a);



14.5BigNumMathDescriptors143/*----exponentiation----*//**Modularexponentiation@paramaThebaseinteger@parambThepower(canbenegative)integer@paramcThemodulusinteger@paramdThedestination@returnCRYPT_OKonsuccess*/int(*exptmod)(void*a,void*b,void*c,void*d);/**Primalitytesting@paramaTheintegertotest@parambThedestinationoftheresult(FP_YESifprime)@returnCRYPT_OKonsuccess*/int(*isprime)(void*a,int*b);/*----(optional)eccpointmath----*//**ECCGF(p)pointmultiplication(fromtheNISTcurves)@paramkTheintegertomultiplythepointby@paramGThepointtomultiply@paramRThedestinationforkG@parammodulusThemodulusforthefield@parammapBooleanindicatedwhethertomapbacktoaffineornot(canbeignoredifyouworkinaffineonly)@returnCRYPT_OKonsuccess*/int(*ecc_ptmul)(void*k,ecc_point*G,ecc_point*R,void*modulus,intmap);/**ECCGF(p)pointaddition@paramPThefirstpoint@paramQThesecondpoint@paramRThedestinationofP+Q@parammodulusThemodulus@parammpThe"b"valuefrommontgomery_setup()@returnCRYPT_OKonsuccess*/int(*ecc_ptadd)(ecc_point*P,ecc_point*Q,ecc_point*R,void*modulus,void*mp);/**ECCGF(p)pointdouble



144www.libtom.org@paramPThefirstpoint@paramRThedestinationof2P@parammodulusThemodulus@parammpThe"b"valuefrommontgomery_setup()@returnCRYPT_OKonsuccess*/int(*ecc_ptdbl)(ecc_point*P,ecc_point*R,void*modulus,void*mp);/**ECCmappingfromprojectivetoaffine,currentlyuses(x,y,z)=>(x/z^2,y/z^3,1)@paramPThepointtomap@parammodulusThemodulus@parammpThe"b"valuefrommontgomery_setup()@returnCRYPT_OKonsuccess@remarkThemappingcanbedifferentbutkeepinmindaecc_pointonlyhasthreeintegers(x,y,z)soifyouuseadifferentmappingyouhavetomakeitfit.*/int(*ecc_map)(ecc_point*P,void*modulus,void*mp);/**ComputeskA*A+kB*B=CusingShamir’sTrick@paramAFirstpointtomultiply@paramkAWhattomultipleAby@paramBSecondpointtomultiply@paramkBWhattomultipleBby@paramC[out]Destinationpoint(canoverlapwithAorB)@parammodulusModulusforcurve@returnCRYPT_OKonsuccess*/int(*ecc_mul2add)(ecc_point*A,void*kA,ecc_point*B,void*kB,ecc_point*C,void*modulus);/*----(optional)rsaoptimizedmath(forinternalCRT)----*//**RSAKeyGeneration@paramprngAnactivePRNGstate@paramwprngTheindexofthePRNGdesired@paramsizeThesizeofthekeyinoctets@parameThe"e"value(publickey).e==65537isagoodchoice@paramkey[out]Destinationofanewlycreatedprivatekeypair@returnCRYPT_OKifsuccessful,uponerrorallallocatedramisfreed*/int(*rsa_keygen)(prng_state*prng,



14.5BigNumMathDescriptors145intwprng,intsize,longe,rsa_key*key);/**RSAexponentiation@paraminTheoctetarrayrepresentingthebase@paraminlenThelengthoftheinput@paramoutThedestination(tobestoredinanoctetarrayformat)@paramoutlenThelengthoftheoutputbufferandtheresultingsize(zeropaddedtothesizeofthemodulus)@paramwhichPK_PUBLICforpublicRSAandPK_PRIVATEforprivateRSA@paramkeyTheRSAkeytouse@returnCRYPT_OKonsuccess*/int(*rsa_me)(constunsignedchar*in,unsignedlonginlen,unsignedchar*out,unsignedlong*outlen,intwhich,rsa_key*key);}ltc_math_descriptor;Mostofthefunctionsarefairlystraightforwardanddonotneeddocumentation.We’llcoverthebasicconventionsoftheAPIandthenexplaintheacceleratedfunctions.14.5.1ConventionsAllbignumsareaccessedthroughanopaquevoid*datatype.Youmustinternallycastthepointerifyouneedtoaccessmembersofyourbignumstructure.Duringtheinitcallsavoid**willbepassedwhereyouallocateyourstructureandsetthepointertheninitializethenumbertozero.Duringthedeinitcallsyoumustfreethebignumaswellasthestructureyouallocatedtoplaceitin.AllfunctionsexcepttheMontgomeryreductionsworkfromlefttorightwiththearguments.Forexample,mul(a,b,c)computesc←ab.Allfunctions(exceptwherenotedotherwise)returnCRYPTOKtosignifyasuccessfuloper-ation.AllerrorcodesmustbevalidLibTomCrypterrorcodes.Thedigitroutines(includingfunctionswiththeisuffix)useaunsignedlongtorepresentthedigit.Ifyourinternaldigitislargerthanthisyoumustthenpartitionyourdigits.Normallythisdoesnotmatterasunsignedlongwillbethesamesizeasyourregistersize.Notethatifyourdigitissmallerthananunsignedlongthatisalsoacceptableasthebitsperdigitparameterwillspecifythis.14.5.2ECCFunctionsTheECCsysteminLibTomCryptisbasedoffoftheNISTrecommendedcurvesoverGF(p)andisusedtoimplementEC-DSAandEC-DH.TheECCfunctionsworkwiththeeccpointstructureandassumethepointsarestoredinJacobianprojectiveformat./**ApointonaECCcurve,storedinJacobianformatsuchthat(x,y,z)=>(x/z^2,y/z^3,1)wheninterpretedasaffine*/



146www.libtom.orgtypedefstruct{/**Thexco-ordinate*/void*x;/**Theyco-ordinate*/void*y;/**Thezco-ordinate*/void*z;}ecc_point;AllECCfunctionsmustusethismappingsystem.TheonlyexceptioniswhenyouremapallECCcallbackswhichwillallowyoutohavemorecontroloverhowtheECCmathwillbeimplemented.Outoftheboxyouonlyhavethreeparametersperpointtouse(x,y,z)however,thesearejustvoidpointers.Theycouldpointtoanythingyouwant.Theonlyfurtherexceptionistheexportfunctionswhichexpectsthevaluestobeinaffineformat.PointMultiplyThiswillmultiplythepointGbythescalarkandstoretheresultinthepointR.Thevalueshouldbemappedtoaffineonlyifmapissettoone.PointAdditionThiswilladdthepointPtothepointQandstoreitinthepointR.Thempparameteristhebvaluefromthemontgomerysetup()call.Theinputpointsmaybeineitheraffine(withz=1)orprojectiveformatandtheoutputpointisalwaysprojective.PointMappingThiswillmapthepointPbackfromprojectivetoaffine.TheoutputpointPmustbeoftheform(x,y,1).Shamir’sTrickToaccelerateEC–DSAverificationthelibraryprovidesabuilt–infunctioncalledltceccmul2add().Thisperformstwopointmultiplicationsandanadditioninroughlythetimeofonepointmultipli-cation.Itiscalledfromeccverifyhash()ifanacceleratorisnotpresent.Theaccleratorfunctionmustallowthepointstooverlap(e.g.,A←k1A+k2B)andmustreturnthefinalpointinaffineformat.14.5.3RSAFunctionsTheRSAModularExponentiation(ME)functionisusedbytheRSAAPItoperformexponenti-ationsforprivateandpublickeyoperations.InparticularforprivatekeyoperationsitusestheCRTapproachtolowerthetimerequired.ItispassedanRSAkeywiththefollowingformat./**RSAPKCSstylekey*/typedefstructRsa_key{/**Typeofkey,PK_PRIVATEorPK_PUBLIC*/



14.5BigNumMathDescriptors147inttype;/**Thepublicexponent*/void*e;/**Theprivateexponent*/void*d;/**Themodulus*/void*N;/**ThepfactorofN*/void*p;/**TheqfactorofN*/void*q;/**The1/qmodpCRTparam*/void*qP;/**Thedmod(p-1)CRTparam*/void*dP;/**Thedmod(q-1)CRTparam*/void*dQ;}rsa_key;Thecallreadstheinbufferasanunsignedchararrayinbigendianformat.Thenitperformstheexponentiationandstorestheoutputinbigendianformattotheoutbuffer.Theoutputmustbezeropadded(leadingbytes)sothatthelengthoftheoutputmatchesthelengthofthemodulus(inbytes).Forexample,forRSA–1024theoutputisalways128bytesregardlessofhowsmallthenumericalvalueoftheexponentiationis.SincethefunctionisgiventheentireRSAkey(forprivatekeysonly)CRTispossibleaspre-scribedinthePKCS#1v2.1specification.
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